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Mpukas ®CTIK Poccum ot 18.02.2013 N 21

(pea. ot 23.03.2017)

"06 ytBepxaeHun CocTaBa v coaepXaHusi OpraHn3auUMOHHbIX U1
TEXHM...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

3apeructpupoaHo B MuHtocte Poccumn 14 mas 2013 r. N 28375

OEOEPANBHASA CNYXBA NO TEXHUYECKOMY N 3KCNOPTHOMY KOHTPOJIIO

NPUKA3
ot 18 cheBpansa 2013 r. N 21

Ob YTBEPXXOEHUN COCTABA U COOEPXAHUA
OPrAHU3ALUMNOHHbLIX U TEXHUWYECKUX MEP NO OBECIMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAIbHbLIX AAHHBLIX NMPU X OBPABOTKE
B UH®OPMALIMOHHbIX CUCTEMAX NEPCOHAIbHbIX OAHHbIX
Cnncok N3MeHslLWnX JOKYMEHTOB
(8 pea. MNpukasza PCTIK Poccum o1 23.03.2017 N 49)

B cooTtBeTcTBMM € YacTblo 4 ctatbu 19 ®epepanbHoro 3akoHa ot 27 utond 2006 r. N 152-03 "O nepcoHanbHbIX
OaHHbIX" (Cobpanune 3akoHogaTenscTBa Poccuiickon ®egepaumm, 2006, N 31, c1. 3451; 2009, N 48, cT. 5716; N 52, cT.
6439; 2010, N 27, cT. 3407; N 31, cT. 4173, c1. 4196; N 49, ct. 6409; 2011, N 23, ct. 3263; N 31, cr. 4701) n
MonoxeHvem o PegepanbHoOW cryxbe MO TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOMO, YTBEPKAEHHbIM YKa3oM
MpesugeHTta Poccuiickon depepaumm ot 16 aerycta 2004 r. N 1085 (CobpaHue 3akoHogaTtenbcTBa Poccuiickon
®depepaumm, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, cTt. 5431; 2012, N 7, cT1. 818),
npvKasbIBato:

1. Y1Bepaute npunaraemble CocTaB 1 cogepkaHue OpraHm3aLnoHHbIX U TEXHUYECKMX Mep no obecnedyeHuio
Be3onacHOCTV NepcoHarbHbIX JaHHbLIX NPY X 06paboTke B MHPOPMAaLIMOHHBIX CUCTEMAX NEPCOHarbHbIX AaHHbIX.

2. lMpusHatb yTpatuBwmmMm cuny npukasd PCTOK Poccum ot 5 despana 2010 r. N 58 "O6 yTBepxaeHun
MonoxeHus o meTogax n cnocobax 3awmuTbl MHPOPMALMU B MHAPOPMAaLMOHHBLIX CUCTEMAX MNEePCOHarnbHbIX AaHHbIX"
(3apeructpuposaH MuHioctom Poccun 19 coespanga 2010 r., pernctpaumoHHbin N 16456).

OvpexTop

depnepanbHom crykbbl N0 TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOIHO

B.CENWH

YTBEpPXKOEHDI
npukasom ®CTIK Poccun
ot 18 cheBpana 2013 r. N 21

COCTAB U COOEPXXAHUE
OPrAHU3ALUMOHHbLIX U TEXHUWYECKUX MEP MO OBECMNEYEHUIO
BE3OMNMACHOCTU NEPCOHAIbHbLIX OAHHBLIX NMPU NX OBPABOTKE
B NHO®OPMALIMOHHbIX CUCTEMAX NEPCOHAJbHbIX OAHHbIX
Cnncok 3MEHSIOLLMX OKYMEHTOB
(B pea. MNpukasa PCTIK Poccum ot 23.03.2017 N 49)

|. Obwme nonoxeHns

1. HacTosiwmin gokyMeHT pa3paboTaH B COOTBETCTBMM C YacTbio 4 ctatbk 19 PenepanbHOro 3akoHa ot 27 umons
2006 r. N 152-®3 "O nepcoHanbHbIX AaHHbIX" (CobpaHue 3akoHogaTenscTBa Poccuiickon Pegepaumm, 2006, N 31, cT.
3451; 2009, N 48, cT. 5716; N 52, c1. 6439; 2010, N 27, cT. 3407; N 31, cT. 4173, cT. 4196; N 49, cT. 6409; 2011, N 23,
cT. 3263; N 31, ct. 4701) 1 yctaHaBnNMBaeT COCTaB U COAEPXaHME OPraHM3aLMOHHBbIX W TEXHUYECKMX Mep Mo
obecneyeHno 6e30NacHOCTM NepCoHanbHbIX AaHHbIX NPU NX 06paboTke B MHPOPMALIMOHHBLIX CUCTEMAX MNEPCOHANbHbIX
OaHHbIX (ganee - mepbl MO obecneyeHntio 6e30nMacHOCTM MNEepCoHarnbHbIX AaHHbIX) ON1S KaXZoro M3 YpPOBHEW
3alUMLLEHHOCTU MEepPCOHanbHbIX AaHHbIX, YCTAHOBMNEHHbIX B TpeboBaHWsX K 3alMTe NepcoHarnbHbIX AaHHbIX MpU UX
06paboTke B MH(POPMALMOHHBIX CUCTEMAX NEPCOHarbHbIX AaHHbIX, YTBEPXOEHHbIX MOCTaHOBreHneM [lpaBuTenbcTBa
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Mpukas ®CTIK Poccum ot 18.02.2013 N 21

(pea. ot 23.03.2017)

"06 ytBepxaeHun CocTaBa v coaepXaHusi OpraHn3auUMOHHbIX U1
TEXHM...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

Poccuickon ®egepauum ot 1 Hosbpa 2012 1. N 1119 (Cobpanue 3akoHogaTensctBa Poccuiickon Pegepaumm, 2012, N
45, cT. 6257).

Mepbl no obecnedyeHnto 6e30NacHOCTM MEepPCOHanNbHbIX AaHHbIX MPUHUMAIOTCA ONS  3aWuTbl  NEepCcOoHarnbHbIX
OaHHbIX OT HEMPABOMEPHOIO UM CIy4YanHOro AOCTYNa K HUM, YHUMTOXEHUS, UBMEHEHUS, BITIOKMPOBaHUSA, KONUPOBaHMS,
npeaocTaBneHnsi, pacnpocTpaHeHUs NepcoHanbHblX AaHHbIX, a Takke OT WHbIX HernpaBOMEpPHbIX [OEeNUCTBUA B
OTHOLLUEHMWN NePCOHanbHbIX AaHHbIX.

B HacTosiLLeM JOKyMEHTE He paccMaTpmUBalOTCA BOMPOChbl obecrneyeHnss 6e30nacHOCTU NepCcoHarbHbIX AaHHbIX,
OTHECEHHbIX B YCTAHOBMEHHOM MOPSAKe K CBEAEHUsIM, COCTaBMAIOWMUM roCyAapCTBEHHYIO TanHy, a Takke Mepsbl,
CBSI3aHHbIE C NPUMEHEHNEM LWIMGPOBArbHbIX (KPUNTOrpadUUEecKMx) CPEACTB 3aLmUTbl MHOPMALUN.

2. BesonacHOCTb nepcoHarnbHbIX AaHHbIX Mpu Ux 0bpaboTke B MHAOPMAaLMOHHOM CUCTEME MepCOoHanbHbIX
AaHHbIX (oanee - mMHgopmauMoHHasi cuctema) obecrnedvBaeT onepaTop WNM NUUO, ocyllecTBnsiolwee ob6paboTky
nepcoHarnbHbIX AaHHbIX MO NMOPYYEHMIO onepaTopa B COOTBETCTBMU C 3akoHoAaTenscTBOM Poccuiickon ®egepaunn.

Ons BbinonHeHns paboT no obecneyeHuto 6e30MacHOCTU MEpPCOHanbHbIX OaHHbIX Mpu KX obpaboTke B
WH(OPMAaLIMOHHONM CUCTEME B COOTBETCTBMM C 3aKOHOA4aTeNbCTBOM Poccunckon degepaumm MoryT npuBrekaTtbcs Ha
[OrOBOPHOW OCHOBE OpuMAMYEecKoe nuUO WM WHAMBUAOyaNbHbI NpeanpuHMMaTenb, MMelLWMe IUUEH3NI0  Ha
OEeATeNbHOCTb NO TEXHUYECKOW 3alumTe KOHpMaeHUManbHOM nHpopmaumu.

3. Mepbl no obecneyeHnto 6€30MacHOCTM MepcoHarnbHbIX AaHHbIX peanu3ylTcsi B paMKax CUCTEMbl 3aliuThbl
nepcoHanbHbIX AaHHbIX, CO34aBaemMoV B COOTBETCTBUMM C TpeboBaHWAMMU K 3alluTe NepcoHarnbHbIX AaHHbIX MpU UX
06paboTke B MHPOPMALIMOHHBIX CUCTEMAX NEPCOHANBbHBIX AAHHbIX, YTBEPXAEHHbIMW NOCTaHOoBNeHeM [lpaBuTenbcTBa
Poccuiickon ®epepauum ot 1 Hosiopsa 2012 1. N 1119, n gomkHbl ObiTb HanpaBneHbl Ha HENnTpanu3aumilo akTyarbHbIX
yrpo3 6e30nacHOCTN NepcoHanbHbIX AaHHbIX.

4. Mepbl no obecneyeHnio 6e30NaCHOCTM MEpPCOHarnbHbIX AaHHbIX PeanusylTCcs B TOM YMcre NOCPeacTBOM
NpUMeEHeHUs1 B UHPOPMALIMOHHON CUCTEME CPEeACTB 3alUnTbl UHOpMaUMKU, Npolewmnx B YCTAaHOBMEHHOM Mopsake
npoLenypy OLEHKN COOTBETCTBUS, B Cry4vasix, korga NpPUMEHEHWe Takux cpeacTB HeobxoauMmo Ans HerWTpanusauum
aKTyanbHbIX Yrpo3 6€30MacHOCTU NepPCOHanbHbIX AaHHbIX.

KoHcynbTaHTlntoc: npumevaHue.
Hymepauus nyHKTOB iaHa B COOTBETCTBUM C OdonLIManibHbIM TEKCTOM JOKYMEHTA.

6. OueHka 3(pPEKTUBHOCTU peanusoBaHHbIX B paMKax CUCTEMbl 3aliMTbl MEepCOHasnbHbIX AaHHbIX Mep Mo
obecneyeHno 6e30MacHOCTM NepcoHarnbHbIX AaHHBIX MPOBOAUTCS ONEPATOPOM CaMOCTOATENBHO UMK C NPUBIIEYEHNEM
Ha [JOroBOPHON OCHOBE HOPUAMYECKUX NUL WM WMHOMBUAYamnbHbIX MpeanpuHMMarenen, UMEKLWUX MUUEH3MI0 Ha
OCYLLeCTBMNEeHME AEeATENbHOCTU MO TEeXHUYECKOM 3awmTe KOoHduAeHUManbHOM WHgopMaunn. YkasaHHasi oOLeHKa
NPOBOAMUTCS He pexe oAHOro pasa B 3 roaa.

7. Mepbl no obecnevyeHnto Ge30MacHOCTM MEpPCOHanbHbIX OAaHHbIX NpU ux 06paboTke B rocydapCTBEHHbIX
MHOPMALIMOHHBIX CUCTEMaXxX MPUHMMAIOTCH B COOTBETCTBMM C TpeboBaHMAMM O 3auTe MHopMaLun, codepxallencs
B rOCYyOapCTBEHHbIX MHAOPMALUOHHBIX cucTemax, YycrtaHaenueaembiMn OCTIK Poccum B npegenax CcBOUX
NMONHOMOYMIA B COOTBETCTBUM C YacTbk 5 cratbu 16 dPepepanbHoro 3akoHa ot 27 umong 2006 r. N 149-03 "O6
NHopmaLmm, HHOPMALMOHHBLIX TEXHOMNOIMAX 1 0 3awmTe nHdopmauun” (CobpaHme 3akoHopaTensctBa Poccuinckon
®epnepaumm, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600; 2012, N 31, cT. 4328).

II. CocTtaB n cogepxxaHune mep no obecnedeHnto 6e3onacHoOCTu
nepcoHanbHbIX AaHHbIX

8. B coctaB Mep no obecneyeHnio 6e30NacHOCTM MepPCOHarnbHbIX AaHHbIX, peanu3yemMblX B pamMKkax CUCTEMb
3aLUMTbl NepcoHanbHbIX AaHHbIX C YY4ETOM akTyasbHbIX Yrpo3 6e30nacHOCTU NepCoHarnbHbIX AaHHbIX U MPUMEHSEMbIX
NHMOPMALIMOHHBIX TEXHOMOMMIA, BXOOSAT:

naeHTUdrKaLmsa 1 ayTeHTUdmKaumus cyobekToB 4OCTyNa U 06bEKTOB 4OCTYNa;

ynpaBnieHne AOCTYyNnoM CyObeKkToB JOCTyna k o6bekTaM JOCTyna;

orpaHudeHue nNporpaMMHON cpebl;

3alMTa MaLLMHHBIX HOCUTENEN MHbopMaLMK, Ha KOTOPbIX XpaHATcst 1M (Mnv) obpabaTbiBaloTCs MNepcoHasnbHble
OaHHble (qanee - MalWHHbIE HOCUTENN NEPCOHANbHbIX AaHHbIX);

perncrpaums cobbiTuin 6esonacHocTy;

aHTMBMPYCHAan 3aLmMTa;

obHapyxeHue (NpefoTBpaLLeHMe) BTOPXKEHUI;

KOHTPOIb (aHanu3) 3aluLLEeHHOCTM NepPCoHarbHbIX AaHHbIX;

obecneyeHne LenoCTHOCTU NHOPMALIMOHHOM CUCTEMBI M MEPCOHASbHbIX AaHHbIX;

obGecrneyeHne AOCTYNHOCTN NEPCOHANbHbIX AaHHbIX;

3awmuTa cpeabl BUpTyanusaumm,
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"06 ytBepxaeHun CocTaBa v coaepXaHusi OpraHn3auUMOHHbIX U1
TEXHM...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

3almTa TEXHUYECKUX CPeacCTB;
3awuta nHdopMaLMOHHON CUCTEMbI, ee CPecTB, CUCTEM CBA3U U Nepefayn JaHHbIX;

BbISIBNIEHNE WHUMAEHTOB (O4HOrO COOLITUA WK TPynnbl COObLITUI), KOTOpbIE MOrYT NPUBECTM K cBosiM  wnm
HapyLWeHWo (PYHKUNOHMPOBAHNS WHMOPMALMOHHOW CUCTEMbI M (MM) K BO3HWKHOBEHWIO Yrpo3 ©6esonacHocTu
nepcoHanbHbIX AaHHbIX (fanee - MHUMAEHTHI), U pearnpoBaHne Ha HUX;

yrnpaBrneHue KoHdurypaunein MHPopMaLMOHHON CUCTEMbI U CUCTEMBI 3aLLNTbI NEPCOHANbHbLIX AaHHbIX.

CoctaB n cogepxaHve mep no obecrneveHuto 0e30MacHOCTU MEepCOHanbHbIX OaHHbIX, HEeoOXoouMbIX AN
obecneyeHns Kaxxgoro U3 ypoBHeEW 3aLUULLEeHHOCTU NePCOHanbHbIX AaHHbIX, NPUBEOEHbI B NMPUIIOXKEHUN K HACTOSLLIEMY
OOKYMEHTY.

8.1. Mepbl no waeHTUMKauMM © ayTeHTudukaumm cybbekToB [OCTyna W OBbLEKTOB [OCTyna LOSKHbI
obecneunBaTb NPUCBOEHNE CyObEKTaM N oObekTaM AOCTyna YHMKanbHOro npusHaka (MaeHTudumkaTopa), cpaBHeHue
NnpeabsaBnsAeMoro cyobekTom (06bEKTOM) [OCTyNa MAEHTUGUKATOPa C NEPEYHEM NPUCBOEHHBLIX WAEHTUMKATOPOB, a
Takke MNPOBEPKY MpPUHAONEXHOCTM CcyObekTy (00bekTy) Q[ocTyna npeabsiBIEHHOIO UMM uaeHTMdwMKaTopa
(noaTeepxaeHne NOANMHHOCTY).

8.2. Mepbl nNo ynpaBrneHuo AOCTYNoM CyObekToB AoCTyna K 0O0bektam p[ocTyna [OrmkHbl obecneuvvBaTb
ynpaBneHue npasamMu u npuBmunernaMn cybbekToB AocTyna, pasrpaHmyeHme AocTyna cybbekToB goctyna kK obbekram
[0CTyna Ha OCHOBE COBOKYMHOCTW YCTAaHOBMEHHbLIX B MHOPMALIMOHHOW CUCTEME MpaBur pasrpaHnyeHus octyna, a
Takke obecneynBaTb KOHTPOSb 3a COOMOAEHNEM ITUX MPaBUIT.

8.3. Mepbl N0 OrpaHMYeHnio MpPOrpaMMHON cpedbl OOSMKHbI obecnednBaTb YCTAHOBKY M (MnM) 3amnyck TOSbKO
paspeLlleHHOro K WCMoMb30BaHW B WHMOPMALMOHHOW CUCTEME MPOrpaMMHOIO obecrneyeHus WM UCKMYaTb
BO3MOXHOCTb YCTaHOBKM W (MnM) 3anycka 3anpelieHHOro K WCMoMb30BaHWi B WHPOPMALMOHHOM cucteme
nporpaMmHoro obecneyeHus.

8.4. Mepbl N0 3aWwmUTe MAaLUMHHBIX HOCUTENEN nepcoHanbHbIX AaHHbIX (cpeacTB 06paboTkM  (XpaHeHus)
nepcoHanbHbIX AaHHbIX, CbeMHbIX MalUUHHbBIX HOCUTENeN NepcoHarnbHbIX AaHHbIX) AOMKHbI UCKMYaTb BO3MOXHOCTb
HeCaHKLMOHMPOBAHHOIo AOCTYNa K MaWMHHBIM HOCUTENSAM N XPaHALWUMCHA Ha HUX NepcoHarnbHbiM AaHHbIM, a Takke
HeCaHKLMOHMPOBAHHOE MCMOSb30BaHNE CbEMHbIX MALUMHHBLIX HOCUTENEN NepCcoHanbHbIX AaHHbIX.

8.5. Mepbl no pernctpauun cobbiTnii 6e3onacHOCT AOMKHbI obecneunBaTb COOP, 3annCb, XpaHeHWe K 3awuTy
nHopmaumm o cobbliTuAx 6e3onacHOCTU B MH(POPMaLMOHHOW CUCTEME, a Takke BO3MOXHOCTb MPOCMOTpa M aHanusa
MH(OPMAaLIMM O TaKUX CODBLITUSAX U pearnpoBaHne Ha HUX.

8.6. Mepbl MO aHTMBMPYCHOM 3awWmuTe OOIMKHbI 0becnednBaTtb OOHapyXeHne B WHEOPMALMOHHOW cucteme
KOMMbIOTEPHBIX MPOrpamMmm Nmbo MHOM KOMMNBIOTEPHON WMHGOPMAaUMK, NpefHa3HAYEeHHOW ANs HeCaHKLMOHMPOBAHHOIO
YHUUTOXEHUS1, BITOKMPOBaHNst, MogudmrKaLmm, KonupoBaH1s KOMMNbIOTEPHON MHGOPMALIMK UK HENTPanM3aunm CpeacTB
3awwmThl MHpopMaLuK, a Takke pearmpoBaHme Ha OBHapyXXeHue 3aTUX NporpaMmmM 1 HopmaLmm.

8.7. Mepbl no o6HapyxeHuto (NpeaoTBpaLLEHMIO) BTOPXKEHUIN OOMKHbI o6ecnednBaTb OBHapyxeHWe OencTsui B
WH(OPMALMOHHOW CUCTEME, HanpaBfeHHbIX Ha HeCaHKUMOHMPOBAHHBLIN OOCTYN K WMHdopMauun, crneuunanbHble
BO3[ENCTBMSA HAa WH(OPMALMOHHYIO CUCTEMY W (MNWN) MepcoHarnbHble OaHHble B LEeNsAx A0ObIBaHWUS, YHUYTOXEHMS,
NCKaXXeHUs1 1 BNOKMPOBaHNS JOCTYNa K NePCOoHarnbHbIM AaHHbIM, @ TaKKe pearMpoBaHMe Ha 3Tu OeNCTBUS.

8.8. Mepbl Mo KOHTPONIO (aHanM3y) 3alMLLEHHOCTM MepCOoHarnbHbIX AaHHbIX AOMKHbI OobecneunBaTb KOHTPOIb
YPOBHS 3aLLMLLEHHOCTW NepCcoHarnbHbIX AaHHbIX, 0bpabaTbiBaeMbiX B MH(POPMALMOHHON cucTeme, Nytem MNpoBeAeHUs
CUCTEMAaTUYECKUX MEepPOoNpUATMA MO aHanu3dy 3alUEeHHOCTU MHAOPMAaLUOHHON CUCTEMbI M TECTUPOBAHWIO
paboTocnocobHOCTU CUCTEMBI 3aLUMTbI NEPCOHANbHbIX AaHHbIX.

8.9. Mepbl nNo obecneyeHuto LENOCTHOCTU MHAOPMALMOHHOMW CUCTEMBI U MEPCOHANbHbIX AaHHbIX [LOIDKHbI
obecneunBaTb 0OHapyxeHne PakToB HECAHKLVNOHMPOBAHHOIO HapyLUEHMWS LLeNOCTHOCTU MHAPOPMAaLMOHHON CUCTEMBI U
cofepXaLlmxca B Hell NepcoHarnbHbIX JaHHbIX, @ TaKkkKe BO3SMOXHOCTb BOCCTAHOBMEHUS WH(OPMALMOHHOW CUCTEMbI U
cofeprKalLmxcsi B HeM NepcoHarnbHbIX AaHHbIX.

8.10. Mepbl no obecneyeHWo OOCTYNHOCTM MNEPCOHaNbHbIX AaHHbIX AOMKHbI obecrnevvBaTb aBTOPU30BaHHbLIN
OOCTyn nonb3oBaTtenen, UMeLMX npaea no JOCTyny, K NepcoHarbHbIM AaHHbIM, CoAepXaumes B MHMOPMaLMOHHON
cucTeme, B LUTATHOM pexnme (PyHKLMOHUPOBaHMSA UHPOPMALIMOHHON CUCTEMBI.

8.11. Mepbl no 3awurte cpedbl BUPTyanusauun [OOMKHbI UCKMKYaTb HECaHKUWOHWPOBAHHbLIA A0CTYyN K
nepcoHanbHbIM AaHHbIM, OOpabaTtbiBaemMbiM B BMPTyanbHOW WHPACTPyKType, M K KOMMOHEHTaM BUPTYyarbHOMW
WHGPACTPYKTYpPbI U (MK) BO3OENCTBME HA HUX, B TOM YMCNE K cpeacTBaM ynpasreHns BUPTyanbHON NHAPACTPYKTYPOWU,
MOHWUTOPY BUPTYanbHbIX MalWH (TMNepBM30pY), CUCTEME XPaHEHUs OaHHbIX (BKMYas CUCTEMY XpaHeHus obpasos
BUPTYanbHON WHMPacCTPYKTypbl), CeTW nepefady [OaHHbIX Yepe3 dneMeHTbl BUpTyanbHOW wnu  uandeckomn
WHPaCTPYKTYpbl, rOCTEBLIM OMEpaLUoHHbBIM CUCTEMaM, BUPTyarnbHbIM MallMHaM (KOHTeWHepam), cucteme u cetu
pennukauuMu, TepMuUHanbHbIM U BUPTyarnbHbIM YCTPOMCTBAM, a TakKe CUCTEME pe3epBHOrO0 KOMUPOBaHUA W
co3flaBaeMbIM €10 KOMUAM.

8.12. Mepbl MO 3awuTe TEXHWYECKUX CPeACTB [AOMKHbl MWCKNOYaTb HECAHKUMOHMPOBAHHBLIN  AOCTYN K
CTaunoHapHbIM TEXHUYECKUM CpeacTBaMm, obpabaTtbiBalomM nepcoHanbHble AaHHble, cpeacTBaM, obecneynsatowm
(PYHKLMOHNPOBaHNE MHOPMALMOHHON cuUCcTeMbl (danee - cpeactBa obecnedeHusi (QYHKUMOHWPOBaHMS), U B
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"06 C [JokymeHT npegoctasneH KoHcynbTaHTINOC
yTBepxXaeHnn CocTtaBa U coaep>XXaHusa OpraHm3auuoHHbIX U [lata coxparenus: 10.10.2024

TEXHMN...

MOMELLEHMS, B KOTOPbIX OHU MOCTOSIHHO PAaCMOSIOXKEHbI, 3aLUUTY TEXHUYECKUX CPEACTB OT BHELUHVMX BO3AEWCTBUMA, a
Takke 3alUMTy NepCcoHanbHbIX OaHHbIX, NMPEACTaBMEHHbIX B BUAE WH(OPMATUBHBIX 3NEKTPUYECKMX CUrHaNoOB U
dM3nMYecKmx noneun.

8.13. Mepbl no 3amTe MHPOPMALMOHHON CUCTEMBI, €€ CPEeACTB, CUCTEM CBA3U U Mepefadn AaHHbIX AOSMKHbI
obecneunBaTtb 3aLLMTy NepCcoHarnbHbIX AaHHbIX NPU B3aMMOLEACTBMN MHPOPMALIMOHHOM CUCTEMbI MU ee OTAENbHbIX
CErMEHTOB C WHbIMA MHAOPMALMOHHLIMW  CUCTEMaMM U MHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIMK  CETSIMU
NMOCPEeACTBOM MPUMEHEHUSA apPXUTEKTYpbl UHOPMALMOHHOW CUCTEMbI M MPOEKTHbIX PELUEHWUA, HanpaBfeHHbIX Ha
obecneyeHve 6e30NacHOCTM NepCOoHalbHbIX AaHHbIX.

8.14. Mepbl MO BbLISBNEHWUIO WHUMAEHTOB W pearMpoBaHU0 Ha HUX JOSKHbl obecneuvBaTb OOGHapyXeHue,
naeHTudrKaumio, aHanM3 UHUMAEHTOB B MH(OPMaUMOHHOW CUCTEME, a Takke NPUHATUE Mep MO YCTPaHEeHUo U
npeaynpexaeHnio NHUMAEHTOB.

8.15. Mepbl no ynpasneHuio KoHdurypaumen UHGMOPMaLMOHHON CUCTEMbI U CUCTEMbI 3alUUTbl NEePCOHanbHbIX
OaHHbIX JOMKHBI obecneyvnBaTb ynpaBneHue U3MEHEHUSIMU KOHUIypaumn MHEAOPMALMOHHONW CUCTEMbI U CUCTEMbI
3alLUMTbl NEPCOHArbHbLIX JAaHHbIX, aHaNM3 MOTeHUManbHOrO0 BO3AENCTBMSA MMaHUPYEMbIX M3MEHEHUN Ha obecneveHune
BesonacHOCTM nepcoHarnbHbIX OaHHbIX, @ Takke JOKYMEHTUPOBaHNE 3TUX U3MEHEHUN.

9. Bbibop mep no obecneyeHutio 6e30NMacHOCTM MNEPCOHarnbHbIX AaHHbIX, MNoAnexawmx peanus3aumm B
WH(OPMALIMOHHOW CUCTEME B paMKax CUCTEMbI 3aLUUTbl NEPCOHArbHbBIX AaHHbIX, BKOYaET:

onpegeneHne 6GasoBoro Habopa Mep Mo obecnevyeHnto ©6e30NacHOCTM MNEPCOHarbHbIX  OAHHLIX AN
YCTaHOBMEHHOIO YPOBHS 3aLUMLLEHHOCTU MEePCOHarbHbIX AaHHbIX B COOTBETCTBMM C GasoBbiMM Habopamu mep no
obecneyeHnto 6e30NacHOCTM NepCoHasbHbIX AaHHbIX, MPUBEOEHHBIMU B NMPUMAOXKEHNN K HACTOALLEMY LOKYMEHTY;

aganTauuio GazoBoro Habopa mep no obecneyeHnto 6e30MacHOCTM MEPCOHAnbHLIX AaHHbIX C  Yy4eTOM
CTPYKTYPHO-(PYHKUMOHAMNbHbIX ~ XapakTepuUcTUK  MH(POPMALMOHHOW  CUCTEMBI,  MHAPOPMALMOHHBIX  TEXHOMOIUN,
ocobeHHocTeN OYHKLMOHNPOBaHWS MHAPOPMALIMOHHON cUCTEMBI (B TOM YMCrie UCKModeHne M3 GasoBoro Habopa Mmep,
HenocpeACcTBEHHO CBA3AHHbIX C MHPOPMALMOHHBIMU TEXHOMOMMSIMU, HE NCMONb3YEMbIMU B MH(POPMALMOHHON CUCTEME,
U CTPYKTYPHO-(PYHKUNOHANBHLIMU XapakTepUcTUKaMm, He CBOMCTBEHHBIMU MHAOPMALIMOHHON CUCTEME);

YTOUYHEHME aganTMpoBaHHOro 6asoBoro Habopa Mep no obecnevyeHno 6e30MacHOCTN MEPCOHAsbHbIX AaHHbIX C
y4yeToM He BblOpaHHbIX paHee Mep, NPUBEOEHHbIX B MPUIIOXKEHUW K HACTOsLEMY AOKYMEHTY, B pesyfbTate 4ero
onpegensoTcsa Mepbl Mo obecneyeHnio 6e30NacHOCTM NepcoHarnbHbIX AaHHbIX, HaMpaBMEeHHbIe Ha HerWTpanusauuto
BCEX aKTyasbHbIX yrpo3 6€30nacHOCTM NePCOHarnbHbIX AaHHbIX ANsl KOHKPETHON MHAOPMaLIMOHHOW CUCTEMBI;

OOMOSNIHEHME YTOYHEHHOro aganTupoBaHHOro 6asoBoro Habopa Mep Mo obecnedeHuto BesonacHoCcTU
nepcoHanbHbIX AaHHbIX MepaMu, obecneynBaloWMMM BbINOMHEHNE TpeboBaHWIi K 3almuTe MNEepCOoHaNbHbIX OAHHbIX,
YCTaHOBMEHHBbIMW MHBIMW HOPMAaTWBHBIMU NPaBOBbIMY akTamy B obnactn obecneyeHmst 6€30nacHOCTM NepCoHanbHbIX
OaHHbIX 1 3aWUTbl MHOpMauuu,

10. MNMpn HEBO3MOXHOCTU TEXHUYECKOWN peanusaummn oTAernbHbIX BbiBpaHHbIX Mep no obecneveHnto 6e3onacHoOCTU
nepcoHanbHbIX AaHHbIX, @ TaKKe C y4eTOM 3KOHOMUYECKON LienecoobpasHoCTU Ha aTanax agantaumm 6asoBoro Habopa
Mep 1 (UnNn) yToOYHEHUs aganTUpoBaHHOro 6a3oBoro Habopa Mep MoryT paspabaTbiBaTbCs WMHblE (KOMMEHCUpyoLmne)
Mepbl, HaMpaBfeHHbIE Ha HENTPANU3aLUMIo akTyarnbHbIX yrpo3 6€30MacHOCTM NEPCOHANbHbIX AAHHbIX.

B atom cnydae B xoge pa3paboTkM CUCTEMbl 3alMTbl MEPCOHANbHbIX [AaHHbIX AOMKHO ObiTb nNpoBedeHO
060CHOBaHVE NPUMEHEHNS KOMNEHCUPYOLWKNX Mep Ans obecneyeHms 6e30NacHOCTU NepCoHarnbHbIX AaHHbIX.

11. B cnyyae onpefgeneHns B COOTBETCTBMM C TpeboBaHMAMM K 3alLMTe NepcoHarnbHbIX Npu nx obpaboTke B
WMHMOPMALMOHHBIX CUCTEMAaX NEPCOHANbHbLIX AaHHbIX, YTBEPXAEHHbIMY nocTaHoBneHnem [paBuTensctBa Poccuinckon
®epepaumm ot 1 Hos1OpsA 2012 1. N 1119, B kayecTBe aKkTyarnbHbIX Yrpo3 6€30MacHOCTU MepPCOHanbHbIX AAHHBIX 1-ro u
2-ro TMNOB JOMOJSTHUTENBHO K MepaM no obecneyeHnto 6€30MacHOCTN NepcoHarnbHbIX OAHHbLIX, YKasaHHbIM B MyHKTE 8
HaCTOSALLLEro JOKYMeHTa, MOryT NMPUMEHATLCS CreayoLme Mmepbl:

npoBepka CUCTEMHOrO K (Mnn) NPUKIagHOro MPOrpaMMHOro obecneveHus, BKIKOYas MPOrpaMMHbIA  KOA, Ha
OTCYTCTBME HeAeKnapupOBaHHbIX BO3MOXHOCTEN C WUCMOMb30BaHWEM aBTOMaTU3MPOBAaHHbIX CPeacTB u (unun) 6es
NCMNOMb30BaHNS TAKOBbIX;

TecTupoBaHue UHHOPMALIMOHHOM CUCTEMbI HA MPOHUKHOBEHUS;

MCMNonb30BaHMe B MHPOPMALIMOHHON CUCTEME CUCTEMHOIO U (MnM) MPUKNagHOro MporpaMMHOro obecneveHus,
pa3paboTaHHOro ¢ UCNOMb30BaHNEM METOA0B 3aLLMLLEHHOTO NPOrpaMmMUpPOBaHNS.

12. TexHuyeckne Mepbl 3alMTbl NEPCOHaNbHbIX AAHHbIX peanusylTcs NOCpPeaCcTBOM MNPUMEHEHWUs CPeacTB
3alWmThl MHOpMaL MK, B TOM YUCTie NPOrpaMMHbIX (MporpaMMHO-annapaTHbIX) CPeACTB, B KOTOPbIX OHW peannsoBaHbl,
nMetoLLMX HeobxoamMble dyHKUMM Be3onacHOCTH.

Mpn ncnonb3oBaHMM B MHGOPMALMOHHBIX CUCTEMAX CepTUAULMPOBaHHbIX No TpeboBaHuaM 6e3onacHocTu
MHdopMaLMM CpeacTB 3aLMTbl MHOpMaLun:

B MH(OPMaUMOHHBIX cucTeMax 1 ypoBHS 3aLUMLLEHHOCTM MEPCOHarnbHbIX AaHHbIX MPUMEHSIIOTCS CcpeacTea
3almThl MHpopMauun He HxXe 4 Knacca, a Takke CpeAcTBa BblUMCITUTENbHOM TEXHWUKN He HUXe 5 knacca;

B MH(OPMAaUMOHHBIX CUCTEMax 2 YpPOBHSA 3aLUULLEHHOCTU MEepCOHarnbHbIX AaHHbIX MNPUMEHSTCS cpeacTea
3alWmThl MHOPMaLMK He HUXe 5 knacca, a Takke cpecTBa BbIYMCIUTENBHON TEXHUKM HE HbKe S knacca;
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(pea. ot 23.03.2017)

"06 ytBepxaeHun CocTaBa v coaepXaHusi OpraHn3auUMOHHbIX U1
TEXHM...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

B MH(OPMAUMOHHBIX CUCTEMax 3 YPOBHS 3aLUMLLEHHOCTM MEPCOHArNbHbIX AaHHbIX MNPUMEHSIOTCS CcpeacTea
3aWmThbl MHGOPMaUUK He HUXe 6 Knacca, a Takke cpeacTBa BblMUCIIUTENbHON TEXHUKM HE HXKe 5 Knacca,

B MHGOPMALMOHHBIX cUCTEMax 4 YpPOBHS 3alUMLLEHHOCTU MEPCOHAmnbHbIX AaHHbIX MNPUMEHAOTCA CpeacTea
3aWwuThl MHGOPMAaLMKN He HUXKe 6 kracca, a Takke cpeacTBa BblUNCIUTENBHOM TEXHUKN HE HDKe 6 Knacca.

Knaccbl 3awuTtbl onpeoenstoTcss B COOTBETCTBMM C HOPMATUBHBLIMW MNPaBOBbIMW aKTamu, W34aHHbIMU B
cooTBeTCTBMM C nognyHKkToM 13.1 nyHkTa 8 MonoxeHus o degepanbHon cnyxbe No TEXHUYECKOMY U 3KCMOPTHOMY
KOHTpOro, yTBepxaeHHoro Ykasom lNpesmaeHTta Poccuiickon ®epepaumm ot 16 asrycta 2004 r. N 1085.

Mpn ncnonb3oBaHMM B MIHPOPMALMOHHBLIX CUCTEMaX CPenCTB 3alinTbl UMHpOpMaumn, cepTUdUUMPOBAHHBLIX MO
TpeboBaHusiM 6e30MacHOCTM MHGOPMAaLMK, YKka3aHHbIE CPEACTBA AOMKHbI OblTb CEPTURULMPOBAHLI HA COOTBETCTBME
obsazaTtenbHbIM TpeboBaHMaM No 6e3onacHOCTM MHOPMaLUKN, YCTAaHOBMNEHHBIM HOPMAaTUBHBIMK MNPAaBOBbLIMU aKTaMMu,
unun TpeboBaHNsIM, YKkazaHHbIM B TEXHUYECKUX YCIOBUSX (3a4aHnsix no 6e3onacHocTn).

OyHKUMKM  Ge3onacHOCTM cpeacTB  3awuTbl UMHGOPMaUMM  OOMMKHbI obecneymBaTtb  BbINOSIHEHME Mep MO
obecneyeHnto 6e30NacHOCTM NEPCOHANbHbIX AaHHbIX, COAEPXKALLMXCHA B HACTOSALLEM JOKYMEHTE.

[nsa obecneveHus 1 n 2 ypoBHEN 3aLLMLLEHHOCTU NEPCOHANbHbLIX AaHHbIX, @ Takke Ana obecrneyeHns 3 YpOBHS
3aLUMLLIEHHOCTM NEePCOHasbHbLIX AaHHbIX B MHGPOPMALMOHHbBIX CUCTEMAX, A8 KOTOPbIX K aKkTyarnbHbIM OTHECEHbI Yrpo3bl
2-ro TMNa, NPUMEHATCH cepTUMLUMpoBaHHbIE CpeacTBa 3alnTbl MHpopMauun, nporpaMMHoe obecrnedeHne KoTopbiX
NPOLLIIO NPOBEPKY HE HMXE YeM MO 4 YPOBHIO KOHTPONSA OTCYTCTBUS HEAEKNapUpPOBaHHbIX BO3MOXHOCTEN.

(n. 12 B pea. MNpukasza PCTIK Poccumn o1 23.03.2017 N 49)

13. INpun ncnonb3oBaHMN B UH(OPMALMOHHBLIX CUCTEMAX HOBbLIX MH(OPMALMNOHHBLIX TEXHOMOTrMIA U BbIABNEHUN
[OOMNONHUTENBHBIX Yrpo3 6€e30MacHOCTM NEPCOHAarbHbIX AaHHBIX, AN KOTOPbIX HE OnpeferneHbl Mepbl obecneyeHns mx
©e30nacHOCTU, OOMKHbI pa3pabaTbiBaTbCsl KOMMEHCUPYHOLLME Mepbl B COOTBETCTBUM C nyHKTOM 10 HacTosiero
OOKyMeHTa.

MpunoxeHune

k CocTaBy 1 cogepXKaHuio
OpraHM3auUMOHHbIX M TEXHUYECKNX
mep no obecneyeHmnio 6e3onacHoOCTH
nepcoHanbHbIX AaHHbIX NPU UX
o6paboTke B MHPOPMALMOHHBIX
CcMCTEMax NepcoHarbHbIX AaHHbIX

COCTAB 1 COOEPXAHNE
MEP MO OBECNEYEHNIO BE3OMNACHOCTW NEPCOHAJBHbLIX JAHHbIX,
HEOBXOOMMbIX AJ1A OBECMNEYEHWNA KAXOOIo N3 YPOBHEN
SALLNLEHHOCTW NMEPCOHAJBbHbLIX OAHHBLIX

YcnosHoe CopgepxaHne mep no obecneveHmto 6e3onacHoOCTH YPOBHM 3aLLULLEHHOCTHU
0603Ha4eHne 1 nepcoHarnbHbIX AaHHbIX nepcoHanbHbIX AaHHbIX
HOMEpP Mepbl

4 3 2 1

|. MopeHTudmkaums n ayteHTUdmKaumsa cydbekToB gocTyna n obbektos goctyna (MAD)

NAD.1 MoeHTudukauma mn  ayteHTUdUKaUMa nosib3oBaTesnien, + + + +
AaBnsAlLWmMXca paboTHMKamMmn oneparopa

NAD.2 NoeHTndukaumsa n ayTeHTUdUKaUMs yCTPOUCTB, B TOM + +
yMcrne CTaumoHapHbIX, MOBUMbHBIX Y NOPTATUBHbIX

NAD.3 YnpaBneHue ngeHtugukaTtopamu, B TOM Yicne cosgaHue,| + + + +
NPUCBOEHME, YHUUTOXEHWNE NOEHTUPUNKATOPOB

NAD .4 YnpasneHvne cpeactsamu ayTeHTUdUKauumn, B ToM uucne | + + + +
XpaHeHve, Bbldaya, wHUMUManusauus, GnokvpoBaHue
CPeAcTB ayTeHTUdMKaumMm U npuHATME Mep B Ccrydae
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yTpaTtbl 1 (I/IﬂVI) KoMnpomeTauunn cpencrts ayTeHTMd)I/IKaLIMVI

NAD.5

3awmrta obpaTHOM CBA3M NpU BBOAE ayTEHTUAUKALMOHHON
nHdopmaumm

NAD.6

NoeHTudukaums n ayteHTuukauma nonb3oBaTtenen, He
ABNAOLLINXCS paboTHMkamu  onepaTtopa  (BHELUHUX
nonb3oBartersemn)

. YnpaeneHue JocTynom cybbekToB AocTyna Kk oobektam goctyna (Y

yna.1

YnpaBneHvne (3aBedeHve, akTuBaums, ONOKMpoBaHWE U
YHUUTOXEHNE) YYETHBIMU 3anMcsiMu norb3oBaTenen, B TOM
yncne BHELLHWX Monb3oBaTtenem

+

yrpa.2

Peanusaunsi HeobxoguMmblXx METOAOB  (AUCKPELMOHHbIN,
MaHOaTHbIA, PONEBON UM NHOW METOA), TUMOB (YTEHME,
3anncb, BbLIMNOMIHEHWE WAM WHOW  Tun) W MpaBun
pasrpaHuyeHust foctyna

yrna.3

YnpaBneHve (punbTpauus, MapLipyTM3aunsi, KOHTPOIb
COeOQVHEHUN, OOHOHamnpaBfeHHas nepefadya W UHble
cnocobbl ynpaBneHnst) MHPOPMALMOHHBIMU  MOTOKaMM
MexXay YCTpOWCTBaMu, CermMeHTamu MHAOPMaLUOHHOM
CUCTEMBbI, a Takke Mexay UHHOPMaLUOHHBIMU CUCTEMaMU

yrpa.4

PaspgeneHne nonHomoumn  (pornen) nonb3oBaTenewn,
agMUHUCTPaTOpPOB " nmu, obecneuynBaroLLmX
DYHKLMOHMPOBaHUE MHAPOPMaLMOHHON CUCTEMBI

yra.5

HasHaueHve MuHMMaNbHO HeobxoAWMbIX MpaB M
npuBMNerMn nonb3oBaTensam, agMMHUCTpaTopam 1 nuuam,
obecneunBaloLLMM PYHKLUMOHNPOBaHME WHEOPMALMOHHON
CUCTEMBI

yrpa.e

OrpaHnyeHne  HeycCnelwHbIX  MOMbITOK BXxoJda
WMHOPMaLMOHHYIO cucTeMy (gocTtyna Kk MHPOPMaLMOHHO
cucrteme)

B
7

yna.7

MpenynpexaeHue nonb3oBaTens npu ero Bxoge B
MHOPMALIMOHHYIO  CUCTEMY o} TOM, yTO B
WHOPMALMOHHON CUCTEME peanM3oBaHbl  Mepbl MO
obecneyeHunto 6e3onacHOCTN NepPcoHanbHbIX AaHHBIX, U O
HeobxoaMMOoCTH cobrniogeHns YCTaHOBINEHHbIX
onepaTopoM npasun 06paboTku NepcoHarnbHbIX AaHHbIX

MRS

OnoBelyeHne nonb3oBaTens nocre ycnewHoro Bxoda B
MHPOPMALIMOHHYIO CUCTEMY O €ro npeabiaylieM BXxode B
WHPOPMALIMOHHYIO CUCTEMY

yra.o

OrpaHunyeHmne Yyvcna napannenbHblIX CeaHCoB AOoCTyna AN
KaXK4on y4eTHOW 3annucu nonb3oBatens WH(OpMaLMOHHON
CUCTEMBbI

yrg.10

BrnokvpoBaHuMe ceaHca pgocTyna B WHGOPMaLMOHHYHO
CMUCTEMY NOCIEe YCTAHOBMEHHOTO BpemMeHu 6e3nencTBus
(HeakTMBHOCTM) NOMBL30OBATENS UMM MO Ero 3anpocy

yng.11

PaspelieHne  (3anpeT) OenCTBUM  MNonb3oBaTenewu,
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pa3peLlleHHbIX 40 I/Iﬂ,eHTI/Id)VIKaLl,I/II/I n ayTeHTI/I(bl/IKaLI,I/IM

ynp.12

Moppepxka n coxpaHeHve aTpubytoB 6e3onacHoOCTH
(meTok 6e3onacHOCTU), CBSA3aAHHbIX C WHdOpMaunen B
npotiecce ee xpaHeHus1 1 06paboTkm

yrg.13

Peanusauusi  3aWwuieHHOro  ygarneHHoro gocTtyna
cyObeKTOB AoCcTyna K o6bekTam [OCTyna 4Yepe3 BHELLUHWE
NMHOPMALMOHHO-TENEKOMMYHUKaLNOHHbIE CETU

yrg.14

PernameHTaumss ¥ KOHTPONb  WCMONb30BaHWA B
MH(OPMALIMOHHON CUCTEME TexHomoruii GecnpoBOAHOMO
JocTyna

yrg.15

PernameHnTaums n KOHTPOIJ1b Mncnonb3oBaHUA B
MH(bOpMaLLMOHHOVI cucteme  MOOUITbHBIX — TEXHUYECKNUX
cpencrte

yrg.16

YnpaBneHve B3aMMOAENCTBMEM C  UHMOPMALMOHHBLIMM
cucTemamm CTOPOHHUX  OpraHv3auui (BHELWHWE
MHOPMaLIMOHHbIE CUCTEMbI)

yng.7z

Ob6ecneyeHne O0BEPEHHON 3arpyskm cpeacTs
BbIYMCIIUTENBHON TEXHUKN

[ll. OrpaHuyeHne nporpammHon cpegbl (ONC)

OricC.1

YnpaeneHve 3anyckoMm (oBpalleHWsiMM)  KOMMOHEHTOB
nporpammHoro obecneyeHns, B TOM 4ucre onpeneneHune
3anyckaeMblX KOMMOHEHTOB, HacCTpoWka MnapamMeTpoB
3anycka  KOMMOHEHTOB,  KOHTPOnb  3a 3anyckom
KOMMOHEHTOB NPOrpamMmmMHOro obecneveHus

oric.2

YnpaBneHue ycTaHOBKOW (MHCTanNnsuMen) KOMMOHEHTOB
nporpammHoro obecneyeHns, B TOM 4ucne onpegeneHune
KOMMOHEHTOB,  MOANEeXalnx YCTaHOBKe,  HacTpomnka
napamMeTpoB YCTAHOBKW KOMMOHEHTOB, KOHTpPONb 3a
YCTaHOBKOW KOMMOHEHTOB NPOrpaMMHOro obecneveHnsi

ornc.3

YcraHoBKa  (MHCTanmnsIUMsl) TOMbKO paspelleHHoro K
MCMoNb30BaHUIO NMPOrpaMMHOro obecneyeHns u (Unm) ero
KOMMOHEHTOB

oric.4

YnpaBsneHve BpeMeHHbIMU dhannamu, B TOM Yncre 3anper,
paspelleHne, MepeHanpaBneHne  3anucu,  yaarneHue
BpeMeHHbIX (hannos

IV. 3awmta MalLMHHBIX HOCUTENEN NePCOHanNbHbIX AaHHbIX

(3HW)

3HN.1

Y4yeT MalUMHHbIX HOCUTENEN nepcoHarnbHbIX aHHbIX

3HWN.2

YHpaBneHme OOoCTynom K MaLUNHHbIM HOCUTENAM
nepcoHarbHbIX JaHHbIX

3HWN.3

KoHTponb  nmepemeLleHus MaLUMHHbIX HocuTenen
nepcoHanbHbIX AaHHbIX 3a npeaenbl KOHTPONUpyemow
30HbI

3HN .4

HcknioyeHune BO3MOXHOCTU HeCaHKUMOHMPOBaHHOIo

KoHCcynbTaHT
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O3HAKOMIIEHUSI C codepXKaHWeM MepcoHarnbHbIX OaHHbIX,
XpaHSALWMXCA Ha MalUMHHBIX  HocuTensix, W (Anu)
MCMosb30BaHUSI HOCUTENEN NePCoHarbHbIX AaHHbIX B UHbIX
MHOPMALIMOHHBIX CUCTEMAX

3HWN.5

KoHTponb ncnone3oBaHus nHTepdencos Beoda (BblBOAA)
WMHMOPMALMM Ha MalUUHHBbIE HOCUTENU MepCcoHanbHbIX
AaHHbIX

3HWN.6

KoHTponb BBOAa (BbiBOAA) MHAOPMALMU HA MaLLUWHHbIE
HOCUTENN NepPCoHarnbHbIX AaHHbIX

3HN.7

KoHTponb NOAKNHOYEHUS MaLLUMHHbIX HocuTenen
I'IepCOHaJ'IbeIX OaHHbIX

3HW.8

YHUYTOXEHNE (cTvpaHwne) unm obeannunBaHue
NepCcoHarnbHbIX AaHHbIX HA MaLUMHHBLIX HOCUTENSX MpU UX
nepegaye Mexpy Monb3oBaTensiMu, B CTOPOHHWE
opraHvM3auMu Ansi peMoHTa WUnu yTUNmMsaumu, a TaKke
KOHTPOIb YHUUTOXEHUS (CTUPaHUst) unu o6esnmumBaHmns

V. Peructpauusi codbituin 6esonacHoctn (PCB)

PCB.1

OnpeneneHve cobbiTun  Ge3onacHOCTU, noAanexalimx
pervcTpaumm, U CPOKOB UX XpaHeHUs

PCB.2

OnpegeneHne cocTaBa U coAepXaHus WHgopMauun o
cobbITUAX 6Ge30nMacHOCTH, NOANEeXaLLMX permcTpaLmm

PCB.3

Cbop, 3anMcb M XpaHeHMe WHGopMaLUN O COObITUAX
6e30nacHOCTM B TEYEHWe YCTaHOBIIEHHOrO BpPEMEHM
XpaHeHus

PCB.4

PearvpoBaHne Ha cbou npu pervctpaumm cobbITUI
6e3onacHoCcTH, B TOM YMChe anmnapaTtHble M NporpammHble
ownbkn, cbon B MexaHuamax cbopa wHdopMauMm U
OOCTWXKEHWe npedena WM  nepenosiHeHus  obbema
(emkocTW) NamaTH

PCB.5

MoHUTOPWHT  (NpOCMOTP, aHanms) pe3ynbTaToB
perncTpaumm cobbiTuii Ge3onacHoCTU U pearMpoBaHne Ha
HMX

PCB.6

leHepypoBaHue BPEMEHHbIX ~ METOK " (mnn)
CUHXPOHU3aLIMSI CUCTEMHOTO BPEMEHW B MH(OPMALIMOHHOW
cucteme

PCB.7

3awmTa uHpopmaumm o cobbiTuax 6es3onacHoCTU

VI. AHTMBMpYyCHas 3awmTa (AB3)

AB3.1

Peanunsauus aHTMBMpyCHOﬁ 3alnTbl

AB3.2

O6GHoBnNeHne 6Gasbl [AaHHbIX MNPU3HAKOB  BPEOOHOCHBIX
KOMMbIOTEPHBIX MporpamMm (BUPYCOB)

VII. O6HapyxeHue BTOpXeHUn (COB)

COB.1

|O6Hapy>i<eHme BTOPXXEHUM

KoHcynbTaHTINOC
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COB.2

O06HoBREeHNe 6a3bl peLuaroLLmMX NpaBun

VIII. KoHTpornb (aHanu3) 3aluLLeHHOCTM NepCcoHarnbHbIX AaHH

bIX (AH3)

AHS3.1

BbigBrneHne, aHanu3 yaA3BMMOCTEW MHGOPMAaLVOHHOM
CUCTEMbI 1 ONepaTUBHOE YCTPaHEHNE BHOBb BbISIBIEHHbIX
YA3BUMOCTEN

AH3.2

KoHTponb YCTaHOBKM obHoBEeHUn nporpaMmmMHoro
obecrneyeHnsi, BKMo4Yass OOHOBMEHME  MNPOrPaMMHOro
obecneyeHnst CpeACcTB 3alnTbl MHpopMaLn

AH3.3

KoHTponb paboTocnocobHOCTK, NnapamMeTpoB HACTPOMKA U
NpaBuUbHOCTU (PYHKLMOHNPOBAHMS nporpamMmmHoro
obecneyeHns N CpeacTB 3aLnTLl MHGOPMaLMm

AH3.4

KoHTponb cocTaBa TeXHWYECKUX CpenacTB, MPOrpamMMHOro
obecrneyeHus 1 cpeacTs 3aluThl MHGOPMaLUn

AH3.5

KoHTponb npaBun reHepauMm W  CMeHbl  napornen
nonb3oBaTenen, 3aBefeHnst 1 yoaneHus y4eTHbIX 3anvcen
nonb3oBaTenen, peanusauum npaBwun  pasrpaHNyeHus
noctyna, NONTHOMOYMI nonb3oBaTenemn B
WMHOPMALIMOHHOW cucTeMe

IX. ObecneveHne LEeNOCTHOCTU VIHCbOpMGU,I/IOHHOVI CUCTEMBbI N NepCoHallbHbIX AaHHbIX

ous

o1

KoHTpOnb LIeNnocTHOCTM nporpammMHoro  obecneyeHus,
BKIIOYas MporpaMmHoe obecrneyeHve cpeacTs  3aluuThl
MHdopMaLnn

ouf1.2

KoHTponb LIeJIOCTHOCTM nepcoHarnbHbIX OaHHbIX,
cofepxawmxca B 6azax [AaHHbIX  MH(OpMaUMOHHOW
CUCTEMBI

oun.3

ObecneyeHne BO3MOXHOCTU BOCCTaHOBIEHUSA
I'IpOFpaMMHOFO 06ecnequV|;|, BKIO4ad nporpaMMHoe
obecneyeHve cpeacTB 3awmTbl  MHGOPMaUMM,  Mpu
BO3HUKHOBEHWUW HELUTaTHbIX CUTyauui

oLn.4

OG6HapyXeHne U1 pearMpoBaHMe Ha MOCTynfieHne B
NHOPMALIMOHHYO cuctemy HesanpawmBaembixX
ANEKTPOHHbIX COOOLWEHUN (nucem, OOKYMEHTOB) U MHOW
WMHOPMALNK, HE OTHOCALUMXCH K YHKLMOHUPOBAHWUIO
MHMOPMALMOHHOW CUCTEMbI (3awmTa OT cnama)

ouf5

KoHTponb cogepxaHusa uHdopMauun, nepegasaemMon U3
WMHOPMALMOHHON CUCTEMBI (KOHTEMHEPHDBIN, OCHOBaHHbIN
Ha cBoWcTBax obbekTa gocTyna, U (UnNn) KOHTEHTHBIN,
OCHOBaHHbI Ha MOWCKe 3anpeLleHHOW K nepegade
NHOPMaLMK C UCTIOMb30BaHMEM CUTHATYpP, MacoK N UHbIX
MEeTOOOB), W WCKMIOYEeHWe HenpaBoOMEepHOW nepedayv
nHdopmaumm n3 MHOPMaLMOHHON CUCTEMBI

oLN.6

OrpaHuyeHne npaeB  nonb3oBatenein no BBOAY
UHpopMaLMKN B MHEDOPMALIMOHHYIO CUCTEMY

ouf.7

KOHTpOmMb TOYHOCTW, MOMHOTbI U MPABUMBLHOCTU AAHHBIX,
BBOAUMbIX B MHOPMALMOHHYH CUCTEMY

KoHcynbTaHTINOC
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oun.s

KoHTponb owmnBo4YHbIX ENCTBUIA NONb30oBaTeNen No BBOAY
n  (unn) nepepave NnepcoHarnbHbIX  OaHHbIX "
npegynpexneHne  nonb3oBaTenemn ob OLLNBOYHbBIX
JEencTBusx

X. ObecneyeHne AOCTYNHOCTW NepcoHarbHbIX AaHHbIX (OOT)

OAaT.1

Mcnonb3oBaHne 0TKa3oyCTONYMBBLIX TEXHUYECKUX CPeaCTB

oArT.2

PesepBupoBaHne TexHWYeckux CcpeacTs, MporpaMmMHOro
obecneyeHus, KaHanoB nepegayn WHdopmauun, CpeacTs
obecrneyeHnss  PYHKUMOHMPOBAHUSA  MHGOPMAaLMOHHOM
CUCTEMBI

oArT.3

KOHTpOJ'Ib ©e30TKa3HOro (byHKLl,I/IOHMpOBaHMﬂ TEXHNYECKNX
cpencrs, O6H8py>KeHVIe n NoKanunsauusa OTKa30B
(*))/HKLI,VIOHI/IPOBaHVIFI, NpUHATNUE Mep MO BOCCTAHOBJIIEHUIO
OTKasaBLUMX CpeacTB U UX TeCtTupoBaHue

oaT.4

Meproanyeckoe pe3epBHOE KOMMPOBAHUE MepPCOoHAanNbHbIX
OaHHbIX Ha  pe3epBHble MallVHHblEe HocuTenu
nepcoHanbHbIX AaHHbIX

oAT.5

Ob6ecneyeHne BO3MO>XHOCTHU BOCCTaHOBIEHMUS
NnepcoHanbHbIX  AaHHbIX C  Pe3epBHbIX  MalLMHHbIX
HocuTeneln nepcoHarnbHbIX AaHHbIX (Pe3epBHbLIX KONuiA) B
TeYeHNe YCTaHOBINEHHOrO BPEMEHHOIO UHTEepBana

XI. 3awwta cpeabl BupTyanusaumm (3CB)

3CB.1

NoeHTudpukaums n ayTeHTMdUKaums cybbekToB gocTyna u
06BEKTOB [4OCTYMNa B BUPTYasibHON MHPACTPYKTYpeE, B TOM
yucne  aAMUHUCTPATOPOB  yMpaBreHus  cpeacTBamu
BMpTyanusauum

3CB.2

YnpaBneHve [OCTynom cyObekToB JocTyna K obbektam
Joctyna B BUpPTyanbHOM MHGPaCTPYKType, B TOM 4ucre
BHYTPW BUPTYyarbHbIX MaLlWH

3CB.3

Pernctpaumnsa cobbiTuii Ge3onacHoCTM B BUPTyarbHOM
UHpacTpyKType

3CB.4

YnpaBneHve (punbTpauusi, MapLipyTM3auusi, KOHTPOmb
coeaVHeHWsl, OfHOHanpaBneHHas nepefava) MNOTOKAMU
MHpopMaLMn  Mexay — KOMMOHEeHTaMu  BUPTyarbHOM
WHPACTPYKTYpbl, @ Takke Mo NepuMeTpy BUpTyarnbHON

MHQPAaCTPYKTYpPbI

3CB.5

JoBepeHHass  3arpyska CepBepoB  BUpTyanusauuu,
BMPTYyarbHOW MaLLMWHbI (koHTeliHepa), cepBepoB
ynpaBreHusi BUpTyanusauueii

3CB.6

YnpaeneHve nepemMelleHnemM  BUPTyalnbHbIX  MalluH
(koHTENHepoB) U obpabaTbiBaeMbIX HAa HUX OAHHbLIX

3CB.7

KoHTpOrb LEenoCTHOCTM BUPTYaribHON WHAPAaCTPYKTYpbl Y
ee KoHpurypaumi

3CB.8

Pe3epBHoe KonnpoBaHne  [OaHHbIX, pe3epBupoBaHmne
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TEXHUYECKUX CPeacTB, NporpaMMHoro  obecrnevyeHus
BMPTYarbHOW WMHPACTPYKTYpbl, a TakkKe KaHarioB CBSA3M
BHYTPU BUPTYasbHON MHPACTPYKTYpbI

3CB.9

Peanusauua n ynpaeneHue aHTUBUPYCHOW 3alUuTon B
BUPTYyanbHON UHPaCTpyKType

3CB.10

PasbueHne BupTyanbHON MHMPACTPYKTYpbl Ha CErMeHTbI
(cermeHTMpOBaHME BUPTYarnbHON MHAPaCTPYKTYpbl) ANA
obpaboTku nepcoHanbHbIX OaHHbIX OTAEeNbHLIM
nonb3oBaTeneM 1 (Unun) rpynnomn nonb3osaTenen

XII. 3awmTta TexHmyecknx cpencts (3TC)

3TC.1

3awmTta MHdopmauun, obpabaTbiBaeMON TEXHUYECKUMMU
cpefcTBaMu, OT €€ YTEUKM N0 TEXHUYECKUM KaHanam

3TC.2

OpraHusauus KOHTPONMPYEMOM 30HbI, B Npeaenax KoTopomn
NOCTOAHHO pa3MeLlalTCcs CTalMOHapHbIe TexXHUYeckune
cpeactea, obpabatbiBalowime MHpopMauuo, U cpeacTsa
3aWmnThl MHGOpMaUMK, a Takke cpeactBa obecnevyeHus
PYHKLMOHNPOBaHUS

3TC.3

KoHTponb u ynpaBneHve @U3NYECKMM AOCTYNOM K
TEXHUYECKUM cpeacTteam, cpeacTeam 3aLmThI
nHdopmaumu, cpencteam obecneyeHus
(PYHKUMOHMPOBAHUSA, a Takke B [MOMELIEHUs U
COOPY>KEHWS, B KOTOPbIX OHU YCTaHOBIEHbI, MCKITHOYaloLLme
HEeCaHKLMOHUPOBaHHbIN (PM3NYecknii 4OCTYN K CpeacTBam
06paboTkm WHdopmauun, cpeacTesam 3aWuTbl
nHdopmaumm " cpeacTeam obecneveHus
PYHKUNMOHNPOBAHNA  MH(POPMALMOHHOW  CUCTEMBbI, B
MOMELLEHMS N COOPYXXEHWNS], B KOTOPbIX OHW YCTAHOBIEHbI

3TC.4

PasmelleHne  ycTponcTB  BbiBOAa (oTOoBpaxeHus)
WMHOpMaLMK, UCKIIoYaloLee ee HeCaHKLWMOHUPOBaHHLIN
NpPoCMOTP

3TC.5

3awmrta OT BHEWHWX BO3AEWCTBMA  (BO3LEWCTBUN
OKpy>KatoLLemn cpeabl, HecTabunbHOCTK
3NEeKTPOCHabXeHnsi,  KOHOMLMOHUPOBAHUS U WHbIX
BHELUHMX hakTopoB)

XIll. 3awmTta nHOpMaLMOHHON CUCTEMBI, €€ CPEACTB,
CUCTEM CBA3U M Nepenaym aaHHbix (3UC)

31C.1

PasgeneHne B WMHMOPMaUMOHHON cucTeMe (PYHKUMI no
ynpaBneHnio  (agMUHUCTPUPOBAHNIO)  MHCPOPMALIMOHHOMN
CUCTEMOWN, yNpaBrieHno (aQMUHUCTPUPOBAHNIO) CUCTEMOM
3alUMTbl NepcoHanbHbIX AaHHbIX, (PYHKUMA No obpaboTke
nepcoHanbHbIX OaHHbIX n WHbIX yHKLMI
MHGOPMALMOHHON CUCTEMBI

3nC.2

MpepoTBpalleHe  3a0EepPXKu h npepbiBaHWs
BbIMOSNIHEHNSI MPOLECCOB C BbLICOKUM MNPUOPUTETOM CO
CTOPOHbI MPOLLECCOB C HU3KNM NPUOPUTETOM

31C.3

Ob6ecneyeHne 3awuTbl NEpPCOHaNbHbIX  AaHHbIX  OT
packpbITvs, MoagnduKaumm n HaBa3bIBaHUSA (BBOAA JTOXXHOMN
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WHopmaLmn) npu ee nepefadve (NOAroToBke K nepepaye)
Nno kaHanmam CBSI3W, WUMEKLWMM BbIXO4 3a npegensl
KOHTPONMPYEMON 30HbI, B TOM uucrne ©OecnpoBOOHbIM
KaHanam CBsiaun

3ncC.4

ObecneyeHne OOBEPEHHbIX KaHana, Maplipyta Mexagy
agMMHUCTpaTopoM, Monb3oBaTeneM W cpeacTBamu
3aLWmnThl MHOpMaumm (dbyHKUMaMU 6e3onacHOCTH cpeacTB
3awmTbl MHOpMaLnn)

31C.5

3anpeT HecaHKUMOHWPOBAHHOW yAaneHHOW —akTusauuu
BMaeokamep, MUKPOOHOB WU UHbIX  nNepudepuimHbIX
YCTPOWCTB, KOTOPbIE MOIYT aKTUBMPOBATbCA YAaneHHo, U
onoBelleHne nonb3oBaTenen o6 akTMBauMm  Takux
YCTPONCTB

31C.6

Mepegaya U KOHTPOIMb LLeNoCTHOCTH aTpubyToB
OesonacHocTn (MeTok ©6e30nacHOCTK), CBSA3aHHBLIX C
nepcoHanbHbIMU AaHHbIMK, NpU OBMeHe VMU C  UHbIMU
NMHOPMALIMOHHBIMK CUCTEMaMMU

3nC.7

KoHTponb CaHKLMOHUPOBAHHOTO " NCKIoYeHne
HECaHKLUMOHMPOBAHHOTO  WUCMOSb30BaHUS  TEXHOMOrun
MOOMWMBHOrO KOda, B TOM YMUCIe perucrpauusi cobbiTui,
CBA3aHHbIX C MWCMNOMb30BaHUEM TEXHOMOrMm MoOUIbHOro
Koga, WX aHanuM3 U pearMpoBaHMe Ha HapyLlUeHus,
CBsi3aHHble C WCMOSIb30BaHUEM TEXHOMOrMn MOOUNBbHOro
Koga

31C.8

KOHTpOJ'Ib CaHKUMOHUpPOBAHHOIO n NCKNnK4vyeHne
HECaHKLVOHMPOBAHHOTO  UCMOSb30BaHUA  TEXHOMOMMM
nepegayn peun, B TOM YUCME peructpaums cobbITui,
CBSI3aHHLIX C WCMOSIb30BAaHMEM TEXHOMOrMiA nepegaqm
peun, UX aHanM3 ¥ pearypoBaHWUe Ha HapyleHus,
CBSi3aHHble C WCMOMb30BaHWEM TEXHOMOTMIA nepedaqu
peyn

31C.9

KoHTponb CaHKUMOHUPOBAHHOMN n UCKIoYeHne
HeCaHKUMOHMPOBAHHON nepedayn BugeovHdopMauuun, B
TOM 4uChe perucTpaumsi  CcobbITUW,  CBSA3A@HHbIX C
nepegaven  BuaeomHdopmaumu, nx aHanms "
pearMpoBaHWe Ha HapyLleHWs, CBs3aHHble C nepefaden
BuaeonHdpopmMaLmm

31C.10

MoaTeepxaeHve NPOUCXOXAEHUS NCTOYHUKA
uHdopMaLmKn, nony4yaemor B npoLecce onpeaeneHus
ceTeBbIX aApecoB Mo CeTEBbIM UMEHaM UMK onpeaeneHns
ceTeBbIX UMeH MO CeTeBbIM agpecamM

31C.11

ObecnevyeHne NOASNIMHHOCTM  CETeBbIX  COeOUHEHUN
(ceaHcoB B3aMMOAENCTBMSA), B TOM YMcCne Ans 3awuTbl OT
NoAMEHbI CETEBbLIX YCTPONCTB 1M CEPBMCOB

31C.12

VcknoyeHne BO3MOXHOCTW OTpULAHUA nonb3oBaTenem
dakta OTnNpaBKM  MNEepPCOHasnbHbIX  AaHHbIX  Apyromy
nonb3oBartesnto

31C.13

McknioyeHne BO3MOXHOCTU OoTpuUuaHnA nonb3oBaTesfiem
(*)aKTa nonyyeHnda nepcoHalibHbIX OaHHbIX OT Apyroro

KoHCcynbTaHT

HaeXHas npaBoBas noaaepXxkKa
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TEXHM...

nonb3oBaTens

3nC.14 Mcnonb3oBaHMe yCTPOUCTB TEPMMHANbHOIO JocTyna Ans
06paboTKM NepcoHanbHbIX AaHHbIX

3nC.15 3awmrta apxvmBHbIX (alnoB, napameTpoB HACTPOMKU + +
Cpeacts  3awWuMTbl  MHopMauum U1 MPOrPaMMHOrO
obecneyeHMss W WHbIX [OaHHbIX, He noAanexamx
M3MeHeHM0 B npouecce 06paboTkn nNepcoHanbHbIX
OaHHbIX

31C.16 BbisiBrneHue, aHanms n 6rnokupoBaHue B MHGPOPMAaLMOHHOWM
CMCTEME CKpbITbIX KaHanoB nepefayn uHdopmauun B
00X04 peanu3oBaHHbIX Mep WM BHYTPU paspeLLeHHbIX
CeTeBbIX NPOTOKONOB

3ncC.17 Pa3bueHne WHPOPMALNOHHOM CUCTEMbI Ha CErMeHTbI + +
(cermeHTMpOBaHNME  MHHOPMALIMOHHOM  CUCTEMBI) U
obecneyeHve 3aWmnThI nepMMmeTpoB CErmMeHToB
WMHOPMALMOHHOW CUCTEMBI

31nC.18 Ob6ecneyeHne 3arpy3km W WCMNOSIHEHUS MPOrPamMMHOro
obecneyeHnsi C MaWMHHBIX HOCUTENEN MNepCoHanbHbIX
OaHHbIX, OOCTYMHbIX TOMbKO ANS YTEHWsA, U KOHTPOSb
LEeNoCTHOCTU JAaHHOMo NporpaMMHOro obecneyeHns

3nC.19 M3onsuma npoueccoB  (BLINOMHEHWE  Mporpamm) B
BblgeneHHon obnacTtu namsaTu

31C.20 3awmta OecnpoBOOHbIX COEOMHEHWI, MNPUMEHSIEMbIX B + + +
MHOPMAaLIMOHHON cucTeme

XIV. BbisBneHne nHumMaeHToB u pearmpoBaHue Ha Hux (MHLL)

MHLL.1 OnpepeneHve nuu, OTBETCTBEHHLIX 3a  BbISIBIIEHME + +
WHUMOEHTOB U pearnpoBaHme Ha HUX

MHU.2 O6HapyxeHue, naeHTudmrkaums " perncrpaums + +
WHUMOEHTOB

MHL.3 CBoeBpeMeHHOE WH(OPMUPOBAHNE UL, OTBETCTBEHHbIX + +
3a BbIFIBEHME MHUMOEHTOB W pearnpoBaHWE Ha HUX, O
BO3HWKHOBEHUUN MHUMAEHTOB B MHAOPMALMOHHOW CUCTEME
nonb3oBaTensaMn n agMUHUCTpaTopamm

VHL.4 AHanuMa wMHUMOEHTOB, B TOM 4ucre  onpegeneHue + +
WUCTOYHMKOB U MPUYNH BO3HUKHOBEHWUS MWHUMOEHTOB, a
TakKke oueHka Ux nocneacTeui

MHL.5 [NpuHATHE Mep NO yCTpaHEeHUIO NOCNEeACTBUN UHLMAEHTOB + +

MHLU.6 [MnaHupoBaHWe M NpuHATME Mep MO NpeaoTBpaLleHuIo + +
NMOBTOPHOrO BO3HUKHOBEHWNS UHLIMAEHTOB

XV. YnpaBneHue KoHurypaumen nHMOpMaumoHHON CUCTEMbI U CUCTEMBI 3aLLMTbl NePCOHaNbHbIX AaHHbIX
(YKO)

YK®.1 OnpepeneHne nud, KOTOpPbIM paspelleHbl AeWCTBUS Mo + + +

BHECEHMWIO NU3MEHEHMUI B KOH(pUrypaLmo MHOPMaLMOHHON
KoHcynbTaHTINOC

HaeXHas npaBoBas noaaepXxkKa
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CUCTEMbI N CUCTEMBI 3aLLNTbl NepCOHarbHbIX aHHbIX

YK®.2

YnpasneHue N3MEHEHNAMMU KOHdbUrypaumm
WH(OPMALMOHHOA  CUCTEMbI W CUCTEMbl  3aWUThI
nepcoHanbHbIX AaHHbIX

YK®.3

AHanu3 noTeHUManbHOro BO3AENCTBUS  MITAHUPYEMbIX
NU3MeHeHNn B KOHUrypauum nHopMaunoHHON CUCTEMBI U
CUCTEMBI 3aLLMTbl NEPCOHAarbHbIX JaHHbIX HA obecneveHne
3aWuTbl  NEepCcoHanbHbIX  AaHHbIX M corfacoBaHue
NU3MEeHeHWNn B KOHUrypaumm MHPOOPMaLMOHHON CUCTEMBI C
OOIMKHOCTHBIM NNLOM (pabOTHUKOM), OTBETCTBEHHBLIM 3a
obecneyeHne 6e30NacHOCTM NepPCOoHabHbIX AaHHbIX

YKo .4

[okymeHTnpoBaHue nHdopmaLmm (BaHHbIX) 06
N3MEHEHUSIX B KOHUIypaLmm MHHOOPMALMOHHOW CUCTEMBI
N CUCTEMbI 3aLLUWTbl NEPCOHANbHbIX AaHHbIX

"+" - Mepa no obecneyeHnto Ge30MacHOCTM NEpPCOHanbHbIX AaHHbIX BKItoYeHa B 6as30BbIi Habop Mep Ans
COOTBETCTBYHLLEIO YPOBHS 3aLLULLEHHOCTM NEPCOHANbHbIX AaHHbIX.
Mepbl no obecneyeHmnio 6e3onacHOCT NEPCOHanNbHbIX AaHHbLIX, HE 0603HAaYEHHbIE 3HAKOM "+", MPUMEHSIIOTCS NpW
aganTauumn 6a3oBoro Habopa Mep 1 YTOUHEHUM aganTupoBaHHoro 6asoBoro Habopa Mep, a Takke npu paspaboTke
KOMMeHcupyowmux mep no obecrneveHunto 6e30nacHOCTN NepcoHarnbHbIX AaHHbIX.
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