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Mpukas ®CTIK Poccuu ot 14.03.2014 N 31

(pea. ot 23.03.2017)

"06 yTBepxaeHnn TpeboBaHuii K 06eCneUYeHNIO 3aLUUTbI
nHdopmauum B...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

3apeructpupoaHo B MuHtocte Poccum 30 uionsa 2014 r. N 32919

OEOEPANBHASA CNYXBA NO TEXHUYECKOMY N 3KCNOPTHOMY KOHTPOJIIO

NPUKA3
ot 14 mapta 2014 r. N 31

OB YTBEPXXOEHWX TPEEOBAHUN
K OBECMEYEHUIO 3ALLNTbI UHPOPMALIUA B ABTOMATU3UPOBAHHbBLIX
CUCTEMAX YNPABNEHNA NPOU3BOACTBEHHLIMMU U TEXHONOIM'MYECKUMU
NPOLIECCAMU HA KPUTUYECKU BAXHbIX OB BbEKTAX, MOTEHLUWAINBHO
OMNACHbIX OBBEKTAX, A TAKXXE OB BEKTAX, MPEOCTABNAOLNX
NMOBbILEHHYIO ONMACHOCTb ANA XXU3HU U 300POBbA NIOAEN
W ONSA OKPYXAIOLWEW NPUPOOHOWU CPEQbI
Cnncok 3MEeHSIOLLMX JOKYMEHTOB
(B pea. MNpukasa PCTIK Poccum ot 23.03.2017 N 49)

B cootBetcTtBUM C [lonoxeHvem o degepanbHom cnyxbe Mo TEeXHUYECKOMY M 3KCMOPTHOMY KOHTPOSHO,
yTBepxXaeHHbIM Ykasom [lpesnpeHta Poccuiickon Pepepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHogaTtenbcTBa Poccuiickon ®enepaunn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47,
cT. 5431; 2012, N 7, cT. 818; 2013, N 26, cT. 3314; N 52, cT. 7137), NnprKa3sbiBalo:

YTBEepauTb nNpunaraemMble TpeboBaHus K obecneyeHnto 3amTbl MHPOpPMaL MM B aBTOMaTM3MPOBaHHbLIX CUCTEMAax
ynpaBrieHns NPoM3BOACTBEHHLIMU M TEXHOITOTMYECKMMUN MPOoLeCcCamMmn Ha KPUTUYECKM BaXHbIX 0O6bekTax, MoTeHUMarnbHO
onacHbIX 00bekTax, a Takke obbekTax, NPeaCcTaBNAOLLMX MOBbILLEHHYH ONACHOCTb AN XU3HU U 300pOBbS NOAEN U
ONsA oKpyxaroLen NpupoaHon cpeabl.

OuvpexTop

depepanbHo cnyX0bbl MO TEXHNYECKOMY
N 9KCMOPTHOMY KOHTPOJSTHO

B.CEJIMH

YTBEpXOeHbI
npukaszom $CTIK Poccum
oT 14 mapta 2014 r. N 31

TPEBOBAHUA
K OBECMNEYEHUIO 3ALLNTBI UH®OPMALIMA B ABTOMATU3UPOBAHHDbIX
CUCTEMAX YNPABJIEHUA NPOU3BOACTBEHHBIMU U TEXHONTOMMYECKUMUA
MPOLECCAMU HA KPUTUYHECKU BAXKHbLIX OBBEKTAX, NTOTEHLUMUANBHO
OMNACHbIX OBBEKTAX, A TAKXXE OB BEKTAX, NPEACTABIAOLWNX
MNOBbLIWEHHYO ONMACHOCTb AJ1A XXU3HU U 300POBbA NIOAEN
1 And OKPYXXAKLWEW NPUPOOHOU CPEADI
CnMcoK N3MeHsLWNX JOKYMEHTOB
(8 pea. Npukasza PCTIK Poccum o1 23.03.2017 N 49)

|. O6bwme nonoxeHns

1. B HacTosLLEeM JOKYMEHTe ycTaHaBnuBatoTcs TpeboBaHust K obecneveHnto 3awwmTbl MHdopmaummn, obpaboTka
KOTOPOW OCYLLECTBNAETCS aBTOMaTU3MPOBaHHbLIMWN CUCTEMaMM yMpaBfeHUs NPOM3BOACTBEHHBIMU U TEXHONOMMYECKUMM
npoueccaMym Ha KpUTUYECKM BaXkHbIX OBbeKkTax, MoTeHUMaribHO onacHbiXx 0O6bekTax, 0ObekTax, npeacTaBhsOLMX
MOBbLILUEHHYK OMACHOCTb ASI KM3HW W 340pPOBbs fogel M AN OKpyXawlleh npupoaHon cpedbl (manee -
aBTOMATU3MPOBAHHbIE CUCTEMbI YMpPaBfeHUs), OT HENpPaBOMEPHOrO AOCTyNa, YHUYTOXEHWUS, MOAUMULMPOBAHWS,
GrOKMPOBaHUS, KOMMPOBAHUS, MPeaoCTaBNeHNs, PacrnpoCTpPaHEHUsl, a TakKe WHbIX HENpaBOMEPHbLIX OEUCTBUA B
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Mpukas ®CTIK Poccuu ot 14.03.2014 N 31

(pea. ot 23.03.2017)

"06 yTBepxaeHnn TpeboBaHuii K 06eCneUYeHNIO 3aLUUTbI
nHdopmauum B...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

OTHOLLUEHMUN TaKoW MHpOpMaLUn, B TOM YUCNe OT OECTPYKTMBHbLIX MHEOPMALMOHHBIX BO3LENCTBUN (KOMMBIOTEPHbIX
aTak), CrneAcTBMEM KOTOPbIX MOXET CcTaTb HapyweHue (QYHKUMOHUPOBAHMS aBTOMAaTM3UPOBAHHOW CUCTEMBI
ynpasBneHus.

Hactoswue TpeboBaHus NPUMEHAOTCA B Criyvyae MNpUHATUA BRagernbLeM aBTOMaTU3MPOBAHHOW CUCTEMBbI
ynpaBneHust pelleHunst 06 obecneyeHnm salmTbl MHpopMauumn, odopaboTka KOTOPOK OCYLLECTBIAETCH 3TOM CUCTEMON ©
HapylleHve 6e30nacHOCTM KOTOPOW MOXET MNPUBECTU K HapyleHuio (YHKUMOHMPOBAHNS aBTOMAaTM3MPOBAHHON
CUCTEMBI YNpaBreHus.

B cnyyae Heo6xoanMOCTV NPUMEHEHNE KpunTorpaduyeckMx MeTogoB 3allimTbl MHOpMaLuun u wndpoBarnbHbIX
(kpunTorpaduyeckmx) CpeacTB 3awuTbl WMHGOPMaUMM OCYLLECTBNAETCS B COOTBETCTBUM C 3aKOHOAATENbCTBOM
Poccuiickon ®eaepaunn.

2. Hactosilwume TpeboBaHus HanpaBneHbl Ha obecnevyeHne (OYHKLMOHUPOBAHMUS aBTOMATU3MPOBAHHOW CUCTEMbI
yrNpaBrneHus B LITATHOM peXxume, NMpu KOTOpoM obecneymBaeTcs COOMOAEHME MPOEKTHbIX MNPEeAEnoB 3HaYeHUN
napameTpoB BbIMOMHEHUSA LeneBblX (PYHKLMIA aBTOMATU3UPOBAHHOW CUCTEMbl YrpaBneHus B YCIOBUSAX BO3AEUCTBUSA
yrpo3 6esonacHocTM uHOpMauMM, a Takke Ha CHWXKEHME pPUCKOB HE3aKOHHOr0 BMellaTenbCTBa B MNPOLECCHI
PYHKUNOHNPOBAHUSA aBTOMATU3NPOBAHHBIX CUCTEM YNPaBMEHUs KPUTUYECKM BaXKHbIX OOBEKTOB, NOTEHUMANbHO
onacHbIX 0O6bEKTOB, ODBLEKTOB, MPEACTABMASNOWMNX MOBbILUEHHYD OMACHOCTb ANS KU3HW M 340pOBbSA NOAen U Ans
OKpy)XaloLlen NpupoaHOW cpefbl, B TOM YMUCIe OMnacHbIX NPOWM3BOACTBEHHLIX OOLEKTOB (ganee - ynpasnsiemble
(koHTponupyemble) 06bekTbl), 6e30macHOCTb KOTOpbIX 0becneynBaeTcs B COOTBETCTBUM C 3aKOHOOATEINbCTBOM
Poccuiickon depepaumm o ©6e30macHOCTM OOBEKTOB  TOMSIMBHO-3HEPreTMYECKOTO KOMMMEeKca, O TPaHCMOPTHOM
BesonacHocTn, 06 MCNONBb30BaHNM aTOMHOW SHEPTNW, O MPOMBILLSIEHHOW 6€e30MacHOCTU OMAacHbIX MPOU3BOACTBEHHbIX
006beKTOB, 0 6€30MacHOCTM MMOPOTEXHUYECKMX COOPYXKEHUI N NHBIX 3aKOHOAATENbHbIX akToB Poccuiickon ®epepauuu.

3. [Oencteue HacTosAwmx TpeboBaHUN PacnpoCTpaHSETCss Ha aBTOMATU3MPOBAHHbLIE CUCTEMbI YMNpaBreHus,
obecneunBaloLme KOHTPOMb W yMNpaerieHMe TEXHONMorm4yeckum u  (Mnn) Npou3BOACTBEHHBIM  0OOPYAOBaHUEM
(MCNONHUTENBHBIMX YCTPONCTBAMU) U pearnu3oBaHHbLIMU Ha HEM TEXHOMOrMyeckumu u (Mnv) npou3BOACTBEHHbLIMU
npoueccamu (B TOM 4uCrne CUCTEMbI OMCMETYEPCKOrO YnpaBrieHusi, cuctembl cbopa (nepepayn) OaHHbIX, CUCTEMBI,
NMOCTPOEHHbIE HAa OCHOBE MpOrpaMMUpyeMbIX JTOMMYECKMX KOHTPONMEpoB, pacrnpefeneHHble CUCTEMbl yrnpaBreHus,
CUCTEMBI YNPaBEHUS CTaHKaMn C YMCINOBLIM NPOrPaMMHbIM yNpaBrieHneM).

4. Hactosawwue TpeboBaHus npegHasHavyeHbl AN nyu, ycTaHaBnmBaloLmnx TpeboBaHms K 3alumte nHgopmaummn B
aBTOMATU3MPOBAHHbIX CUCTEMAX YMpaBrneHUs (Janee - 3akasyuk), nul, obecrneynBalroLLMX IKCMyaTauumio
aBTOMaTU3NPOBaAHHbBIX CUCTEM YyMpaBreHus (Janee - onepatop), a Takke nuu, npuBreKaeMbiX B COOTBETCTBUU C
3akoHofdaTtenbcTBom Poccuiickon ®egepaumm Kk npoBegeHuMio  paboT  no  co3gaHuio  (MPOEKTMPOBAHWIO)
aBTOMaTU3NPOBAHHBIX CUCTEM YNpaBneHns 1 (Mnn) Ux cuctem 3awmThl (ganee - paspaboTymk).

5. lpu o6paboTke B aBTOMATU3UPOBAHHOW CUCTEME  ynpaBfeHus  WHGOpMaumMu, COCTaBMAIOLLEN
rocyaapCTBEHHYIO TalHy, ee 3awuTa obecnevmBaeTcsa B COOTBETCTBUM C 3aKkoHoAaTenscTBoM Poccunckon depepaumm
0 rocyaapCTBEHHON TanHe.

6. 3awwmTta uHcdopmaumm B aBTOMATM3UMPOBAHHOW CUCTEME YMpaBreHus obecneymBaeTcs MyTeM BbINMOMHEHUS
3aKa34MKoM, onepaTtopom u pa3paboTymMKkom TpeboBaHUM K OpraHM3aumm 3awmTsl MHopMauum B aBTOMaTU3MPOBaHHOM
cucTeme ynpasneHus n TpeboBaHuii K Mepam 3almTbl MHpopMaumy B aBTOMaTM3NPOBAHHON CUCTEME YNpaBIeHus.

[l. TpeboBaHus Kk opraHnsauun 3aLwmTbl MHOPMaLMK
B aBTOMaTU3NPOBAHHOW CUCTEME YNpaBreHns

7. ABTOMaTM3NpOBaHHasA cMcTema yrnpaBreHus, Kak NpaBuio, UMeeT MHOTOYPOBHEBYIO CTPYKTYPY:

YPOBEHb OMepaTopCcKoro (UCnNeT4epCcKoro) ynpaeneHus (BEpXHNA ypOBEHD);

YypOBEHb aBTOMAaTU4ECKOro ynpasrneHnsi (CpeaHUn ypoBeHb);

ypOBeHb BBOAA (BbIBOAA) AAHHBLIX UCMOMHUTENBHBIX YCTPOWUCTB (HWXXHUIM (NONEBOWN) YPOBEHD).

ABTOMaTM3NPOBaHHAA CUCTEMA YNPaBIEHNss MOXET BKMOYaTb:

a) Ha YpOBHe 0OMepaTopCKOro (AMCNeT4epCcKoro) ynpaBneHus:

onepaTtopckue (aucneTyepckme), UHXeHepHble aBToMaTM3npoBaHHble paboune MecTa, NPOMbILLIMIEHHbIE CepBepbI
(SCADA-cepBepbl) C yCTaHOBMEHHbIM Ha HMX OOLECUCTEMHBIM W MPUKIIagHbIM NPOrpaMMHbIM - obecneyeHnem,
TenekoMMyHuKaunoHHoe obopydoBaHMe  (KOMMyTaTopbl, MaplipyTM3aTopbl, MeXCeTeBble  3KpaHbl,  WHOe
obopyaoBaHue), a Takke kaHanbl CBA3MN;

6) Ha ypoBHE aBTOMATUYECKOro ynpaBrieHUst:

nporpamMmmupyemble Normiyeckme KOHTPOMIepbl, MHble TeXHUYeCcKue CpeacTtBa C YCTAHOBMEHHbIM NPOrpaMMHbIM
obecneyeHnem, nonyyawLime aHHbIe C HUXHEro (NOMeBOro) ypoBHs, NepedaroLine AaHHbIe Ha BEPXHUA YpOBeHb AN
MPUHATUA peLUeHus No ynpasreHnio obbekToM u (Mnmn) npoueccoMm M opMupyloWmne yrnpasnsowme KomaHgbl
(ynpaBnstowyo (KOMaHgHy) UHGOpMaUMio) AN  UCNOMHUTENbHbIX YCTPOWCTB, a Takke MpOMbIWEHHad CeTb
nepegayvv gaHHbIX;

B) Ha ypoBHe BBoAa (BbIBOAA) AaHHbIX (UCMOMHUTENbHbIX YCTPONCTB):
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Mpukas ®CTIK Poccuu ot 14.03.2014 N 31

(pea. ot 23.03.2017)

"06 yTBepxaeHnn TpeboBaHuii K 06eCneUYeHNIO 3aLUUTbI
nHdopmauum B...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

OaTyYVKKN, WCMOSNTHUTENbHbIE MEXaHM3Mbl, WHble annapaTHble YCTPOWCTBA C YCTAHOBMEHHbIMU B HUX
MUKpONporpaMmmMmamMy 1 MawmHHBIMW KOHTPOJIIIepamMu.

Konn4yecTtBo ypoBHEN aBTOMaTU3NPOBAHHOMN CUCTEMbI YIPaBeHNsa N ee COCTaB Ha KaXkgoOM 13 YpPOBHEW 3aBUCUT
OT Ha3HayeHus1 aBTOMaTM3NPOBAHHOW CUCTEMbI yrNpaBrieHUs U BbINOMHAEMbIX €10 ueneBblXx yHKuMn. Ha kaxgom
YPOBHE aBTOMAaTU3MPOBAHHOW CUCTEMbI YNIPaBeHUs MO OYHKUMOHANMNBHBLIM, TEPPUTOPUAnbHbIM UAM MHBIM NpU3HaKam
MOTYT BbIOAENSATLCS OOMNOMHUTENBHBIE CETMEHTbI.

B aBTOMaTM3npoBaHHOM cncTEMe ynpasreHnst 06bekTaMm 3almnThbl ABAAKTCS:

nHopmaums (gaHHbIe) 0 NapameTpax (COCTOSAHMM) ynpaBnsieMoro (KOHTponMpyemoro) obbekta unm npolecca
(BxogHas (BbIxogHas) wWHdOpMaums, ynpasnsowas (komaHgHas) WHOpPMauWs, KOHTPOSbHO-U3MepUTENbHas
NHOPMaLMS, NHasS KPUTUYECKM BaxkHas (TexHonornyeckas) nidopmaums);

NPOrpaMMHO-TEXHUYECKUIN KOMMNNEKC, BKMIOYAOLWNA TEXHUYECKNE CPEACTBa (B TOM 4YUCre aBTOMAaTU3MPOBAaHHbIE
pabousne MecTa, NPOMbILWSIEHHbIE CepBepbl, TENEeKOMMYHUKaUUMOHHOe 00opyaoBaHWe,  KaHanbl  CBA3M,
nporpamMmupyemMble JTOTMYECKUE KOHTPOMMEpPbl, WCMOMHUTENbHbIE YCTPOWCTBA), NporpammMHoe obecrneveHne (B TOM
yncne MMKponporpaMMHoe, obLecucTeMHoe, NPUKNagHoe), a Takke CpeAcTBa 3alnTbl MHopMaLmu.

8. 3awmTa nHdhopmaLmm B aBTOMaTU3MPOBaAHHOW CMCTEME yrpaBneHns SBNSETCS COCTaBHOW 4acTbio paboT no
co3gaHuvio (MogepHu3aummn) n akcnnyataumm aBToMaTM3MpoBaHHOM CUCTEMBI yNpaBneHns 1 obecrneynBaeTcss Ha BCeX
cTagusx (aTanax) ee co3gaHus U B XO4e dKCnnyatTaumu.

3awmTa nHopmauum B aBTOMaTU3MPOBAHHOW CUCTEME YMpaBrieHUsl OOCTUraeTcs NyTem MPUHATMS B pamKax
CUCTEMbI 3aLUNTblI aBTOMATU3NPOBAHHOW CUCTEMbI YNPABIIEHNST COBOKYMHOCTM OPraHU3aLMOHHbIX U TEXHUYECKUX Mep
3aWwmTbl MHOpMaUUK, HarnpaBfieHHbIX Ha OnokMpoBaHue (HeWTpanm3auuio) yrpo3 6e3onacHOCTM  MHdOopmauuu,
peanu3aunsi KOTOPbIX MOXET NPUBECTU K HAapYLUEHMWIO LITATHOMO pexummMa yHKLUOHUPOBaHUS aBTOMaTU3MPOBaHHOM
CUCTEMbI YMpaBneHus u ynpaBnsemMoro (KOHTponupyemoro) obbekta M (MnuM) npouecca, Ha nokanusaumio wu
MUHMMW3AUMIO MOCNEeACTBUA OT BO3MOXHOW peanusaumm yrpo3 6e3onacHocTM WHGOpMaLMK, BOCCTaHOBMEHUE
LWTATHOrO pexummMa (PyHKUMOHMPOBAHUS aBTOMATU3MPOBAHHOM CUCTEMbI YMpPaBMEHUs B Clydae peanu3auum yrpos
BesonacHoCcTu MHopMaLuu.

[MpuHMMaeMble opraHM3aunOHHbIE U TEXHWYECKNE MEpPbI 3alUTbl HPOPMaLMK:

OOMKHbI obecneuynBaTb AOCTYNHOCTb oObpabaTbiBaeMOW B aBTOMATU3MPOBAHHOW CUCTEME  ynpaBreHusi
nHopmaumm (UCKIIOYEHNEe HenpaBOMEpHOro GroKMpoBaHUS  UWHoOpmauun), ee LUenoCTHOCTb  (MCKIoYeHue
HENPaBOMEPHOTO  YHUYTOXEHWsi, MoauduuMpoBaHMsa  MHGoOpmauuu), a  Takke, npu  HeobXo4MMOCTH,
KOHbMAEeHUMaNbHOCTb (MCKITOYEHNE HENPABOMEPHOMO A0CTYMa, KONMMPOBaHWS, NPefoCTaBeHUs] UM pacnpoCcTpaHeEHUS
nHdopmaumm);

OOJTKHbI COOTHOCUTBCS C MEPaMK No NPOMbILLIIEHHON, (OU3NYECKOW, MOXAPHOW, 3KOMOrMYEeCKOn, pagualMoHHOMN
BesonacHoCTW, MHbIMM Mepamy no obecneyeHunto 6e30nNacHOCTM aBTOMATM3UPOBAHHOW CUCTEMbI YMpPaBMAEHUA U
ynpaBnsemMoro (KOHTponMpyemoro) obbekta u (Mnu) npouecca;

He JOMXKHbI OKa3blBaTb OTPULATENBHOIO BANSHUS Ha LUTATHBIN PEXUM (DYHKLMOHUPOBAHWUS aBTOMaTU3MPOBaHHOM
CUCTEMbI YNpaBMeHUs.

9. MNpoBegeHne paboT no 3awmTe nHHopmaLmMm B COOTBETCTBUM C HAcTosWMMN TpeboBaHuAMN B Xxoae CO34aHuUs
(MogepHuM3aummn) u aKcnyatauum aBTOMaTU3MPOBAHHOW CUCTEMbl YMPaBMEHUA OCYLLECTBMASETCH  3aKka34vMKoM,
onepaTopoM 1 (Mnu) paspaboTyNKoM CaMOCTOATENBHO U (MK) NPU HEOBXOAMMOCTU C NPUBIIEYEHNEM B COOTBETCTBUM C
3akoHoaaTensCcTBoM Poccunckon ®enepauym opraHusaunin, UMeLMX NULEH3NI0 Ha AEeATEeNbHOCTb N0 TEXHUYECKON
3awuTe KoHUaeHUnansHon uHdopmauun B cootseTcTBuM ¢ PepepanbHbiM 3akoHOM OT 4 mas 2011 . N 99-03 "O
NVLIEH3NPOBaHUN OTAENbHLIX BUAOB AesTensHocTn" (CobpaHune 3akoHopgaTensctea Poccuiickon Pepepaumm, 2011, N
19, c1. 2716; N 30, cT. 4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT1. 3446; N 31, cT. 4322; 2013, N9, cT. 874; N
27, ct1. 3477).

10. Ona obecneveHuns 3awmTbl MHOPMaUMM B aBTOMAaTM3NPOBAHHOW CUCTEME YMNpaBrieHWs onepaTopom
HasHavaeTCcd CTPYKTypHOe noapasgeneHne unmM JOSMKHOCTHoe nuuo (paboTHMK), OTBETCTBEHHble 3a  3aluTy
WHopmaumn.

11. B aBTOMaT13MpOBaHHOM CUCTEME YNPaBIEHNsI NPUMEHSAIOTCS CPeAcTBa 3almTbl MHOpMaUMK, npollealine
OLEHKY COOTBETCTBMS B COOTBETCTBMU C 3aKOHOAaTeNbCTBOM Poccuiickon denepaumm o TEXHUYECKOM PErynnpoBaHui.

12. Ana obecneyenuns 3awuTbl MHGPOPMALUMM B aBTOMaTU3NMPOBAHHOW CUCTEME YMpaBIeHUs MpoBOAATCA
cnegyoLwne MeponpuaTus:

dopmmpoBaHme TpeboBaHWI K 3aLLmMTe UHpOpMaLIMM B aBTOMATU3MPOBAHHOW CUCTEME YyNpaBreHus;

pa3paboTka CMCTEMbI 3aLUWTbl aBTOMaTU3MPOBAHHON CUCTEMbI YNPaBIEHNS;

BHEJPEHME CUCTEMBI 3aLLMTbl aBTOMATU3MPOBAHHOM CUCTEMBI YIPaBMEHUS U BBOS €€ B AENCTBUE;

obecneyeHve 3awmnTbl HOPMALMK B X04e SKCnyaTauumM aBTOMaTU3MPOBAHHOW CUCTEMbI YIPaBMEHNS;

obecneyeHve 3awmTbl HOPMaLMK NPY BbIBOAE M3 3KCMyaTalMm aBToOMaTM3npoOBaHHON CUCTEMbI YNPaBIeHuns.

dopmumpoBaHmne TpeboBaHWI K 3alumMTe MHopmauum
B aBTOMaTU3NPOBaAHHOW cUCTEME yrpaBneHns
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13. dopmupoBaHne TpeboBaHWA K 3awMTe WHGOpMauMm B aBTOMaTM3MPOBAHHOW CUCTEME YMpaBlieHUs
OCYLLECTBNAETCH 3aKa34MKoM.

dopmupoBaHne TpeboBaHWA K 3awMTe WHGOpMauMM B aBTOMaTU3MPOBAHHOW CUCTEME  ynpaBreHus
ocyulectBnsieTcs ¢ ydetom TOCT P 51583 "3awwmra nHcbopmauuu. MNopsaok cozgaHms aBToMaTU3NPOBaHHbBIX CUCTEM B
3awmeHHoM ucnonHeHun. Obwue nonoxeHus" (qanee - FOCT P 51583), TOCT P 51624 "3awwuta nHdpopmaumu.
ABTOMaTM3NPOBaHHbIE CUCTEMbI B 3alUMLLEHHOM wucnonHeHun. OOwue TpeboBanus" (ganee - TOCT P 51624) wu
CTaHOapTOB OpraHv3auny 1 B TOM YMCHE BKITOYaeT:

NPUHATUE PELLEHUSA O HEOBXOANMMOCTU 3aLUMThLl MHCpOPMaLMK B aBTOMATU3MPOBAHHOW CUCTEME YNpPaBreHNs;

KnaccudukaLumio aBToMaTM3MpOBaHHON CUCTEMBI yNpaBneHus no TpeboBaHmam 3awmTbl MHAOpMaumu (fanee -
knaccudukaums aBToMaTU3NPOBaHHOW CUCTEMbI YyNpaBneHus);

onpegeneHne yrpo3 06e3onacHocTU WHopMauun, peanu3auuss KOTOPbIX MOXET MNPUBECTU K HapyLUEHWUIO
WTATHOrO pexmmMa (PyHKUMOHMPOBAHNS aBTOMATU3MPOBAHHOW CUCTEMbI YNpaBreHusi, u pa3paboTky Ha MX OCHOBE
mMogenu yrpo3 6e3onacHoCcTV uHopmaunu;

onpegerneHue TpeboBaHUn K CUCTEME 3aLLMTbl aBTOMaTU3MPOBAHHON CUCTEMbI YNPaBEHNS.

13.1. MNpn NpUHATUN pelueHns O HeoBXOAMMOCTU 3aWmTbl MHPOPMaUMM B aBTOMaTU3MPOBAHHOW CUCTEME
yrnpaBneHns oCcyLLeCTBNATCA:

aHanuM3 uUenen co3daHuMs aBTOMATU3MPOBAHHOW CUCTEMbI yMpaBfeHuMs W 3afad, pellaembiX  3TOW
aBTOMAaTU3MPOBAHHOW CUCTEMOW yNpaBreHus;

onpegeneHne nHopmMaLlmu, HapyleHme JOCTYNHOCTU, LEeNOCTHOCTU UM KOH(MAOEHUNANbHOCTM KOTOPON MOXeET
NPUBECTM K HAPYLIEHMKO LUTATHOMO pexuma QyHKLUMOHMPOBAHUS aBTOMATU3NPOBAHHOW CUCTEMbI  yNpaBreHus
(onpepeneHne KPUTUYECKN BaXKHOW MHEPOpMaLmUn), 1 OLleHKa BO3MOXHbIX MOCHeACTBUIA TaKOro HapyLUEHUS;

aHanuM3 HOpMaTMBHbLIX MPaBOBbIX aKTOB, fOKalnbHbIX MNPAaBOBbLIX AaKTOB, METOANYECKUX [OOKYMEHTOB,
HaUMOHanbHbIX CTaHOAPTOB M CTAHOApPTOB OpraHu3auui, KOTOpbIM AOfKHa COOTBETCTBOBaTb aBTOMATU3MPOBAHHAas
cucTeMa ynpaBreHus;

MPUHATME peLLEHNs 0 HEOOXOAUMOCTUN CO3AaHUSA CUCTEMbI 3aLLMThl aBTOMaTU3MPOBaHHOW CUCTEMbI YNpaBIieHns
W onpeaeneHne Lenen 1 3agad 3awmuTbl MHQOPMaL MM B aBTOMaTU3NPOBAHHON CUCTEME YNPaBEeHNUS.

13.2. Knaccudmkaumsa asTomaTuanpoBaHHON CUCTEMbI YNPaBneHns NpOBOAMUTCS 3aKa3ynMkoM UM OnepaTtopoMm B
3aBWCMMOCTM OT YPOBHS 3HAYUMMOCTU (KPUTUYHOCTM) MHopMauun, obpaboTka KOTOPOW OCYLLEeCTBMSIeTCA B
aBTOMAaTU3MPOBAHHOWM CUCTEME YMNpaBlEHMS.

YcTaHaBnMBalTCA TpU Kracca 3allMLLEHHOCTM aBTOMATU3MPOBaHHOW CUCTEMbI YMpaBreHws, onpegenswowne
YPOBHM 3aLLMLLEHHOCTN aBTOMAaTM3MPOBAHHOW CUCTEMBI yrpaBnennsa. Camblini HU3KUI Knacc - TPETUI, CaMblli BbICOKUI -
nepBbiin. Knacc 3awMieHHOCT aBTOMaTU3NMPOBaHHOW CUCTEMbl YMpaBNEeHUs oOnpenenserca B COOTBETCTBUM C
npunoxeHnem N 1 kK HacTosawmm TpeboBaHUAM.

Knacc sawuiieHHOCT MOoXeT ObiTb YCTaHOBMEH OTAENbHO ANsl KaX4Oro M3 YpPOBHEW aBTOMAaTU3MPOBAHHOM
CUCTEMbI YNPaBMEHUS UM UHBIX CETMEHTOB MPU UX HaNMYNK.

PesynbTatbl  Knaccudukauum — aBTOMATU3MPOBAHHOW  CUCTEMbI  ynpaBrneHuss  OQOPMNAITCA  aKToM
Knaccudpukaumm.

TpeboBaHuMe K Knaccy 3aLlULLEHHOCTM BKIIOYAETCS B TEXHUYECKOE 3ajaHNe Ha Cco3daHue aBTOMaTU3NPOBAHHOW
CUCTEMBI YyNpaBneHus n (Mnn) TeXxHM4eckoe 3afjaHune (YacTHoe TEXHUYECKOe 3afaHne) Ha Co3daHue CUCTEMbI 3aLlLuThbl
aBTOMATU3MPOBAHHOW CUCTEMbI ynpaeneHus, paspabaTtbiBaemble ¢ ydyetom [OCT 34.602 "MHdopmaumoHHas
TexHonorus. Komnnekc cTaHOapTOB Ha aBTOMAaTUM3WPOBAHHbIE CUCTEMbI. TEXHUYECKOoe 3adaHuMe Ha co3fdaHue
aBTOMaTU3MpoBaHHoM cuctembl” (aanee - FTOCT 34.602), TOCT P 51583, TOCT P 51624 n cTaHgapToB opraHu3aumu.

Knacc 3awmieHHoCT! aBTOMaTu3npoBaHHOW CUCTEMbI yNpaBreHus (CerMmeHTa) NOANEXUT NePeCcMoTPy TOSNbKO B
cnyyae ee MoAepHu3auuu, B pesynbTaTe KOTOPOM M3MEHUIICSl YPOBEHb 3HAYMMOCTU (KPUTUYHOCTM) WMHopMaumu,
obpabaTbiBaemMon B aBTOMAaTU3MPOBAHHOW CUCTEME YNpPaBneHUs (CermeHTe).

13.3. Yrposbl 6e3onacHOCTU MHGOPMAaLMU ONpPedensitoTCs Ha KaxAoM W3 YPOBHEW aBTOMAaTU3MPOBAHHOM
CUCTEMbI YNpaBreHus Mo pesynbTaTtam:

OLIEHKM BO3MOXHOCTEN (MoTeHUuana, OCHaLEHHOCTU U MOTUBALMW) BHELLHUX W BHYTPEHHUX HapyLuMTenemn;

aHanunsa BO3MOXHbIX YSI3BMMOCTEN aBTOMAaTU3MPOBAHHOW CUCTEMbI YNPaBIEHNS;

aHarnmsa BO3MOXHbIX CnocoboB (cLeHapueB) peanu3auumn yrpos 6esonacHocTn nHdopmMaumm 1M nocneacTsvMi Ot
HapyLleHWs Kak OTAenNbHbIX CBOMCTB 6e30nacHOCTM MHpopMauun (LenoCcTHOCTU, AOCTYNHOCTU, KOHUOEHUMANbLHOCTH),
Tak 1 aBTOMaTM3MPOBaHHOW CUCTEMbI YNPaBnNeHNs B LESOM.

Mpn onpegeneHun yrpo3  6e3onacHOCTU  MHAOPMAaLMU  YYUTBIBAKOTCA  CTPYKTYPHO-PYHKLMOHAmbHBbIE
XapaKTepPUCTUKN aBTOMAaTM3NPOBAHHOW CUCTEMbI YMPaBEHWUs, BKMIOYAKOLWME HanuumMe YpOBHEN (CErMeHTOoB)
aBTOMAaTU3MPOBaAHHOW CUCTEMbI YMpaBfieHWsl, COCTaB aBTOMAaTM3UPOBAHHOW CWUCTEMbI YyMpaBrneHus, dusn4eckue,
nornyeckue, (pyHKUMOHAmNbHbIE M TEXHOMOrM4yeckne B3aUMOCBSA3N B aBTOMAaTU3UMPOBAHHOW CUCTEME yMnpaBreHus,
B3aumogencTemne c WUHBIMN aBTOMaTU3NPOBAHHLIMU (MHOpPMaLMOHHBIMN) cucremamu "
WHOPMALIMOHHO-TENEKOMMYHUKALIMOHHBIMU CETAMU, PEXUMBbI (DYHKLIMOHUMPOBAHUS aBTOMaTU3UPOBAHHOW CUCTEMbI

KoHcynbTanTlNKoC

www.consultant.ru CtpaHuua 4 ns3 34
HaeXHas npaBoBas noaaepXxkKa



consultantplus://offline/ref=B6EE782A4842DD671CA88BA677FA9AD69DB8A3755717ECB5AD3472p2HBN
consultantplus://offline/ref=B6EE782A4842DD671CA88BA677FA9AD69DB8A3755717ECB5AD3472p2HBN
consultantplus://offline/ref=B6EE782A4842DD671CA897A66BFA9AD69AB0A779554AE6BDF438702Cp5HEN
consultantplus://offline/ref=B6EE782A4842DD671CA897A66BFA9AD69AB0A779554AE6BDF438702Cp5HEN
consultantplus://offline/ref=B6EE782A4842DD671CA88BA677FA9AD69DB8A3755717ECB5AD3472p2HBN
consultantplus://offline/ref=B6EE782A4842DD671CA88BA677FA9AD69DB8A3755717ECB5AD3472p2HBN
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas ®CTIK Poccuu ot 14.03.2014 N 31

(pea. ot 23.03.2017)

"06 yTBepxaeHnn TpeboBaHuii K 06eCneUYeHNIO 3aLUUTbI
nHdopmauum B...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

yrnpaBneHus, a Takke NHble 0CODEHHOCTM ee MOCTPOEHUSA U PYHKLMOHMPOBaHUS.

Mo pesynbTatam onpeaenenunst yrpo3 6e3onacHOCTU MHAOpPMauMn MoryT paspabaTbiBaTbCA pekoMeHgauum no
KOPPEKTUPOBKE  CTPYKTYPHO-PYHKLUMOHANBHBLIX ~ XapakTepUCTUK  aBTOMATU3UPOBAHHOW  CUCTEMbI  YNpaBreHus,
HanpaBsneHHble Ha BroknpoBaHue (HeMTpanusaLumnio) oTaenbHbIX Yrpo3 6esonacHoCTU nHdopmaumm.

Mogenb yrpo3 Ge3onacHoCcTM MHpopMauum AOMKHa cogepXaTb OnucaHue aBTOMATU3MPOBAHHOW CUCTEMBbI
ynpaBneHuss u yrpo3 6e3onacHocTM MHOPMaUMU Ans KaxOoro M3 YpOBHEW aBTOMATU3MPOBAHHOW CUCTEMBI
yrnpaBreHus, BKoYarLee onMcaHne BO3MOXHOCTEN HapylumMTenen (Mogenb HapylwmTens), BO3MOXHbIX Ysi3BMMOCTEN
aBTOMaTU3NPOBAHHOW CUCTEMbI yNpaBrieHusi, CNocoboB (cueHapueB) peanusaumm yrpo3 6e3onacHoCcT MHopmauumn u
nocrneacTBUIN OT HApPYLLUEHUS CBOMCTB 6e30nacHOCTM MHAopMauUmn (4OCTYMHOCTU, LLENOCTHOCTH, KOHUOEHUNANBHOCTM)
W LWITATHOTO pexnma (PyHKLMOHMPOBaHMS aBTOMaTM3MPOBaHHON CUCTEMbI YIpaBneHns <*>.

<*> PaspaboTtaHHble PCT3K Poccum B cooTBeTCTBUM C noanyHkToM 4 nyHkTa 8 lMNMonoxeHus o deaepanbHomn
cnyx6e no TEXHNYECKOMY U SKCMIOPTHOMY KOHTPOII, YTBEPXAEHHOro Yka3om NpesngeHta Poccunckon Pepepaumm ot
16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHogaTtenbctBa Poccuiickon ®Pegepauum, 2004, N 34, cT. 3541; 2006, N 49,
cT. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT1. 818; 2013, N 26, cT. 3314; N 52, cT. 7137).

[ns onpegenenus yrpo3 6e3onacHOCTU MHGOpMaLmmn 1 paspaboTkn Mogenu yrpo3 6e3onacHocTM MHopMauun
NpUMeHaTCa MeToanyeckue aokymeHTel DCTIK Poccun <*>.

<*> PaspaboTtaHHble PCTIK Poccum B cooTBeTCTBUM C noanyHKkToM 4 nyHkTa 8 lNMonoxeHnsa o deaepanbHoOn
cnyx6e No TEXHNYECKOMY 1 3KCMOPTHOMY KOHTPOIH, YTBEpXKAEeHHOro Yka3om lMpesvaeHTta Poccuiickon depepaumm ot
16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHogatensctBa Poccuiickon ®epepauuu, 2004, N 34, ct. 3541; 2006, N 49,
cT. 5192; 2008, N 43, c1. 4921; N 47, cT. 5431; 2012, N 7, cT. 818; 2013, N 26, cT1. 3314; N 52, cT. 7137).

13.4. TpeboBaHMA K cuUCTEME 3alWUTbl aBTOMATM3UPOBAHHOW CWUCTEMbI YMpaBMEeHUs onpegensdlTca B
3aBMCMMOCTM OT Kfnacca 3alWeHHOCTU aBTOMaTM3UPOBAHHOW CUCTEMbl YMNpaBneHus W yrpo3 6es3onacHoCTu
WMHopMaLMn, BKITKOYEHHbIX B MOAENb Yrpo3 6e30nacHOCTM MHAopMaLnn.

TpeboBaHua K cucteme 3allmMTbl aBTOMATU3MPOBAHHOM CUCTEMbI YMNPaBMEHUS BKIIHOYAKOTCA B TeXHUYecKoe
3afaHve Ha cos3gaHue (MOAepHMU3aLunio) aBTOMaTU3MPOBaAHHOM CUCTEMbI yrpaBneHus u (Unn) TexHuyeckoe 3agdaHue
(4acTHoe TexHudeckoe 3afaHWe) Ha CcOo3gaHWe CUCTEMbl 3allMTbl aBTOMATU3MPOBAHHOW CUCTEMbI YMpaBreHUus,
paspabaTtbiBaemble ¢ yyetom [OCT 34.602, TOCT P_51583, FTOCT P 51624 n cTaHgapToB oOpraHv3auuu, KoTopble
OOMKHbI B TOM YMCIe cogepXatb:

uenb 1 3agayn obecneveHus 3awmTbl MHGPOPMaLMM B aBTOMaTU3NPOBaHHON CUCTEME YNPaBEHUS;

Knacc 3aluLLeHHOCTM aBTOMaTU3MPOBAHHOM CUCTEMBI YNpaBneHus:;

nepeyeHb HOPMATUBHbLIX MNPABOBLIX AaKTOB, flOKalNbHbIX MPAaBOBbLIX aKTOB, METOAUYECKMX [OOKYMEHTOB,
HaUMOHanbHbIX CTaHOAPTOB M CTAHAApPTOB OpraHu3auui, KOTOpbIM AOfKHa COOTBETCTBOBaTb aBTOMATU3MPOBAHHAas
cucTeMa ynpaBreHus;

00bEeKTbI 3aLMThl aBTOMATU3MPOBAHHOW CUCTEMBI YIIPABMEHUS HA KaXKOOM U3 €€ YPOBHEW;

TpeboBaHMst K MepaM M cpeacTBam 3alinTbl MHAOPMAUUKU, MPUMEHSIEMBIM B aBTOMATU3MPOBAHHOW CUCTEME
yrnpaBneHus;

TpeboBaHusA K 3awmTe nHdopmaumm Npyu MHPOPMaLMOHHOM B3aUMOOENCTBAN C MHBbIMA aBTOMAaTU3MPOBaHHLIMM
(MHOpPMaLMOHHBLIMK) cMCTEMaMU Y MHCPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU;

TpeboBaHMA K MOCTaBMSiEMbIM TEXHWYECKMM CpEeACcTBaM, MporpaMMHOMY obecrneyeHuto, cpeacTBam  3aluThbl
MHdopMaLnu;

YHKUMM 3akas3ymka u onepaTtopa no obecneyeHuto 3awmuTbl MHAOPMALMM B aBTOMaTU3MPOBaHHOW CUCTEME
yrnpaBneHus;

cTtaguu (aTanbl paboT) co3gaHns CUCTEMbI 3aLLUTLI aBTOMATM3NPOBAHHOW CUCTEMBI YNpaBeHus.

Mpun onpegeneHmn TpeboBaHUM kK cMCTEME 3aLUNTbI aBTOMaTU3NPOBAHHOW CUCTEMbI YMPABMNEHUSA YYUTLIBAKOTCSA
NOMNoXeHust NONUTUK obecneyeHns HHOPMAaLIMOHHON 6Ge30MacHOCTM 3aKa3ymka B crnydae ux paspabotkm no TOCT P
MCO/MBK 27001 "MHdopmaumnoHHasi TexHornorus. Metoabl u cpeacrtBa obecnedeHuss GesonacHocTn. Cuctembl
MeHeIKMeHTa MHGOPMaUMOHHOM Ge3donacHocTu. TpeboBaHuda", a Takke MONMUMTUK obecneyeHms MHPOPMALIMOHHON
BesonacHocTn onepaTopa B YacTu, He NpoTMBOPeYaLLen NoNMTNUKaM 3aKkas3yuka.

Pa3pa60TKa CUCTEMBbI 3aLlLUUNTbI aBTOMaTM3l/IpOBaHHOl7I
CUCTeMbl yrnpaBleHus

14. PaspaboTka cucTeMbl 3aluTbl aBTOMATU3NPOBAHHOW CUCTEMbI YMNpaBrieHWUs OpraHM3yeTCsl 3akas3yukom W
oCyLLeCcTBnsieTCs pa3paboTynkom u (Mnm) onepaTopom.
Pa3paboTka cuctembl 3aLLMTbl aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBIIEHNsT OCYLLECTBMAETCA B COOTBETCTBMMU C
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TEXHUYECKMM 3afaHMEM Ha co3daHue (MogepHM3auMio) aBTOMaTU3NPOBAHHOW CUCTEMbI yMNpaBreHus u  (Mnm)
TEXHUYECKMM 3afaHneM (4acTHbIM TEXHWYECKMM 3aJaHMeM) Ha CO3[daHue CUCTEMbl 3aluuUTbl aBTOMAaTU3NPOBAHHOW
cuctembl ynpaerneHuss ¢ ydetom [OCT  34.601 "MHcdopmaumoHHas TexHonorusi. Komnnekc cTaHgapToB Ha
aBTOMaTU3NPOBaHHbIE CUCTEMbI. ABTOMaTM3npoBaHHble cuctembl. Ctagum cosganns” (ganee - FOCT 34.601), TOCT P
51583, TOCT P 51624 n ctaHaapToOB OpraHnsauun 1 B TOM YMCne BKNO4YaeT:

NPOEKTUPOBAHNE CUCTEMbI 3aLLNTLI aBTOMATU3NPOBAHHOW CUCTEMbI YINPaBIEHMS;

pa3paboTKy aKCnnyaTaluMoHHON JOKYMEHTaUMM Ha CUCTEMY 3aLUUTbl aBTOMATU3UPOBAHHOW CUCTEMbI YNPaBIEHNS.

Cwncrema 3awmTbl aBTOMaTU3MPOBAHHOW CUCTEMbI YNPaBIEHUS HE [OJPKHA NPEensTCTBOBAaTb LUTATHOMY PEXMMY
PYHKLUNOHNPOBAHUSA aBTOMATU3NPOBAHHOW CUCTEMbI yNpaBrieHuUsl NMpy BbINOSHEHMM ee (PYHKUMIA B COOTBETCTBUMU C
Ha3Ha4YeHNeM aBTOMaTU3MPOBAHHOM CUCTEMbI YNPaBIEHUS.

Mpn paspaboTke cCUCTEMbI 3alWWTbl aBTOMaTU3NPOBAHHOW CUCTEMbI YMPaBMNEHUA  YYUTbIBAeTCA  ee
WHOPMALIMOHHOE  B3aUMOAEWCTBME C  WHLIMW  aBTOMaTU3MPOBaHHbIMK  (MH(POPMAUMOHHBIMK)  CUCTEMaMK U
MHOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETSMM.

14.1. INMpn NPOEKTUPOBAHMN CUCTEMBI 3aLLNTbI aBTOMATU3NPOBAHHOW CUCTEMbI YNpaBeHUs:

onpeaensaTcs TUMNbl CyGbEKTOB AoCTyna (MOnb3oBaTenu, Mpoueccbl M MHble CyObekTbl AocTyna) U 06beKkToB
Joctyna, aBnsowmnxca obbektamm 3awuTbl (aBTOMATU3MpOBaHHbIE pabouve MecTa, MPOMbILMEHHbIE CepBepbI,
TenekoMMyHVKaLMOHHOEe 000opyaoBaHUE, MPorpaMMNpPyeEMbIE NTOTUYECKME KOHTPOSEpPbI, UCNOMHUTENBbHbIE YCTPONCTBA,
WHble 0OBEKTLI AOCTYynNa);

ONpeaensaTcs MeToabl yNpaBneHUs AOCTYNOM (OWCKPELMOHHBIA, MaHOATHbIA, POMIEBON WKW MHbIE METOoAbl),
TUNbl 4OCTyNa (YTeHWE, 3anucb, BbIMOSIHEHME UMW MHbIE TUMbI AOCTYNa) 1 NpaBuna pasrpaHudeHnss goctyna cybbekToB
goctyna Kk obbektam goctyna (Ha OCHOBE CMMCKOB, METOK ©e3onmacHOCTW, poner M WHbIX Npasun), noanexaiue
peanusauun B aBTOMaTU3MPOBAHHOW CUCTEME YNpaBreHus;

BbIOMpalOTCA Mepbl 3alWWTbl  MHOpMauuW, noanexawme peanMsauum B paMkax CUCTEMbl  3aluThbl
aBTOMATU3MPOBAHHOW CUCTEMBI YIPaBMNEHUS;

OonpeaensaTcs napaMeTpbl MNpOrpaMMMpPOBAHMS WM HACTPOMKW MNporpammHoro obecnedeHus, BKMA4Yas
nporpammHoe obecnedeHne cpeacts 3awmTbl  MHGOpMauuu, obecneymBarllMe peanu3aumilo  Mep  3awuTbl
MHpopMaLmn, a Takke yCTpaHEeHNE BO3MOXHbIX YS3BMMOCTEN aBTOMaTM3MPOBaHHOW CUCTEMbI YNPaBEHNS;

onpegenarTca BUAbl U TUNbl CPEACTB 3alUmTbl MHpopMaumm, obecneynBaroLime peanusauuio TEXHUYECKMX Mep
3aWuTbl MHOPMaLMuK;

onpeaenseTcs CTPyKTypa CUCTEMbI 3alUUTbl aBTOMAaTM3NPOBAHHOW CUCTEMbI YMpaBlieHWs, BKIYash COCTaB
(konn4ecTBO) N MecTa pas3MeLLEHMS €€ ANIEMEHTOB;

ocyllecTBnsieTcd npu HeobxooumocTn BbIOOP CpeAacTB 3awutbl MHAOPMaUMM C Yy4eTOM WX CTOMMOCTH,
COBMECTMMOCTU C NPOrpaMmHbIM obecnevyeHnemM n TEXHUYECKMMU cpeacTBamm, PyHKLMI 6€30NacHOCTN 3TUX CPEACTB U
0COBEHHOCTEN X peanusaumu, a Takke Knacca 3almweHHOCT aBTOMaTU3MPOBaHHON CUCTEMbI YNPaBeHns;

onpefenalTca  Mepbl  3awntbl  UMHopmaumm  npu MHPOPMALMOHHOM  B3aUMOAEWCTBMM C  UHbIMU
aBTOMATU3MPOBaHHLIMU (MHOPMALIMOHHBLIMWU) CUCTEMAMU Y MHCPOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMMU;

OCyLLECTBMSIETCHA MPOBEPKa, B TOM YUCIiE NPU HEOOXOAMMOCTM C UCMOSNb30BaHNEM MAKETOB UM TECTOBOW 30Hb,
KOPPEKTHOCTU (PYHKLMOHUPOBAHWS aBTOMaTU3MPOBAHHON CUCTEMbI YNpaBeHns C CUCTEMOW 3alUTbl U1 COBMECTUMOCTU
BbIOpaHHbIX CpeacTB 3awuTbl MHGOPMALMM C MNPOrpaMMHbIM  OBecrneyeHnemM U TEXHUYECKMMU CpencTBamu
aBTOMaTU3NPOBAHHOW CUCTEMbI YNpaBreHus!.

Mpy npoekTMpoBaHUM CUCTEMBbI 3aLlMTbl aBTOMaTU3UPOBAHHOW CUCTEMbl YMpaBneHUs AOMKHbI YYUTbIBATLCA
0COBGEHHOCTU (PYHKLMOHUPOBAHMUA MPOrpPaMMHOro OOecneyvYeHnst U TEXHUYECKUX CPEACTB Ha KaXdoM W3 YpPOBHEN
aBTOMATU3MPOBAHHOW CUCTEMbI YIIPaBMAEHUS.

PesynbTaTbl NMPOEKTMPOBaHWS CUCTEMbI 3alUWTbl aBTOMAaTM3MPOBAHHOW CUCTEMbl YNPaBIIEHWS OTPaXKaloTCs B
MPOEKTHON OOKyMeHTauum (3CKM3HOM (TEXHWYECKOM) npoekte u (unu) B paboven  AOOKyMeHTauuu) Ha
aBTOMATU3MPOBAHHYID CUCTEMY YynpaBreHust (cuctemy 3aluTbl aBTOMaTU3UPOBAHHOW CUCTEMbl  YrpaBneHus),
paspabatbiBaemonn ¢ ydetom [OCT 34.201 "WHdbopmaumoHHasi TexHomnorusi. Komnnekc cTaHgapToB  Ha
aBTOMATU3MPOBaHHbIE  CUCTEMbI. Bugbl, KOMNNEKTHOCTb K oOO3HAa4YeHWe [OOKYMEHTOB MpU  CO34aHuK
aBTOMaTU3MpoBaHHbIx cuctem" (ganee - FOCT 34.201) n ctaHgapToB OpraHv3auum.

14.2. PaspaboTka 3SKchfyaTauMoOHHOM OOKYMEHTauuu Ha CUCTeMY 3aluTbl aBTOMAaTU3MPOBAHHOW CUCTEMBI
ynpaBneHus OCyLecTBNsSeTCAa MO pes3ynbTataM MPOEeKTUPOBaHMS B COOTBETCTBMM C TEXHWYECKMM 3ajaHneM Ha
co3gaHve (MogepHU3aumio) aBTOMaTU3NPOBaHHOW CUCTEMbI YyNpaBreHns n (MnuM) TexXHUYeckuM 3agaHvem (4acTHbIM
TEXHUYECKUM 3aaHNEM) Ha CO3[4aHMe CUCTEMbI 3aLUUTbl aBTOMaTU3NPOBAHHOW CUCTEMBI YNpaBreHus.

OkcnnyaTauMoHHast OOKYMeHTauusi Ha CcUCTeMy 3aliuMTbl  aBTOMATU3MPOBAHHOW CUCTEMbl  yrNpaBleHus
paspabatbiBaeTcs ¢ ydetom [OCT 34.601, TOCT 34.201, TOCT P 51624 n cTtaHOapTOB OpraHvM3aunn 1 4OIDKHA B TOM
yncne cogepxatb OMMCaHue:

CTPYKTYpbl CUCTEMBI 3aLLUTHI aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBMEHNS;

cocTaBa, MEeCT YCTaHOBKW, NapaMeTpoB W Mnopsiaka HACTPOMKM CpeacTB 3aluTbl MHAOpMauuu, NporpaMMHOro
obecneyeHns N TEXHUYECKUX CPEACTB;
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nHdopmauum B...

npasui akcnjiyataumm CUCTeEMbI 3aLLUUTDI aBTOMaTVI3VIpOBaHHOl7I CUCTEeMbI yrnpaBrieHus.

BHegpeHue cuctembl 3aLmMTbl aBTOMaTU3MPOBAHHOW CUCTEMBI
ynpaBsneHusi u BBOS €€ B AeiCTBME

15. BHeaopeHune cucTembl 3aliMTbl aBTOMaTU3MPOBAHHOW CUCTEMbI YMPaBMEHUS OPraHU3yeTcsl 3aka3yuMkoM WU
OCyLLeCTBMseTCa pa3paboTymKoM 1 (Unn) onepaTopom.

BHeapeHue cucteMbl 3awnTbl aBTOMATU3MPOBAHHOW CUCTEMBI YIPaBIEHNS OCYLLECTBMNSAETCA B COOTBETCTBUMU C
NPOEKTHOW 1 3KCNIyaTaLlMOHHOW JOKYMEHTaunen Ha cuctemMy 3awmTbl MHPOpMaumMM aBTOMaTU3NPOBAHHOW CUCTEMBI
yrnpaBneHus 1 B TOM Yuche BKIYaeT:

HacTpomnky (3agaHve napameTpoB MpOrpamMMnpoBaHMsl) MporpammHoro obecneyeHus aBTOMaTU3MPOBAHHON
CUCTEMbI yrpaBrneHus;

pa3paboTky AOKYMEHTOB, OnNpeAensaowmx npasmna 1n npouenypbl (MOMAUTUKK), peanu3dyemMble onepaTopom Ans
obecneyeHns 3awwmnTbl MHOOPMaLMN B aBTOMaTU3MPOBAHHOW CUCTEME YNpaBneHnsa B X04e ee aKkcnnyatauun (ganee -
OpraHM3aunMoHHO-pacnopsaanTenbHbIE AOKYMEHThI MO 3alumTe nHdopmaumn);

BHEJPEHWEe OpraHn3aLUoHHbIX Mep 3aLlUMTbl MHopMaLuuu;

YCTaHOBKY WU HAaCTPOWNKY CPeACTB 3aLinTbl MHAOpMaL M B aBTOMaTU3MPOBaHHOW CUCTEME yrpaBeHus:;

npeaBapuTenbHbIe UCTIbITAHUA CUCTEMbI 3aLLMTbl aBTOMaTU3MPOBaHHOW CUCTEMBI YIPaBreHNs;

OMbITHYIO 3KCMyaTauuio CUCTEMbI 3aLLUTbl aBTOMATU3MPOBAHHOW CUCTEMBI YNpaBIeHNs;

aHanus ysa3sMMOCTeN aBTOMaTU3NPOBAHHOW CUCTEMbI YNPaBNEHUA N MPUHATUE MEP MO UX YCTPaHEHWIO;

NMPUEMOYHbIE UCMBITAHWNS CUCTEMBI 3aLLMTbl aBTOMaTU3MPOBaHHOW CUCTEMbI yNpaBMeHus.

15.1. HacTpoiika (3agaHve napameTpoB NporpaMMMpoBaHns) NporpamMmmMHoOro obecneyeHms aBToMaTuampoBaHHON
CUCTEMbI ypaBrneHus JOMKHa OCYLLECTBNATLCA B COOTBETCTBUN C MPOEKTHOW M 3KCMNNyaTauMoOHHON JOKYMEHTaumnen Ha
aBTOMAaTU3MPOBAHHYI0O CUCTEMY ynpaBneHuss u obecneumBaTb KoHdUrypaumio nporpammHoro obecneyeHus u
aBTOMaTU3MPOBAHHOW CUCTEMBbI B LIEMOM, MPU KOTOPOW MUHUMU3MPYIOTCH PUCKA BO3HUKHOBEHWUS YA3BUMOCTEN MU
BO3MOXHOCTM peanunsaumm yrpo3 6e3onacHoCcTn MHopmaLuuu.

15.2. PaspabaTtbiBaemble OpraHu3auMOHHO-pacnopsanTenbHble AOKYMEHTbl MO 3awuTe MHOopMauun AOMKHbI
onpegenaTb Npasuna u npouenypbl (MONNTUKN):

peanu3aunii oTaeNbHbIX Mep 3alnTbl MHOPMaLMM B aBTOMaTU3NPOBAHHOW CUCTEME YMPaBNeHNs B pamkax ee
CUCTEMbI 3aLLUThI;

NNaHMpoBaHWUA MeponpuATMA No obecrneyeHnio 3awmTbl MHoOpMauMnm B aBTOMaTU3MPOBAHHON CUCTEME
yrpaBreHus;

obecneyeHuss OeWCTBUA B  HewTaTHbIX  (HempedBUMAEHHbIX) CUTyauusx B Xode  JKcnnyaTauum
aBTOMaTU3MPOBaHHOW CUCTEMBI YNIPaBAEHUS;

NHOPMUPOBaHKSA 1 0OyYeHMS NepcoHana aBTOMaTU3MPOBaHHOWM CUCTEMbI YNPaBMeHUs;

aHanm3a yrpo3 6e3onacHoOCTM MHOpMauuM B aBTOMAaTU3MPOBAHHOW CUCTEME YMpPaBfEHUs U PUCKOB OT MX
peanuvsaunu;

ynpaenexHnss (agMUHUCTPUPOBaHWSA) CUCTEMOW  3aliMTbl  MHMOpPMauuM  aBTOMAaTU3MPOBAHHOW  CUCTEMBI
ynpaBneHus;

BbISABIIEHNS WHUMAEHTOB (OAHOrO COBLITUA MW rpynnbl coBbITUA), KOTOpble MOryT NPMBECTU K CBOSM  Mnu
HapyLweHWo (PYHKUMOHMPOBAHNS aBTOMATU3UPOBAHHOW CUCTEMbl yMnpaBneHus W (M) K BO3HUMKHOBEHMWIO Yrpo3
6e3onacHoCcTM nHdopmMaumm (ganee - MHUMAEHTHI), U pearnpoBaHus Ha HUX;

yrnpaBreHns KoHdurypaumen asToMaTM3NPoOBaHHON CUCTEMbI YNPaBEHNSA N ee CUCTEMbI 3aLLUThI;

KOHTpONs (MOHUTOPUWHra) 3a obecnevyeHremM ypoBHS 3aLUMLLEHHOCTN aBTOMAaTU3NPOBAHHOW CUCTEMbI YpaBneHns;

3alMTbI MHOPMaLUK NpU BbIBOAE U3 SKCNyaTauumM aBTOMaTU3MPOBaHHOW CUCTEMbI YIPaBAEHUS.

OpraHu3aunoHHO-pacnopaanTenbHble AOKYMEHTbl NO 3almte uHdopmaumm MoryT paspabaTtbiBaTbCs B Buae
OTAEerNbHbIX JOKYMEHTOB OMnepaTopa unun B pamkax obLuen nonutnku obecneveHns mHgpopmalmoHHok GesonacHoCTU B
cnyyae ee paspabotkm no FOCT P MCO/M3K 27001 "WMHdopmaumoHHas TexHomnornsi. MeTtogobl u cpepcTtsa
obecneueHmnsa 6esonacHocTn. CMCTeMbl MeHeaXMeHTa nHdopmaumoHHon 6esonacHocTu. TpeboBaHus".

15.3. lNpn BHeAPEHUN OpraHM3aLMOHHbIX MepP 3aLlMTbl MHOPMAaLUK OCYLLECTBASIOTCA:

BBEAEHME OrpaHMyYeHW’n Ha [OEeWCTBMS  MNepcoHana  (nonb3oBaTenen  (onepaTtopckoro  nepcoHana),
agMuHUCTpaTopoB, obecneuynBalolero nepcoHana), a Tawke Ha YCrnoBWs 3KcnnyaTauuu, U3MeHeHue cocTaBa U
KOHbUrypaumm TeXHUHECKMX CPEACTB U NporpamMmmMHOro obecneveHus;

peanusaums npaBui pasrpaHNUyYeHns OOCTyna, perfnameHTUpyloWMX MpaBa [ocTyna cyObekToB Joctyna K
obbekTam gocTyna;

npoBepKa MOSIHOThLI U AeTarbHOCTU OMUCaHUsA B OPraHU3auMOHHO-PaCMoPSAAUTENbHBLIX OOKYMEHTax Mo 3almTte
WHdopMauMM OEeNCTBMI MepcoHana aBTOMaTU3MPOBaHHOW CUCTEMbI ynpaBreHus, HamnpaBneHHbIX Ha obecneyeHune
3aWwunTbl MHOPMaLMK;

oTpaboTka MpaKTUYeCcKMX AEWCTBUIA LOIMKHOCTHBLIX MWL, M noapasgeneHuidi, obecneynBalolMx IKChnyaTauuo
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[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

aBTOMaTU3NPOBAHHOM CUCTEMBI YNPaBMeHUs 1 3aLLMTy MHopMauuu.

15.4. YcTaHoBKa 1 HacTporka cpeacTB 3almThl MTHOPMAaLUK OCYLLECTBISIETCA B Criyvasix, eCfin TakMe cpencrsa
HeobxoouMMbl Ansi OnokuMpoBaHus (HerWTpanu3auumn) yrpo3 6es3onacHoOCTM UWHOpMaLnUWU, KOTOPble HEBO3MOXHO
UCKIIOYNTL HACTPOWMKOM (3agaHMeM napamMeTpoB) nNporpammHoro obecneyeHuss aBTOMaTU3UPOBAHHOW CUCTEMBI
ynpasneHus n (unu) peanunsaumein opraHn3aumMoHHbIX Mep 3alLmTbl MHpopMaLmn.

YcTaHoBKa 1 HacTporika CpeacTB 3aluTbl MHOPMaLMU B aBTOMaTU3MPOBAHHOW CUCTEME YrpaBneHus OOIKHa
NPOBOAUTLCA B COOTBETCTBUMM C 3IKCMyaTauUMOHHOW AOKYMeHTauuMen Ha cuctemMy 3aluTbl aBTOMaTU3MPOBAHHOM
CUCTEeMBbI YNpaBrieHnsa N AOKYMeHTaunen Ha cpeacTBa 3alnTbl Hopmaumn.

[Mpn aTOM ycTaHOBKa WM HacTpouka CcpeacTB 3awuTbl WHGOpmaumM JofmkHa obecnedrBaTb KOPPEKTHOCTb
PYHKLUNOHNPOBAHUA aBTOMaTU3NPOBAHHOW CUCTEMbl YNPaBfeHUA U COBMECTUMOCTb BbIOpaHHbIX CPEeACTB  3aluuTbl
nHOpMaLMM C MNporpaMMHbIM OoBecrnevyeHvemM W TexXHWYECKMMM CcpeacTBamMu  aBTOMaTU3UPOBAHHOW  CUCTEMbI
ynpaBereHus. YCTaHOBMEHHble W HAaCTpPOEHHble CpeAacTBa 3aluTbl  MHGOPMaUUM He [OOMKHbl  OKasblBaTb
OTpULATENBHOIO BANAHWUSA Ha LUTATHBIA PEXUM (DYHKLWOHUPOBaAHUSA aBTOMaTU3NPOBaHHOW CUCTEMBI YrpaBneHNs.

15.5. MNpepBapuTenbHble UCMbITAHUS CUCTEMBI 3aLLNTBI aBTOMaTU3NPOBAHHOW CUCTEMbI YNPpaBNeHUs nNpoBOAATCS
¢ yyetoM TOCT 34.603 "NHpopmaumoHHas TexHonorms. Buabl ucnblTaHMn aBTOMaTU3MPOBaHHbLIX cucTem" (ganee -
FOCT 34.603) m cTaH@apTOB oOpraHuM3auun W BKKOYAKT NpoBepky paboTocnocobHOCTM CUCTEMbI  3aLMTbI
aBTOMaTU3NPOBAHHOM CUCTEMbI YNPaBreHUs, a TakkKe MPUHATME peLleHUst O BO3MOXHOCTU OMbITHOW 3KCnyaTauuu
CUCTEMBI 3aLUUTbl aBTOMaTU3NPOBAHHOW CUCTEMbI YNpaBrneHus.

Mo pesynbTaTam npeasapuUTEnbHbIX UCNbITAHWUIA CUCTEMBI 3aLLMTbl aBTOMaTMU3UPOBAHHOW CUCTEMbI YynpaBreHus
MOryT pa3pabaTbiBaTbCa MpeasiokeHnss MO KOPPEKTUPOBKE MPOEKTHbIX PELUEHWA MO aBTOMaTU3MPOBaHHOW CUCTEME
ynpaBneHus u (unu) ee cucteme 3auThbl.

15.6. OnblTHag akcnnyaTauus CUCTEMbl 3alUTbl aBTOMATU3UPOBAHHOW CUCTEMbI YNpaBeHWs NpoBOAUTCHA C
ydyetom TOCT 34.603 n craHgapToOB OpraHvM3auuu u BKIKOYAEeT NPoBeEpKY (PYHKLUUMOHUPOBAHUSA CUCTEMbI 3aluuUTbl
aBTOMaTU3NPOBAHHOW CUCTEMbI YMNpaBrieHUs, B TOM 4YWUCre peann3oBaHHbIX Mep 3aluTbl MHGOpMauuK, a Takke
rOTOBHOCTb MepcoHana aBTOMaTU3NPOBAHHOW CUCTEMbl YNpaBfeHus K SKCnnyatauuMm  CUCTEMbl  3aliuTbl
aBTOMaTU3NPOBAHHOW CUCTEMBI YNpaBreHus.

Mo pe3ynbTatam ONbITHOW 3KCMyaTauny CUCTEMbI 3aLUTbl aBTOMaTU3MPOBAHHON CUCTEMbl YMNpaBAEeHUs MOoryT
paspabaTtblBaTbCs MNPEANOKEeHNs MO KOPPEKTUPOBKE MPOEKTHbIX pPEeLeHNA N0 aBTOMaTU3UPOBAHHOW CUCTEME
ynpasneHus n (unu) ee cucteme 3allUmThbl.

15.7. AHanus yaA3BMMOCTEN aBTOMAaTU3NPOBAHHOW CUCTEMbI YMpaBreHUs MpPOBOAUTCA B LENsX OLEHKU
BO3MOXHOCTW MpPeofOoNieHns HapylimMTeneM CUCTEMbl 3aliuTbl aBTOMATU3MPOBAHHOW CUCTEMbl YyMpaBneHns U
HapyLweHus 6e30nacHoro PyHKLUMOHMPOBaHNS aBTOMAaTU3MPOBAHHOW CUCTEMbI YNPABIIEHNS 3a CYET peanusauumn yrpos
BesonacHocTu MHopMaLun.

AHanu3 ys3BMMOCTEN aBTOMAaTU3UPOBAHHOW CUCTEMbl YMNpaBneHus BKIOYaEeT aHanuM3 ysa3BUMOCTEW CpeacTs
3alWmnTbl  MHpOPMALMKN, TEXHUYECKMX CPEeACTB W NpOorpaMMHOro obecneveHnst aBTOMAaTM3MPOBAHHOW CUCTEMbI
ynpasneHus.

Mpu aHanuse ysa3BMMOCTEN aBTOMaTM3MPOBaHHOW CUCTEMBI YpaBneHNsa NpoBepseTCs OTCYTCTBME YSA3BUMOCTEN
CcpeacTB 3awWuTbl MHAOPMaLUKN, TEXHUYECKMX CPEACTB U MpPOrpaMMHOro obecneyeHnsi, B TOM YUCIE C YYETOM
WHopMaLMK, umetoLLencs y pa3paboTynkoB U NOMYyYEHHOW M3 OpYrnx obLweaoCTynHbIX UCTOYHWKOB, NPaBUNbHOCTb
YCTaHOBKU W HACTPOWMKM CpeacTB 3alunTbl MHPOPMaLMK, TEXHUYECKMX CPEeACTB 1 NPOrpaMMHOro obecneveHuns, a Takke
KOPPEeKTHOCTb paboTbl CPeACTB 3awmTbl UHGOPMaLMM, TEeXHWYECKMX CpeacTB M nporpammHoro obecneyeHus
aBTOMaTU3NPOBAHHOM CUCTEMBI YNPaBMeHUs Npu UX B3aUMOLENCTBUN.

Mo peweHnto 3akasumka Ona NoATBEPXKAEHUS BbIBNEHHbIX YA3BUMOCTENW MOXeT NPOBOAUTLCS TecTUpoBaHWEe
aBTOMaTU3NPOBAHHOW CUCTEMbI YrpaBneHns Ha NMPOHUKHOBEHME. YKa3aHHOe TeCTUpOBaHWE NPOBOAMTCS, Kak MNpaBuIio,
Ha mMakeTe (B TECTOBOW 30HE) aBTOMAaTU3UPOBAHHON CUCTEMbI YNPaBIEeHNS.

B cnyyae BbISIBNEHWS YA3BUMOCTEM B aBTOMATU3MPOBAHHOW CUCTEME YMpaBreHUs, MpUBOAALLMX K
BO3HWKHOBEHWIO [OMOMHUTENbHBIX Yrpo3 ©0e3onacHoOCTM WHGOpMaLMK, NPOBOAMTCA YTOYHEHWe MoAenu yrpos
B6esonacHocTn MHopMauum M Npu HeoBXOAMMOCTU MPUHMMAOTCA AOMOSHUTENbHbIE MEpbl 3alMTbl MHOopMauuw,
HanpaBrieHHble Ha YCTpaHeHMe BbISBNEHHbIX YA3BUMOCTEW WMAWM  UCKMKYaLWmMe BO3MOXHOCTb — 3KCnnyaTauuu
HapyLuMTeneMm BbISBNEHHbIX Y3BUMOCTEN.

AHanuns ya3BMMOCTEN aBTOMaTU3NPOBaAHHOW CUCTEMBI YrpaBneHns NpoBoANTCA O BBOAA aBTOMAaTU3UPOBaHHOW
CUCTEMbI yNpaBrneHus B NPOMbILLIIEHHYIO SKCNyaTaumio Ha aTanax, ornpegenseMbiX 3aka3ynkoM.

15.8. lNpuemoyHble UCNbITaHWSA CUCTEMbI 3aLUUTHl aBTOMATU3NPOBAHHOW CUCTEMbI YNpaBneHNs NpPoOBOAATCH, Kak
npaBumno, B pamMmkax NpPUeMoYHbIX UCMbITaHUA aBTOMaTU3NPOBaAHHOW cCUCTEMbl yrpasneHus B uenoMm c ydyetom [OCT
34.603 n ctaHgapTOB OpraHM3auuu.

B xode npMemouyHbIX UCMbITAHWA OOSPKEH ObiTb MPOBEAEH KOMMEKC OPraHU3auMOHHbIX W TEXHUYECKUX
MEponpUATUI  (UCMbITaHWI), B pe3ynbTaTe KOTOpbIX MOATBEPXKOAeTCs  COOTBETCTBUME  CUCTEMbl  3alUUThI
aBTOMaTU3MPOBaHHOW  CUCTEMbl  yMpaBreHus  TEXHWYECKOMY 3adaHuio  Ha  cosgaHve  (MogepHU3auumio)
aBTOMaTU3MPOBaAHHOW CUCTEMBI YIPaBNEHUS U (UKN) TEXHUYECKOMY 3aaHuio (YacTHOMY TEXHUYECKOMY 3adaHuio) Ha
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CO3[aHune CMCTeMbI 3aLLMTbl aBTOMaTU3NPOBaHHOW CUCTEMbI YNpaBneHus, a Takke HacToawmm TpeboBaHUAM.

B kayecTBe MCXOAHbIX AAHHbIX MPWU MPUEMOYHbIX WUCMBLITAHMAX MCNOMb3YTCA MoAdenb Yrpo3 6e3onacHocTu
WHopMaunn, akT Knaccumkaumm asToMaTM3MpPoBaHHON CUCTEMBI YNIPaBIeHUs, TEXHUYECKOoe 3ajaHue Ha co3fjaHue
(MoaepHn3aLmnio) aBTOMaTU3MPOBaHHOW CUCTEMbI YNPaBneHus U (Mnn) TexHUu4eckoe 3agaHune (4acTHoe TexXHU4Yeckoe
3afjaHve) Ha Cco3fjaHWe CcucTeMbl 3aWwuTbl aBTOMAaTU3NPOBAHHOW  CUCTEMbl  yMNpaBfieHusi, MNPOeKTHas MU
9KCNnyaTauMoHHas  OOKYMEHTauuMsi Ha CcucTeMy  3aliMTbl  aBTOMATM3MPOBAHHOW  CUCTEeMbl  yrpaBreHus,
OpraHv3auMoHHO-pacnopsaauTenbHble AOKYMEHTbl MO  3awute MHopmauun, pesynbTaTbl aHanusa Yys3BMMOCTEN
aBTOMAaTU3MPOBAHHOW CUCTEMbI YNpaBfeHusi, matepuvanbsl nNpeaBapuTenbHbIX W MPUEMOYHBIX WCMbITAHUA CUCTEMbI
3alLMTbl aBTOMaTU3MPOBaHHOW CUCTEMbI YNPaBIeHus, a Takke UHble JOKYMEHTbl, pa3pabaTbiBaemMble B COOTBETCTBUN C
HacToswmMmun TpeboBaHuaMM 1 TpeboBaHUAMN CTaHOAPTOB OpraHv3aunu.

[MpuemoyHble UCMbITaHUA CUCTEMbl 3aluTbl aBTOMATU3UPOBAHHOW CUCTEMbl YNpaBfeHWs MNpPOBOAATCA B
COOTBETCTBMU C NPOrpaMMon 1 METOANKON NPUEMOYHBIX WCMbITaHWN. Pe3ynbTaTbl MPUEMOYHbIX UCMbITAHUA CUCTEMbl
3aWmTbl aBTOMAaTM3NPOBAHHOW CUCTEMbI YNpaBeHns C BbIBOOOM O €€ COOTBETCTBMM YCTaHOBMEHHbIM TpeboBaHUAM
BKIOHAKOTCH B aKT NPMEMKU aBTOMAaTMU3NPOBAHHOW CUCTEMbI YNPaBIeHWs B 3KCnnyaTaumio.

Mo peleHuio 3akas3ynka MOATBEPXKAEHWE COOTBETCTBMS CUCTEMbl 3alUWTbl aBTOMaTU3MPOBAHHOW CUCTEMBbI
yrnpaBneHus TEXHUYECKOMY 3a4aHuio Ha cosfjaHve (MOAepHW3auuio) aBTOMaTU3MPOBAHHOM CUCTEMbI YMpaBreHns U
(M)  TexHmyeckoMy 3afaHuio  (YacTHOMY  TeXHMYecKOMy  3aJaHuio) Ha  cosjaHue  CUCTEMbl  3aluTbl
aBTOMAaTU3MPOBAHHOW CUCTEeMbl YNpaBneHus, a Takke HacToswmm TpeboBaHMAM MOXET MpoBOAUTBCA B dopme
aTTecTauum aBToMaTM3MpPOBaHHOW CUCTEMbI YIPaBNeHUs Ha COOTBeTCTBME TpeboBaHNAM Mo 3awimTe uHdopmaumn. B
3TOM cfny4vae Ansd NpoBeAeHVs aTTecTauuMm MNPUMEHSIOTCA HauMoHanbHble CTaHdapTbl, a Tawkke MeToAuYeckue
aokymeHTbl PCTIK Poccum <*>.

<*> PagpaboTaHHble PCTOK Poccum B cooTBeTCTBUM C NognyHKTOM 4 nyHkTa 8 MNonoxeHus o depepanbHom
cnyx6e no TEXHNYECKOMY M SKCMIOPTHOMY KOHTPOIK, YTBEPXAEHHOro Yka3om MNpesnaeHta Poccuickon Pepepaummn ot
16 aBrycta 2004 r. N 1085.

BBog B AenictBMe aBTOMAaTU3MpPOBAHHOM CUCTEMBbI ynpaerneHus ocywectenserca ¢ ydetom [OCT 34.601,
CTaHAapTOB OpraHM3auun 1 Npu NONOXMUTENBHOM 3aKMoYeHnn (BbIBOAE) B akTe MPUEMKM O COOTBETCTBMM €€ CUCTEMbI
3alUNTbl yCTAHOBMNEHHbLIM TpeOOBaHNAM K 3aLumUTe UHopMauum (Mnv NpyM HanNnU4MKu aTtTectata CoOoTBETCTBMS).

Ob6ecneyeHune 3aWwnTbl MHOpMaLMK B Xo4e 3KcnyaTauum
aBTOMaTU3MPOBAHHOW CUCTEMbI YNpaBneHus

16. ObecneyeHne 3awWwmTbl MHAOPMaLMK B Xo4e IJKChnyaTauum aBTOMaTU3MPOBAHHOW CUCTEMbI YNpaBreHus
OCYLLECTBMAETCA ornepaTopoM B COOTBETCTBMM C 3IKCMMyaTauMOHHOW [OKyMEHTauuehn Ha CUCTEMY 3aliuTbl U
OpraHv3auUMoHHO-pacnopsaanTenbHbIMU AOKYMEHTaMM MO 3awuTe MHopMaLmn 1 BKNoYaeT cneayowme npoueaypsbl:

nnaHvpoBaHWe MeponpuAaTMn no obecneyeHuto 3aluTbl MHGOPMaUMM B aBTOMAaTU3MPOBAHHOW CUCTEME
ynpasneHus;

obecneyeHve [OeWCcTBUA B  HewTaTHbIX (HenpedBWAEHHbIX) CUTyauuMsax B Xxoge  JKcnnyaTtauuu
aBTOMaTU3MPOBaHHOW CUCTEMBI YNPaBAEHUS;

nHdopMUpoBaHme 1 0byveHre nepcoHana aBTOMaTU3MPOBaHHOW CUCTEMbI YNPaBIEHUS;

nepuoguyeckuin aHanma yrpos 6esonacHOCTU MHOpPMauuW B aBTOMaTU3MPOBAHHOW CUCTEME YNpaBreHus u
PWCKOB OT UX peanusauum;

ynpaenexue (aAMUHUCTPUPOBAHME) CUCTEMON 3aLLMTbl aBTOMaTU3NPOBaHHON CUCTEMbI YTpaBReHWs;

BbISIBIIEHNE MHUMOEHTOB B X04e 3KCMfyaTalunm asToMaTu3MpoBaHHON CUCTEMbI YIPaBNEHUS U pearMpoBaHue Ha
HUX;

ynpaBreHne KoHdurypaumen asToMmaTuanpoBaHHON CUCTEMBI YNPaBNEeHUs N €e CUCTEMbI 3aLLMUThI;

KOHTPOSb (MOHUTOPUHS) 3a obecnevyeHnemM ypoBHS 3aLUMLLEHHOCTU aBTOMAaTM3NPOBAHHOW CUCTEMbI YpaBIieHMS.

16.1. B xoge nnaHMpoBaHUSA MeponpuaTUin no obecneyeHuio 3alimTbl MHopMauMM B aBTOMAaTU3NPOBAHHOW
cMcTeMe yrnpasneHus OCyLLEeCTBNSAITCS:

onpegeneHne nuvu, OTBETCTBEHHbIX 3a MIIaHWPOBAHME W KOHTPOMNb MEeponpuATM Mo oBecrneyeHuio 3awuThbl
WH(OPMaLMM B aBTOMATU3NPOBAHHOW CUCTEME YNPaBIeHNs;

pa3paboTka, yTBepXAeHWe W akTyanusauumsi nraHa MeponpuaTuin no obecneyeHuio 3awuTbl MHoOpMauun B
aBTOMAaTU3MPOBAHHON CUCTEME YNpaBeHs;

KOHTPOJ1b BbIMNOMIHEHNS MEPONPUATUIA NO obecneyeHmnio 3almTbl HOPMaLMM B aBTOMaTU3MPOBAHHON cuUcTeMe
ynpasneHus, NpegyCcMOTPEHHbIX YTBEPXAEHHbLIM MIIaHOM.

16.2. B xopge obecnevyeHns OeWCTBUM B HewTaTHbIX (HENpeABWAEHHbIX) CUTyauusax Mpu  aKcnfayatauum
aBTOMaTU3MPOBaHHOW CUCTEMbI YIPaBNEHUS OCYLLEeCTBNSIOTCA:

nnaHWpoBaHWe MeponpuATM No obecneyeHuo 3alWTbl MHGOPMaUMM B aBTOMAaTU3MPOBAHHOW CUCTEME
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yrnpaBneHus Ha criyyar BO3HUKHOBEHUSA HELUTATHbIX (HeNpeaBUAEHHbIX) CUTyauUni;

oby4eHune n oTpaboTka AeNCTBUIA NepcoHana no obecneyenHnto 3awuTbl MHOPMaUUM B aBTOMaTU3NPOBAHHOW
cUCTEME ynpaBreHus B Crlydae BO3HUKHOBEHUS HeLTaTHbIX (HEMPeABUAEHHbIX) CUTYaLniA;

co3faHne anbTepHaTMBHbBIX MECT XpaHeHnsa 1 06paboTkn MHOPMALMN Ha CryYyal BO3HUKHOBEHWSA HEeLUTaTHbIX
(HenpeaBuMAEHHbIX) CUTYaUuW;

pes3epBMpOBaHME MNporpammHoOro obecnedeHusi, TEeXHWYECKUX CPeAcTB, KaHanoB nNepejadvM  OaHHbIX
aBTOMATU3MPOBAHHOW CUCTEMbI YPABNEHUSA HA CIly4Yalh BO3SHUKHOBEHUS HELLTaTHbIX (HenpeaBUAEHHbIX) CUTyaLni;

obecneyeHne BO3MOXHOCTM BOCCTaHOBMEHUS aBTOMaTU3MPOBAHHOW CUCTEMbI yMpaBneHus u (inm) ee
KOMMOHEHTOB B Cflydae BO3HWKHOBEHWSI HELUTATHbIX (HENPEaBUOEHHbIX) CUTYaLWA.

16.3. B xoge wHdopmupoBaHuss ¥ 0BydYeHUs nepcoHana aBTOMAaTU3MPOBAHHOW CUCTEMbl  YyNpaBneHus
OCYLLECTBMAITCS:

nepuognyeckoe WHGOPMMpOBaHME MepcoHana o6 yrpo3ax 6esonacHocTM wHGOpMauMu, O npaBunax
aKchnyaTaumm CUCTEMbI 3aliMTbl ABTOMATU3MPOBAHHOW CUCTEMbI YMNpaBfieHUs W OTAENbHbIX CPeacTB  3awuThbl
MHdopMaLnu;

nepuognyeckoe oby4vyeHne nepcoHana mnpaBunaMm JKcnayaTauuMm cucTeMbl 3awuTbl aBTOMaTU3MPOBAHHON
CUCTEMBI YNpaBneHns 1 OTAENbHbIX CPEACTB 3aLuThl MHAOPMaLUUK, BKMOYAA MpoOBeAEHNE MPaKTUYECKUX 3aHATUA C
nepcoHanom Ha MakeTax Unm B TECTOBOW 30He.

16.4. B xoge aHanu3a yrpo3 6e3onacHOCTU MHGOPMaLMu B aBTOMATU3MPOBAHHOW CUCTEME YMpPaBrieHUs Wt
BO3MOXHbIX PUCKOB OT MX peanun3auum ocyLLeCTBNSATCA:

nepuoanyecknii aHanma ysa3BMMOCTEN aBTOMAaTM3UPOBAHHOW CUCTEMbI YMpaBMEHUS, BO3HMKAKLWMX B XO4e ee
aKkcnnyaTauuu;

nepuoanyecknin aHanuM3 usMeHeHust yrpo3 6GesonacHoCTM WHgopMauun B aBTOMAaTU3MPOBAHHOW cUCTEME
ynpasrneHusi, BO3HUKaOLWMX B XO4E ee aKcnnyaTaumu;

nepuogmnyeckas oueHka NocrneacTBUi oT peanusauumn yrpo3 6e3onacHoCTn MHopmaLmm B aBTOMaTU3MpoBaHHON
cucTeMe ynpaBnieHus (aHanma pucka).

16.5. B xoge ynpaenenust (aMMHUCTPUPOBAHWST) CUCTEMON 3aLMTbl aBTOMaTM3NPOBAHHON CUCTEMbI YNpPaBIeHUs
OCYLLEeCTBMAITCS:

onpegeneHne nuu, OTBETCTBEHHbIX 3a  ynpaBneHne  (agMUHUCTPUMPOBAHME)  CUCTEMOM  3aLuUTbI
aBTOMaTU3NPOBAHHOW CUCTEMbI YNpaBreHus;

yrpaBrneHne YYeTHbIMW 3anuMcsiMu MOMb3oBaTenen W MNOAAEepXaHWe MpaBwuil pasrpaHWyeHust Joctyna B
aBTOMAaTU3MPOBAHHOW CUCTEME YyNpaBlEHUS B aKTyarbHOM COCTOSIHUM;

yrnpaBneHne cpeacTBamm 3awntbl HOPMaLMM B aBTOMAaTM3NPOBAHHOW CUCTEME YMpaBfeHusd, B TOM 4ucne
napameTpaMuM HaCTPOMKW NpoOrpaMMHOro obecrneyeHus, BKMOYas BOCCTaHOBMeHMe paboTocnocobHOCTN CcpeacTs
3aWunTbl MHOPMALUK, FeHepaLmio, CMEHY 1 BOCCTAHOBIEHWE Naponewn;

yrnpaBrneHne OGHOBMEHUsIMM MPOrPaMMHOro obecneyeHus, BKNoYas nporpammHoe obecnedeHne CcpencTs
3alWnTbl MHOpMaL MK, C y4eTOM OCOOEHHOCTEN (PYHKLNOHMPOBAHNS] aBTOMATU3MPOBAHHOM CUCTEMbI YIPaBMEHNS;

LEeHTpanM3oBaHHOE YMpaBfneHNne CUCTEMOW 3almTbl aBTOMATM3NPOBAHHOW CUCTEMbI  yrnpaereHus (mpu
HeobxoQMMocTK);

aHanu3 3aperucTpyMpoBaHHbIX COObITUI B aBTOMATU3NPOBAHHOW CUCTEME  YMNPaBfEHMWs, CBSA3aHHbIX C
©e3onacHoOCTbO MHOPMaLUK (aanee - cobbiTnua 6e3onacHoCTK);

conpoBoXaeHne (PyHKLUMOHMPOBAHUS CUCTEMbI 3aLLUUTbI aBTOMATU3NPOBAHHOM CUCTEMbI YNpaBrneHus B Xode ee
aKcnnyaTaumn, BKIHOYas BedeHMe JKCMIyaTauMOHHOW [OKYMEHTauMM W OpraHM3auyOHHO-pacnopsanTenbHbIX
JOKYMEHTOB MO 3aLmTe nHdopmaumm.

16.6. [1ns BbIABNEHUA UHLMAEHTOB 1 pearnpoBaHns Ha HUX OCYLLECTBASIOTCA:

onpegeneHne nuy, OTBETCTBEHHbIX 3a BbISIBIIEHNE UHUMOEHTOB U pearMpoBaHne Ha HUX;

obHapyxeHue n ngeHTudmkauna MHUMAEHTOB, B TOM YMCne OTKa3oB B 0OCnyxuBaHun, cboes (nepesarpysok) B
paboTe TeXHUYECKMX CpeacTB, NPOrpaMMHOrO obecneyeHnss U CPeacTB 3awuTbl MHOpMauUW, HapyLIEHUA npaBun
pasrpaHuyeHuns JOCTyna, HeMPaBOMEPHbLIX AEACTBUIA Mo cOopy MHOpMaLMK, BHEAPEHNS BPELOHOCHBLIX KOMMbIOTEPHBIX
nporpamm (BUPYCOB) U UHbIX COObLITUI, MPUBOASILLNX K BO3HUKHOBEHWNIO MHUNOEHTOB;

CBOEBpPEMEHHOE MHOPMNPOBAHME NULL, OTBETCTBEHHbIX 33 BbIIBNEHUE MHLUMOEHTOB N pearnpoBaHMe Ha Hux, O
BO3HMKHOBEHUWN UHLUMOEHTOB B aBTOMaTM3MPOBaHHOW CMCTEME YNPaBIieHUS NEPCOHANoM;

aHanu3 MHUWOEHTOB, B TOM Yucne onpeaeneHne UCTOYHUKOB U MPUYMH BO3HMKHOBEHUS WMHUMOEHTOB, a Takke
OLleHKa nx nocneacTeunm;

NNaHUPOBaHWE W TMPUHSATUE Mep MO YCTPAHEHWMH WHLUMOEHTOB, B TOM 4MCMe MO BOCCTaAHOBMEHMIO
aBTOMATU3MPOBaAHHOW CUCTEMbI YMpaBfeHUs B Clyvyae oOTkasa B OOCnyXvBaHMM wmnu nocne cboeB, YCTpaHEHUIO
NoCrneaCcTBMI HapyLIeHUs1 MpaBuIl pas3rpaHWyeHns OOoCTyna, HenpaBOMEpPHbIX AEeWCTBUMM no cbopy wHbopMaumu,
BHEAPEHMS BPEOOHOCHbBIX KOMMbIOTEPHbLIX NPorpamMm (BMPYCOB) U WMHbIX COOLITUIA, NPUBOAALMX K BO3HUMKHOBEHUIO
WHUNOEHTOB;

nnaHMpoBaHWe N NPUHATNE Mep MO NPeaoTBPaLLEHNIO MOBTOPHOIO BO3HUKHOBEHUS NHLINMOEHTOB.
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16.7. B xoge ynpaBneHus KOHUrypaumen aBToMmaTnanpoBaHHON CUCTEMbI YNpaBneHuss U ee CUCTEMbl 3aLluThbl
OCYLLLeCTBNSAOTCS:

noagepxaHne KoHUrypaumm asBToMaTU3MPOBAHHOW CUCTEMbI YNPaBreHUss U ee CUCTEMbI 3alnTbl (CTPYKTYpbI
CUCTEMBI 3aLUTbl aBTOMaTU3NPOBAHHOW CUCTEMbI YNPaBMeHNsl, COCTaBa, MECT YCTAHOBKM W MapaMeTpOB HACTPOWKM
CpeacTe 3aluTbl MHOpMaUuKM, NPorpaMMHOrO obecrneyeHus U TEXHUYECKUX CpPeAcTB) B COOTBETCTBMM C
3KCMyaTaumMoHHOW JOKYMEHTaUMEN Ha CUCTEMY 3aLnThl (nogaepkaHue 6a3oBor KOHPUIypaLmMm asToMaTampoBaHHON
CUCTEMbI YNPaBMEHUSA U €€ CUCTEMbI 3aLLUThl);

onpegeneHne nvu, KOTOPbIM paspelleHbl OEeWCTBUSA MO BHECEHWIO M3MEHeHun B 0as3oBylo  KoHWrypauuio
aBTOMaTU3NPOBAHHOM CUCTEMbI YNPABMEHUS U €€ CUCTEMbI 3aLLMUTbI;

pernameHTaumst U KOHTPOSfb TEXHMYECKOro OoOCnyxuBaHWsi, B TOM YuCNEe OUCTAHUUOHHOrO (y4aneHHoro),
TEXHUYECKUX CPEACTB U NMPOrpaMMHOro obecnevyeHns aBTOMaTU3MPOBaAHHOM CUCTEMbI YPaBNEHUS;

yrnpaBrneHne naMeHeHusaMmn 6a3oBor KoOHUrypaumMm aBToMaTU3MPOBAHHOM CUCTEMbI YNPaBIEHUs U ee CUCTEMbI
3almMThl, B TOM 4uUcrnie onpefeneHve TUMOB BO3MOXHbIX M3MEHEeHW ©as3oBOW KOHdMrypauum aBTOMaTU3MPOBaHHOMW
CUCTEMbI YNPaBMeHNs N ee CUCTEMBbI 3aLUWTbI, CaHKLUMOHUPOBAHME BHECEHUS M3MEHeHMn B 0as3oByl KOHMMrypauuio
aBTOMATU3NPOBAHHOW CUCTEMbI YMNpaBfieHUst U1 €€ CUCTEMbI 3aluTbl, JOKYMEHTUPOBAHUE OENCTBUA MO BHECEHWUIO
U3MeHeHUn B 0as3oByld KOHGUrypauuio aBTOMATU3MPOBAHHOW CUCTEMbI YMNpPaBfeHUS U €€ CUCTEMbl 3allUuThbl,
COXpaHeHVe AaHHbIX 00 W3MeHeHusiXx 0a30BON KOH(Urypaumv aBTOMATU3MPOBAHHOM CUCTEMbI YMNpaBneHus un ee
CUCTEMbI 3aLUUTLI, KOHTPOMNb OEWCTBUA MO BHECEHWUIO M3MEHeHUN B 0a3oByk KOHUIypauuio aBTOMaTM3UPOBAHHON
CUCTEMBbI YNPaBeHUs N ee CUCTEMbI 3aLUThI;

aHanuM3  MoTeHUManbHOro  BO3AEWCTBMS  MMIaHMPYEMbIX  M3MeHeHuMn B 0asoBoM  KOHdUrypaumm
aBTOMATU3NPOBAHHOM CUCTEMbI YMpaBfeHMs U ee CcucTemMbl 3awuTbl Ha obecneyeHne ee 6e3onacHOCTH,
BO3HMKHOBEHME [OMOSIHUTENbBHBLIX Yrpo3 Ge3onacHoCcTn nHpopMaumm M paboTocnoCOBHOCTL aBTOMAaTM3UPOBAHHON
CUCTEMBI YNpaBneHus;

onpeferneHne napameTpoB HACTPOWKM MPOrpaMMHOrO obecrneveHusi, BKIOYas nporpaMmHoe obecneyeHue
CpencTB 3alWnTbl MHOPMaL MK, cocTaBa M KOHUIypauum TEXHUYECKUX CPEeACTB W NporpamMHoro obecneyeHust Oo
BHECEHUSI M3MEHEHUI B 6a30BYyI0 KOHpMrypaumio aBTOMaTU3MPOBaHHOW CUCTEMbI YIPaBNEHUSA U €€ CUCTEMbI 3aLUUThI;

BHeCeHue nHdopmaunn (gaHHbIX) 06 M3MeHeHusx B 6a3oBoOW KOHGUrypaumum aBTOMaTU3UPOBAHHOW CUCTEMBI
yrnpaBneHus N ee CUCTEMbl 3aluTbl B IKCMSyaTALMOHHYH [OKYMEHTaUMI0O Ha CuUcTemy 3awmtbl UHopmaumm
aBTOMaTU3NPOBAHHOW CUCTEMbI YNpaBreHus!.

16.8. B xoae koHTpons (MOHUTOPUHra) 3a obecrneyeHMeM YPOBHS 3aLUULLIEHHOCTM aBTOMATU3MPOBAHHOM CUCTEMBI
yrnpasreHns OCyLLeCcTBNATCA:

KOHTPOMb 3a coObITMAMKU 6e30NacHOCTU 1 AENCTBUSIMM NepcoHana B aBToMaTu3MpoBaHHON CUCTEME YNpaBreHUS;

KOHTPOMb (aHanu3) 3alueHHOCTU uHdopMauun, obpabaTbiBaemMon B aBTOMaTM3NPOBAHHOW CUCTEME
yrnpaBneHus, ¢ y4eToM 0CobeHHOCTEN ee OYHKLMOHUPOBaHUS;

aHarnus 1 oueHka (PyHKLUMOHMPOBAHWSA CUCTEMBI 3aLLUTbl aBTOMaTU3MPOBaHHON CUCTEMbI YMNpaBreHusl, BKMYas
BbIiBNEHWe, aHanu3 U ycTpaHeHWe HedoCTaTKoB B (PYHKUWMOHMPOBAHUM CUCTEMbI 3aliuTbl aBTOMaTU3UPOBaHHON
CUCTEMBI YNpaBreHus;

OOKYMEHTUpPOBaHME npouedyp W pe3ynbTaToB  KOHTpons (MOHMTOpuHra) 3a obecrnedyeHunem  ypOBHS
3aLUMLLIEHHOCTM aBTOMATU3MPOBAHHOW CUCTEMBI YIPaBIEHUS;

NPUHATUE peLLeHus Mo pes3ynbTaTtaM KOHTPONA (MOHMTOPWUHra) 3a obecrnedyeHMeM YpPOBHS  3aALUULLIEHHOCTU
aBTOMAaTU3MPOBAHHOW CUCTEMbI YNPaBNeHMs 0 HeobXxoaMMOCTKU nepecmoTpa TpeboBaHUM K 3alymTe MHGOpMauMn B
aBTOMAaTU3MPOBAHHOW cUcTeME yrnpaBneHus 1 gopaboTtke (MogepHM3aUnn) ee CUCTEMbI 3aLLUTbI.

O6ecneyeHure 3alLmMTbl MHOpPMaLIMK NPY BbIBOAE U3 3KCMNyaTauun
aBTOMaTM3MPOBaHHOW CUCTEMbI YNpaBrieHus

17. ObecneyeHne 3awmTbl WHGOPMaLMM MpU BbIBOAE M3 3KCMfyaTauMum aBTOMaTU3MPOBAHHOW CUCTEMbI
yrpaBreHus OCyLLECTBMNSIETCA ONepaTopoM B COOTBETCTBMM C SKCNITyaTaLMOHHOW OKYMEHTaLMEN HA CUCTEMY 3aLLMThbI
aBTOMATU3MPOBAHHOW CUCTEMbI YMPAaBMEHUA W OpraHU3aLMOHHO-PacnopsiAMTENbHbIMA OOKYMEHTaMM MO  3awuTe
MH(OPMAaLMM U B TOM YMCIIE BKITHOYaET:

apxmBMpoBaHue MHopMaLun, coagepKallencs B aBTOMaTU3MPOBaHHOW CUCTEME yrpaBrneHus:;

YHUYTOXEHWE (CTUPaHME) AaHHbIX Y OCTAaTOMHOM MHGOPMAaUMM C MaLLUMHHBIX HOcuTenen uHdopmauun u (1nm)
YHUUYTOXEHNE MaLLUMHHBIX HOCUMTEeNnen nHpopmaumn.

17.1. ApxuBupoBaHMe WHopmMaunn, coaepxallerics B aBTOMaTU3MPOBAHHOW CUCTEME YNpaBneHud, AOMKHO
OCYLLECTBMATLCA NPU HEOOXOAMMOCTU AaNbHENLLErO NCNONb30BaHNS MHOPMaLMK B AeATeNbHOCTH onepaTopa.

17.2. YHNUYTOXEHUE (CTMpPaHUE) AaHHbIX U OCTATOYHOM WMH(OpMauUMM C MaLLMHHBbIX HOCUTENnewn MHopMaLmm
npon3BoOAMTCA Npu HeobxoauMOCTW nepedadyn MalUMHHOIO HocuTens uHopMauuu ApyroMmy nonb3oBaTento
aBTOMaTU3MPOBaAHHOW CUCTEMbI YMPaBMEHUS UMW B CTOPOHHWE OpraHu3aumMm Ons  pemMoHTa, TEeXHUYECKOro
obcnyXnBaHUs UNN AanbHENLIEro YHUHTOXEHNS.

KoHcynbTanTlNKoC

www.consultant.ru Crpanuua 11 u3 34
HaeXHas npaBoBas noaaepXxkKa



http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas ®CTIK Poccuu ot 14.03.2014 N 31

(pea. ot 23.03.2017)

"06 yTBepxaeHnn TpeboBaHuii K 06eCneUYeHNIO 3aLUUTbI
nHdopmauum B...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

Mpv BbIBOOE ABTOMATU3MPOBAHHOW CUCTEMbl YMpPaBfieHUst M3 9KCniyaTauuyM NpoU3BOAUTCS YHUUTOXEHUE
MaLLUMHHbIX HOCUTENen MHopMaLUK, COAepPKaLLMX SHEPTOHE3aBUCUMYIO MaMSITh.

Ill. TpeboBaHus kK MepaM 3aLLmTbl MHOpMaLUn
B aBTOMaTU3NPOBAHHOW CUCTEME YNpaBrieHns

18. OpraHu3auMoHHblE N TEXHUYECKME Mepbl 3alUMTbl MHOpMauun, peannsyemble B aBTOMaTU3MPOBAHHON
CMCTEME YMNpaBlieHNs B paMKax ee CUCTEMbI 3aLLMThbI, B 3aBUCUMOCTM OT Krnacca 3allueHHOCT, yrpo3 6e3onacHocTy
WMHpopMaLMn, UCMONb3YEMbIX TEXHOMOTMA W  CTPYKTYPHO-QYHKUMNOHAMNBHBLIX XapakKTEPUCTUK aBTOMaTM3NUPOBAHHON
CUCTEMbI ynpaBrneHus n ocobeHHOCTeN ee PyHKLMOHMPOBaHUS AOIMKHbI 06ecneynBaTh:

naeHTUdrKaLmMio 1 ayTeHTMdmrKaLumo cybbeKTOB AOCTyNa U 0GBbEKTOB JOCTYNa;

yrnpaBreHne A40oCTynom cyObeKTOB foCTyna k obbekTaM JOCTyna;

orpaHu4eHne NporpaMMHON Cpeabl;

3aLMTy MaLUMHHBLIX HOCUTEenen nHopmarmu;

perncrTpaumo cobbiTuii 6e3onacHoCTy;

aHTUBUPYCHYIO 3aLUnTy;

0o6HapyXeHue (NpeaoTBpaLleHNE) BTOPXKEHNI;

KOHTpPOIb (aHanu3) 3aluLeHHOCT! nHdopmaLmu;

LLeNoCTHOCTb aBTOMATU3MPOBaHHOW CUCTEMBI YPaBNeHUA 1 MHoOpMaLnK;

OOCTYMHOCTb TEXHNYECKMX CPeAcCTB 1 MHpopmauuu;

3alWmMTy cpeabl BUpTyanu3aumu;

3aLUMTY TEXHUYECKUX CPEACTB 1 06opyaoBaHUS;

3alUMTy aBTOMaTU3MPOBaAHHOW CUCTEMbI U €€ KOMMOHEHTOB;

Ge3onacHyto pa3paboTKy NpMKNaaHoro 1 cneumnansHOro NporpaMmmHoro obecneveHus;

ynpaBneHne 0GHOBMEHUSIMU NPOrpamMmMHOro obecneyeHus;

nnaHMpoBaHne MepoNpUATMI No obecneyeHnto 3aWwnTbl MHOPMaLMK;

obecneyeHne AeCTBMIA B HELUTATHbIX (HEMPEeABUAEHHbIX) CUTYyaLUSX;

nHopMmnpoBaHme n obyyeHne nepcoHana;

aHanm3 yrpo3 6e30nacHocTV MHopMaLMn 1 PUCKOB OT UX peanusaunu;

BbISIBITIEHNE UHLWMAEHTOB U pearnpoBaHne Ha HUX (ynpaBrneHne MHUnAeHTamu);

yrnpaBneHne KoHdUrypaumen aBTomaTM3anpoBaHHON CUCTEMBI YNPaBIEHNS N €€ CUCTEMbI 3aLLMUTHI.

CoctaB mep 3awmTbl MHopmMauum M ux GasoBble HabOpbl AMNs COOTBETCTBYHOLUMX KMACCOB 3aLUMLLEHHOCTU
aBTOMaTU3MPOBAHHbBIX CUCTEM yrpaBneHust npueeaeHsl B npunoxeHun N 2 k HacTosawmm TpeboBaHMAM.

18.1. Mepbl nNo mageHTUdUKAUUM K ayTeHTUdUKaumMm CcybbekToB JocTyna W OBbekToB [AoCTyna AOMKHbI
obecneunBaTb NPUCBOEHNE CyObEKTaM N 0ObeKkTaM AOCTyna YHMKanbHOro npusHaka (MaeHTudumkaTopa), cpaBHeHue
NnpeabsaBnsAeMoro cyobLekTom (06bEKTOM) [OCTyNa MAEHTUdUKATOPa C NEPEYHEM NPUCBOEHHBLIX WAEHTUMKATOPOB, a
Takke MNPOBEPKY MpPUHAONEXHOCTM CcyObekTy (0ObekTy) Q[ocTyna npeabsiBIEHHOIO UMM uaeHTMdMKaTopa
(noaTeepXxaeHne NOANMHHOCTY).

18.2. Mepbl MO ynpaBneHuto OOCTYyNnoM CyObEKTOB AoCTyna K obbektam [JocTyna [OmkHbl obecneudnBaTb
ynpaBneHue npasamMu u npuBunernaMn cybbekToB AocTyna, pasrpaHmyeHme AocTtyna cybbekToB goctyna kK obbekram
[OCTyna Ha OCHOBE COBOKYMHOCTW YCT@HOBMEHHbIX B aBTOMATU3MPOBAHHOW CUCTEME yMNpaBfeHus npasun
pasrpaHMyeHuns 4OCTyna, a Takke obecneynBaTb KOHTPOMb COBNOAEHMS 3TUX MpaBuIT.

18.3. Mepbl Mo OrpaHNYeH1Io NPOrpamMMHON cpefbl AOMKHbI obecneunBaTb YCTaHOBKY M (MUNM) 3anycK TOJSBKO
paspeLlleHHOro K MCMonb30BaHMI0O B aBTOMAaTM3UPOBAHHOW CUCTEME YMpaBrieHWs nporpammHoro obecrnedeHus wnm
UCKMNoYaTb BO3MOXHOCTb YCTAHOBKM WM (MNK) 3anycka 3anpeLLieHHOro K WCMoMb30BaHWI0O B aBTOMaTU3NpPOBaHHOW
cucTemMe ynpasneHus NnporpaMmHoro obecneveHus.

18.4. Mepbl Mo 3awMTe MaWNHHBLIX HocuTenen uHdopmaumm (cpeactea obpaboTkM (xpaHeHwust) uHdopmaumu,
CbEMHbI€ MaLLWNHHbLIE HOCUTENN MHAOPMAaLMKN) LOIDKHBI UCKI0YaTb BO3MOXHOCTb HECaHKLMOHUPOBAHHOIO AocTyna K
MaLLMHHBIM HOCUTENAM U XPaHSALLENCS Ha HUX MHpopMaumn, a Takke HECaHKLMOHUPOBAHHOE NCMONb30BaHNE CbEMHbIX
MaLUMHHBIX HOCUTEenen nHpopmaumu.

18.5. Mepsbl no pernctpaumm cobbituin 6e3onacHOCTU AomkHbI obecnevmBaTtb c6Op, 3aNMCb, XpaHeHne Uu 3aluTy
UHpopmaumm o cobbiTuax Ge3onacHOCTM B aBTOMATU3MPOBAHHOW CUCTEME YMpaBfeHus,, a Takke BO3MOXHOCTb
NnpocMoTpa 1 aHann3a MHopmaLmm O Takux CobbITUSX 1 pearMpoBaHUe Ha HUX.

18.6. Mepbl N0 aHTUBMPYCHON 3alUUTe JOIMKHBI 0becneynBaTe OOHapyxeHWe B aBTOMaTM3UPOBAHHOW cUCTEME
yNpaBrneHus KOMMbIOTEPHBIX MNporpamm NMBO MHOW  KOMMbIOTEPHOW WHOpMauuW, npegHa3HadYeHHoW Ans
HECaHKLUMOHNPOBAHHOIO YHUUYTOXEHUS, BITOKMPOBaHUSA, MOAUMDUKALUN, KOMMPOBAHUS KOMMbIOTEPHOW MHOPMaLUn nnm
HeWTpanusauum CpeacTB 3awutbl MHOPMaUMM, a TakkKe pearMpoBaHWe Ha OOHapyxeHue 3TUX MporpaMMm U
WHopmaLnK.

18.7. Mepbl N0 06HapyXeHUto (NpeaoTBPaLLEHMIO) BTOPXEHWUI AOMKHbI obecneyvmBaTb oOHapyxeHne 4ENCTBUN B
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aBTOMATU3MPOBAHHOW CUCTEME YNPaBIIEHNs, HAMPaBMEHHbIX Ha MNPEeLHAMEPEHHbI HEeCAHKLVMOHMPOBAHHbBIN OCTYyN K
MHdopmaLmm1, cneunarnbHble BO3OENCTBUS HA aBTOMaTU3MPOBaHHYIO CUCTEMY yMpaBrneHud u (Mnum) mHdopmauuno B
uensax ee 4OObIBaHWS, YHUHTOXEHMWS, NCKaXKeHNS 1 BNOKMpoBaHWs 4OCTyna K MHpopMauun, a Takke pearMpoBaHue Ha
3TN OEeNCTBUS.

18.8. Mepbl N0 KOHTpoOnto (aHanuay) 3aliMLEHHOCTU MHAOPMauMK OOSMKHbI obecnednBaTb KOHTPOSb YPOBHS
3aLUMLLEHHOCTU aBTOMAaTM3UPOBAHHOW CUCTEMbI YNpaBrieHWst NMyTEM NPOBEOEHUS MEPOMNPUSITUIA MO BbISBIEHUID WU
aHanuay ysi3BMMOCTEN, KOHTPOJII0 YCTAaHOBKUM OOHOBMEHUM NpoOrpaMMHOro obecnedyeHus, cocTaBa MNpPOrpamMmHOro
obecneyeHnst N TEXHUYECKNX CPEACTB U MPaBUITbHOCTU (PYHKLMOHMPOBAHNS CPeACTB 3alUmTbl MHpopMauuu.

18.9. Mepbl No obecneyeHnto LenoCcTHOCTM aBTOMaTU3NPOBaHHOW CUCTEMbI YNPaBeHNs U MHpopMauumn AOMmKHbI
obecneunBaTb ObOHapyxeHWe aKToB HECAHKUMOHMPOBAHHOIMO HapyLlleHus LEenoCTHOCTM  aBTOMaTU3MPOBaHHON
CUCTEMbI yNpaBneHns N COAePXaLLMXCs B HEM AaHHbIX, @ Takke BO3MOXHOCTb BOCCTAHOBIEHWS aBTOMAaTU3MPOBaHHON
CUCTEMbI YNpaBMEeHUS.

18.10. Mepbl no oGecneyeHuto OOCTYMHOCTM TEXHUYECKMX CpeacTB M MHopmaumM OOImkHbl obecneynBaTtb
aBTOPU30OBaHHbLI [OCTYN MnepcoHarna, MMelLero nmnpaBa MO TakoMy [AOCTYynMy K TExXHUWYECKMM CpeacTBam
(MCNONHUTENBbHBIM YCTPOMCTBAM) M MHAOPMaLUK, a Takke [OCTYMHOCTb TEXHUYECKUX CPeAcTB (MCMOMHUTENbHbIX
YyCTPOMCTB) AN BXOOHOW  (BbIXOA4HOW) WHpopmaLuuw, ynpaBnsioLLen (komaHaHON) WHopmaLmK,
KOHTPOIbHO-M3MEPUTENBHOW  MHAOPMALMN, WMHOW  KPUTMYECKM BaXHOW MHGOPMaLMM B LITATHOM  pexume
PYHKLMOHNPOBaHUS aBTOMaTU3NPOBaHHOW CUCTEMbI YNPaBIEHUS.

18.11. Mepbl no 3awmte cpedbl BUPTyanuM3auuu LOSDKHbI WUCKNIOYATb HECAHKUMOHMPOBAHHBLIN [OCTYM K
NHpopmaumm, obpabaTtbiBaeMor B BUPTYarnbHON MHPPACTPYKTYPE, U K KOMMNOHEHTaM BUPTYanbHOM MHPaCTPYKTypbl, a
Takke BO3OENCTBME Ha WHMOPMAaUMIO U KOMMOHEHTbl, B TOM 4uCre K CpeacTBaM YNpaBfeHWs BUPTyanbHOW
WHPACTPYKTYPON, MOHUTOPY BUPTYarbHbIX MawwH (TMNepBu3opy), CUCTEME XpaHEeHWUs OaHHbIX (BKMOYas CUCTEMY
XpaHeHusi obpa3oB BUPTYyanbHOM WHAPACTPYKTYpPbI), CETM Mepefayvn OaHHbIX 4Yepe3 3NEMEHTbl BUPTYanbHOW WUnn
dusndeckon MHAPACTPYKTYpbl, FOCTEBBLIM OMEPALMOHHBIM CUCTEMaM, BUPTyalnbHbIM MalluMHaMm (KOHTelHepam),
CUCTEME WU CETM pENnMKauuMu, TepMUHanbHbIM M BUPTyalnbHbIM YCTPOWCTBaM, a TaKkKe CUCTEME pPe3epBHOrO
KONMUPOBaHMS 1 CO34aBaeMbIM €10 KOMUSM.

18.12. Mepbl MO 3awWnTe TEXHUYECKMX CPEACTB LOMKHbI UCKMHYaTh HECAHKUMOHMPOBAHHBLIM OOCTYM K
CTauMoOHapHbIM TEeXHWYeCKMM cpeacTBaMm, obpabaTbiBaloWwmnM  MHPOPMALMIO, WUCMOMHUTENbHBIM  YCTPONCTBAaM,
cpeacTam, obecneunBaowM PYHKLMOHMPOBaHNE aBTOMaTU3MPOBAHHON CUCTEMbI YNpaBneHus (panee - cpeacrtsa
obecneyeHns PyHKUMOHMPOBAHWS), U B MOMELLLEHMS, B KOTOPbIX OHU MOCTOSIHHO pPacnonoXeHsl, obecrnevvBaTtb 3aLUnUTy
TEXHUYECKNX CPEACTB OT BHELHWX BO3OEWCTBUWA, a Takke 3awuTy uHdOpMauun, NpeacTaBleHHOMW B Buae
MHGOPMATUBHbBIX 3M1EKTPUYECKUX CUrHAMNoB N pmnanvecknx nomnen.

18.13. Mepbl N0 3awmTe aBTOMATU3NPOBAHHOW CUCTEMbI U €€ KOMMOHEHTOB AOMKHbI obecrneuvvBaTb 3aluTy
nHdopmaumm Npu ee nepegade no KaHanam CBA3M, B3auMOLENCTBUN aBTOMAaTU3NPOBAHHOW CUCTEMbI YIPaBNEHUs Wnu
€e OTAeNnbHblX CErMeHTOB C  MHbIMM  aBTOMaTUM3UPOBaHHbIMU  (MHAOPMALUUOHHBIMKM)  cucTeMamm U
MHOPMALIMOHHO-TENEKOMMYHUKALMOHHBIMW CETSIMA MOCPEACTBOM MPUMEHEHUS apXUTEKTYpPbl aBTOMAaTU3MPOBAHHON
CUCTEMbI YNpPaBMEHUS M MPOEKTHbIX PELUEHMN MO ee CUCTEME 3allMTbl, HaMpaBMeHHbIX Ha obecrnevyeHne 3aluThbl
MHdopMaLnu.

18.14. Mepbl no obecneyeHuto 6Ge3onacHoM pa3paboTkM MPUKNAZHOrO WU CneumanbHoOro  MpPorpamMMHOro
obecneyeHuns JomkHbl obecneymBaTth BbiIBNeHWE, aHanu3 n ycTpaHeHne pa3paboTymkoM Ys3BMMOCTEN MPOrpPaMMHOro
obecneyeHns aBTOMaTM3NPOBAHHOW CUCTEMbI YNPaBNeHWs!, ONpeaeneHHOro 3aka34ymkoM, Ha Bcex aTanax (CTaaumsix) ero
pa3paboTku, a Takke KOHTPOIb NPUHUMAEMbIX Mep MO BbISIBIIEHWIO, aHANU3y U YCTPAHEHNIO YSI3BMMOCTEN CO CTOPOHbI
3akas4yumka 1 (Mnm) onepatopa aBTOMaTU3NPOBAHHOW CUCTEMbI YNPaBIEHUS.

18.15. Mepbl No ynpaeneHnto 06HOBNEHMAMM NporpamMmMHoro obecneveHuss JormkHbl obecneymBatb ©esonacHoe
nony4yeHvne, NPOBEPKY U YCTAaHOBKY OOHOBMEHUI NPOrpaMMHOro obecneyeHnss Ha KOMMOHEHTax aBTOMaTU3MpPOBaHHOMW
CUCTEMBI YNPaBeHUs TEXHOMNOMMYECKUMM NPOLIECCAMM.

18.16. Mepbl N0 NNaHNMPOBaHMIO MEPOMPUATUIA NO 06ecneyeHnto 3almnTbl MHpopMauun OOMKHbI obecnevmBaTb
pa3paboTKy, YTBEPXOEHNE W akTyanusauuio nnaHa MeponpuaTuii no obecnevyeHuto 3awuTbl UMHGoOpmauum B
aBTOMATU3MPOBAaHHbIX CUCTEMAxX yMNpaBreHus, B TOM 4uCre MpegycMaTpuBaloLWEro MeponpuaTuss No  3awuTte
MHoOpMaUMM B XOAEe CO34aHus, 3JKChnyatauum M BbiBOAA W3 3KChiyaTauuvM aBTOMAaTU3MPOBAHHOW CUCTEMBI
yMNpaBreHusi, CPOKM BbIMOMHEHUS MEPONPUATUA U OTBETCTBEHHbLIX 3a WX BbINOSIHEHWE, @ TaKkKe KOHTPOSb €ro
BbINOSTHEHUS.

18.17. Mepbl no obecneyeHnio AENCTBUIN B HeLUTaTHbIX (HenpeaBuAEHHbIX) CUTyaumsix OOMKHbl obecnevnBaTb
nnaHMpoBaHWe MeponpuaTUiA, obyvyeHne M OTpabOTKy OEWCTBUWA MepcoHana B Clydae BO3HUKHOBEHUS HEeLITaTHbIX
(HenNpeaBUOEHHbIX) CUTYaLMI, a TakkKe pe3epBMPOBaHNE NMPOrPaMMHOIO obecneyvyeHnsi, TEXHNYECKNX CPEACTB, KaHaroB
nepegaynm [OaHHbIX  aBTOMATU3MPOBAHHBIX CUCTEM  YMNpaBieHWss B Clydae  BO3HUKHOBEHUS  HeLITaTHbIX
(HenpenBuOEeHHbIX) cMTyaumii 1 obecrnedeHne BO3MOXHOCTU €€ BOCCTAHOBIIEHUS.

18.18. Mepbl no wHMOPMUPOBaHMIO M OBOy4eHMO nepcoHana [AoMXHbl obecneynBaTb WHAOPMUPOBAHME
nepcoHana o6 yrposax 6esonacHocTM uWHdoOpMauuM, O MpaBunax dKchnyaTauum CUCTEMbl  3aluThbl
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aBTOMaTU3NPOBAHHOW CUCTEMbI YNpaBneHUs U oTAeNbHbIX CPeAcTB 3aLllmThl MHopMaLmMK, a Takke TeopeTudeckoe U
npaktnyeckoe oOyyeHve (B TOM 4uicrne npoBedeHMEe TPEHVMPOBOK) MO  IKChfyaTtauum CUCTEMbl  3alUvThbl
aBTOMaTU3MPOBaAHHOW CUCTEMbI YPaBEHUs U OTAerNbHbIX CPeACTB 3aLnThl MHOPMaLmK.

18.19. Mepsbl no aHanuay yrpo3 6e3onacHOCTN MHOPMaLIMM U PUCKOB OT MX peanusauumn JomkHbl obecnednBaTtb
NepnoaNYEcKUn aHann3 u3MeHeHus yrpo3 6e30nacHoCTM UHOpMaLM B aBTOMaTU3NPOBaHHOW CUCTEME YNpaBreHus,
BO3HMKaIOLLMX B XO4e ee aKChnyaTaumn, a Takke nepuoanyeckyto oLeHKy (nepeoueHKy) NporHo3vpyemMblx nocrneacTsun
OT peanuaaumm yrpo3 6e3onacHoCcT! MHpopMaLumM B aBTOMaTU3MPOBAHHON CUCTEME YNPaBMEHUS.

18.20. Mepbl No BbISABNEHUIO MHUMAEHTOB M pearMpoBaHUIO Ha HUX OOJMKHbI obecneumBaTb OOHapyXeHue,
naeHTMdrKaumio, aHanm3 WHUMOEHTOB B aBTOMaTM3MPOBAHHOW CUCTEMe YMpaBreHus, a Takke MpUHATME Mep Mo
yCTpaHeHuo 1 NpeaynpexaeHunio MHUNMOEHTOB.

18.21. Mepbl NoO ynpasBneHuo KOHUrypaunemn aBTOMaTU3MPOBAHHOW CUCTEMbl YMpPaBNeHUs U €€ CUCTEMbI
3alWnTbl MHOPMaLMN OOSKHbI obecnednBaTb YnpaBfieHWe W3MEHEHUSMU KOH(UIypaumMm aBTOMaTU3MPOBAHHON
CUCTEMBI YNPaBreHns U ee cucTemMbl 3aliuTbl MHOpMaUMK, aHanu3 noTeHuManbHOro BO3OAENCTBUSA MMaHUpyeMblX
n3MeHeHun Ha obecrneveHne 6e3onacHoOCT MHOPMaLMK, a TaKkke JOKYMEHTUPOBAHME 3TUX U3MEHEHUN.

19. Bbibop Mep 3awnTbl MHdOpMaLMn And vMx peanusauum B aBTOMAaTM3UMPOBAHHOW CUCTEME YMpaBreHus B
pamkax ee cucTeMbl 3aluUThbl BKITIOYaeT:

onpeneneHne 6asoBoro Habopa Mep 3awWmMTbl MHOPMaUuM AN YCTAaHOBIIEHHOrO kKnacca 3allWLLEHHOCTU
aBTOMATU3MPOBAHHOW CUCTEMbI YMpaBfieHUss B COOTBETCTBMM C Ga3oBbIMM Habopamu Mep 3alimTbl WHOpMaUnK,
npvBegeHHbIMY B npunoxeHun N 2 K HacTosawmm TpeboBaHuaM;

apgantaumio 6asoBoro Habopa wMep 3awuTbl  MHOPMaUUM  NPUMEHUTENBbHO K  KaXOOMY  YPOBHHO
aBTOMaTU3MPOBaAHHOW CUCTEMbI YNPaBMEHUS, MHbIM CTPYKTYPHO-(PYHKUMOHAMBHLIM XapakTepUcTMkaMm M 0COBEHHOCTAM
PYHKLMOHNPOBAHUSA aBTOMAaTU3NPOBAHHOW CUCTEMbI YNPaBreHns (B TOM Yucrne npeaycmMaTpuBatoLLylo UCKMIYeHne u3
6azoBoro Habopa Mep 3aWwnTbl MHpopMaLMKN Mep, HENOCPEACTBEHHO CBA3AHHbIX C TEXHONMOTMAMW, HE MCNOSMb3yEeMbIMU
B aBTOMaTU3NPOBaAHHOW CUCTEME yNpaBreHus WNNU ee  YPOBHHAX, WU  CTPYKTYPHO-(PYHKUMOHANbHLIMA
XapaKTepUCTUKaMU, He CBOMCTBEHHbLIMW aBTOMAaTU3NPOBAHHOW CUCTEME YNPaBIEHNS);

yTOYHEHWe ajanTupoBaHHOro 6a3oBoro Habopa mMep 3almTbl MHPOPMaLUN C y4ETOM He BbIbpaHHbIX paHee Mep
3aWwmTbl MHdOpMauuK, npuBedeHHbIXx B npunoxeHun N 2 k HacToswwmm TpeboBaHvuaMm, B pesynbtaTe 4ero
onpegensalTca Mepbl 3awmTbl MHGOpmaumn, obecneymnBarowme 6MOKMpOBaHWE (HENTpanusaumi) BCEX Yrpo3
6e30nacHOCTM MHOPMaLIMN Ha KaXKOO0M U3 YPOBHEW aBTOMaTU3MPOBAHHOW CUCTEMbI YNPaBIEHNs;

OOMOSNIHEHME YTOYHEHHOrO aganTMpoBaHHOro 6asoBoro Habopa Mep 3awWwuTbl  MHOPMaLMU  Mepamu,
obecneunBalLLMMK BbINOMHEHNE TpeboBaHWIA K 3awute MHGOpPMauuW, YCTAHOBMEHHBIMA MWHBIMA  HOPMAaTUBHBLIMU
NpaBOBbIMW akTaMu, NoKarbHbIMY MPaBOBbIMU aKTaMmu, HaLMOHanNbHbLIMW CTaHgapTamMu U cTaHgapTamu opraHusauuvmM B
obnacTtu 3aWwmnTbl MHopMaLmu.

[ns BoiBopa mMep 3awwmTbl MHOpMaLMy ANs COOTBETCTBYIOLLEro Krnacca 3allMLLEeHHOCTU aBTOMaTU3MpOBaHHOMW
CUCTEMBI YNpaBreHus NpMMeHsoTca Metogmdeckne aokymeHtel @CTOK Poccnn <*>.

<*> PaspaboTtaHHble PCTIK Poccum B cooTBeTCTBUM C noanyHKkToM 4 nyHkTa 8 lNMonoxeHus o deaepanbHomn
cnyx0e No TEXHNYECKOMY 1 3KCMIOPTHOMY KOHTPOITH, YTBEpXKAeHHOro Yka3som lMpesvaeHTta Poccuiickon depepaumm ot
16 aBrycta 2004 r. N 1085.

20. B aBTOMaTM3MPOBAHHOW CUCTEME YNpaBMneHWss COOTBETCTBYIOLLEro Kracca 3allMLIEeHHOCTU B paMKax ee
CUCTEMbI 3aLUUTbI JOMKHBI ObITb peanuaoBaHbl Mepbl 3aLuTbl UHOpMaLWK, BblbpaHHble B COOTBETCTBUM C MYyHKTAMMU
18 n 19 HacTosiwmx TpeboBaHun M obecneumBawLlime GNOKMPOBaHWE (HEMTpanu3auuio) Bcex yrpo3 GesonacHocTu
MHGOPMAaLMKN Ha KaXKOOM U3 YPOBHEN aBTOMAaTU3NPOBAHHON CUCTEMbI YpaBreHns.

BbiGpaHHble Mepbl 3alWTbl MHOPMaLMK paccMaTpuBaloTCs ANs KaXOoro YPOBHS aBTOMaTU3MPOBaHHOM
CUCTEeMbI yNpaBneHns OTAENbHO W NoanexaT peanvs3aunm ¢ y4eToM OCOOEeHHOCTEN (YHKLMOHMPOBaAHUS KaXdoro u3
YPOBHEMN.

Mpn 3TOM B aBTOMaTU3NPOBAHHOW CUCTEME YMpPaBMEHUA [OIMKEeH ObiTb, Kak MWHMMYM, peanu3oBaH
afanTMPOBaHHBIN  AMst  KaXOoro YpoBHA ©0as3oBbii  Habop Mep 3awutbl  MHOPMaLMKW, COOTBETCTBYIOLLUNA
yCTaHOBMNEHHOMY KMaccy 3aluULLEHHOCTM aBTOMaTU3MPOBAHHOW CUCTEMbI YIPaBEHHUS.

21. B uensix ucknioYeHnsi n3bbiTOYHOCTM B peanusaunm Mep 3awuTbl MHopMauum 1 B Criyvae, eCn NpUHSITble B
aBTOMATU3NPOBAHHOM CUCTEME YyMNpaBneHust Mepbl Mo obecnevyeHuro MnpoMbIlNIeHHOW 6e3onacHocTM U (Mnu)
msmyeckon 6e3onacHOCTM [OocTaTouHbl AN OrnokuMpoBaHus (HemTpanusaumu) OTAeNbHbIX yrpo3 6Ge3onacHoCcTU
WHcopmaLm1, OOMNOMHUTENbHBIE Mepbl 3alMTbl MHOpPMauuK, BbiOpaHHble B COOTBETCTBMM C NyHKTamu 18 n 19
HacToAwmMx TpeboBaHui, MOryT He npuMeHaTbeA. [lpy SToM B xode paspaboTkm  CUMCTEMbI  3aluThl
aBTOMAaTU3MPOBaAHHOW CUCTEMbI yNpaBneHns JOMMKHO ObITb MPOBEAEHO 0OOCHOBaHUE AOCTAaTOMHOCTU MPUMEHEHUSA Mep
no obecneyeHnto NPoMbILLNEHHON 6e3onacHOCTM unu dusmdeckon 6esonacHoCTn Ans 6rIoKMPoBaHUA (HeWTpanuaaumm)
COOTBETCTBYIOLLNX yrpo3 6e3onacHOCTM MHhopmauuu.

22. Mpwn OTCYTCTBUM BO3MOXHOCTU peanu3aumum oTAernbHbiX Mep 3awuTbl MHGOpMauMM Ha KakoM-nnbo u3
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YPOBHEN aBTOMaTU3MPOBaAHHOW CUCTEMbI YNpaBneHus 1 (M) HEBO3MOXHOCTU MX MPUMEHEHUS K OTAENbHBbIM 0ObekTam
n cybbekTam 4oCTyna, B TOM YiCne BCAEACTBME WX HEraTMBHOIO BMVSHWS Ha LUTATHbIA PEXUM (PYHKUMOHMPOBAHWUS
aBTOMaTU3MPOBaHHOW CUCTEMbI yNpaBneHus, Ha aTanax agantauun 6asosoro Habopa mep 3awmTbl MHOpMauUn wnm
YTOMHEHUs afanTupoBaHHOro 6GaszoBoro Habopa Mep  3awmTbl  MHMOpMauuMm  paspabaTbiBaloTCA  WHble
(komneHcupytowmne) Mepbl, obecrnedvBaloliMe afekBaTtHoe OrnokupoBaHve (HerWTpanusaumio) yrpo3 6esonacHocTu
MHopMaLMM N HEOBXOAMMbIA YPOBEHb 3aLLULLEHHOCTU aBTOMATU3NPOBAHHOW CUCTEMbI YNPaBIEHNS.

B kayecTBe KOMMEHCMPYIOLIMX Mep, B MepByl0 o4Yepedb, paccMaTpuBaloTCad Mepbl Mo obecneyeHuto
NPOMBILLITEHHON U (M) dunanyeckor 6e3onacHOCTU aBTOMATU3MPOBAHHOM CUCTEMbI YMpaBneHuns, NoAadepXunBatoLimne
Heo6Xxoa4MMbIN YPOBEHb 3aLLULLIEHHOCTU aBTOMATU3MPOBAHHOW CUCTEMBI YNIPaBIEHUS.

B aTtom cnyyae B xoae pa3paboTku CUCTEMBI 3aLLMTbl aBTOMaTU3NPOBAHHOW CUCTEMBI YNpaBneHnss SOMKHO ObiTb
npoBefeHo OOOCHOBaHME MPUMEHEHUS KOMMEHCUPYIOLLMX Mep, a npyv MNPUEMOYHbIX WCMbLITAHUSX OLEeHeHa
[OCTaToOMHOCTb U afeKBaTHOCTb [aHHbIX KOMMEHcupylwmux mep Ans 6nokupoBaHus (HewTpanusauun) yrpos
BesonacHoCcTu MHopMaLuu.

23. BbibpaHHbIe 1 peanu3oBaHHble B aBTOMaTU3NPOBAHHOW CUCTEME YNPaBIIEHUS B paMKax ee CUCTEMbI 3aLLMUTbI
Mepbl 3aMTbl MHOPMaLMK, Kak MUHUMYM, LOMKHbI o6ecnevmBaThb:

B aBTOMaTU3MPOBAHHbIX CUCTEMax ynpaeneHus 1 Knacca 3aluLieHHOCTM - HeuTpanu3auuio (bnokvpoBaHue)
yrpo3 6e3onacHocTn HopMaLMm1, CBA3AHHLIX C AENCTBMSMU HapyLUUTENS C BbICOKUM NOTEHLMANOM;

B aBTOMaTU3MpPOBaHHbIX CUCTEMAX YMNpaBIieHWst 2 Kracca 3allMLEeHHOCTU - HelTpanu3aumio (6nokmpoBaHue)
yrpo3 6e3onacHocTi MHOpMaLMK, CBA3AHHBLIX C AENCTBMAMU HapyLUMTENS C MOTEHLMANOM HE HUXE CPELHETO;

B aBTOMaTU3MPOBaHHbIX CUCTEMAaXxX ynpaBrieHWst 3 Kracca 3allMLEeHHOCTU - HenTpanu3aumio (6nokmpoBaHue)
yrpo3 6e3onacHoCTM MHpOpMaLMN, CBA3AHHbBIX C JENCTBUAMWN HAPYLLMTENS C HU3KMM NOTEHLMAIOM.

MoTeHuman HapywmnTensa onpefenseTca B Xo4e OUEHKM ero BO3MOXHOCTEW M MOTMBALMMW, NPOBOLAMMOM Mpu
aHanmae yrpo3 6e3onacHoCTy MHpopMauum B COOTBETCTBUM C MyHKTOM 13.3 HacTosawmx TpeboBaHuiA.

OnepaTopoM MOXET ObiTb MPUHSTO peLleHMe O MPUMEHEHUM B aBTOMaTU3MPOBaAHHOW CUCTEME YMNpaBIieHUs
COOTBETCTBYIOLLErO Kfnacca 3alMEeHHOCTM Mep 3aluTbl MHgopMauun, obecneuymBarolmx 3awmTty OT  Yrpo3
BesonacHoCcTn HopMauun, peannayemMblx HapyimTenem ¢ 6onee BbICOKMM NMOTEHLMAMOM.

24. TexHu4yeckme Mepbl 3aWMTbl MHOPMaUMM peanuaytoTcsl MOCPEACTBOM MPUMEHEHUS CPeacTB  3alyuThbl
WHpopmaLmmn, B TOM 4ucne nporpaMmmHbiX (NporpaMMHoO-annapaTtHbIX) CPeacTB, B KOTOPbIX OHW  peanv3oBaHbl,
uMetoLmx Heobxoanmble dyHKUMM Be3onacHocTn. B kavecTBe cpefAcTB 3almTbl MHGOpPMaLMM B MEPBYIO odepenb
noanexaT pacCMOTPEHWUI0 MeXaHu3Mbl 3aluTbl (MapameTpbl HACTPOWKWU) LITATHOrO MpOrpaMMHOro obecneyeHus
aBTOMATU3MPOBAHHOW CUCTEMbI YPABIEHUSA MPU UX HANU4YMK.

B cnyyae ncnonb3oBaHnsi B aBTOMaTM3NPOBaHHbIX CUCTEMAX ynpaBneHusa ceptumumpoBaHHbIX No TpeboBaHMAM
©e3onacHoCTU MHpopMaLmm CpeacTs 3awmnTbl MHPOPMAaL MU NPUMEHSOTCS:

B aBTOMATU3MPOBAHHbLIX CUCTEMax ynpaerneHus 1 knacca 3alMLEeHHOCTU MPUMEHSITCA CcpeacTBa  3aluTbl
WHpopmMaLMm He HUXe 4 Knacca, a Takke CpeacTBa BbIUMCNNTENBHON TEXHUKM HE HUXKe 5 Knacca,

B aBTOMATM3MPOBAHHBLIX CMCTEMax yMnpaBlieHusi 2 Knacca 3allMLEeHHOCTU MPUMEHSIITCA CcpeacTsa  3alyuTbl
MHopMaLMM He Hke 5 knacca, a Takke cpeacTBa BblYUCINTENBHON TEXHUKN HE HUXe 5 knacca;

B aBTOMAaTU3MPOBAHHbBIX CMCTEMax ymnpaBreHus 3 Knacca 3allMEeHHOCTU MPUMEHSIITCA CpeacTBa  3almTbl
MHdopMaLmM He Hxe 6 knacca, a Takke cpeacTsa BblYUCNINTENBHON TEXHUKN HE HUXe 5 knacca.

Knaccbl 3awutbl onpegenstoTcd B COOTBETCTBMM C HOPMATUBHbIMM NPAaBOBbIMW akTaMu, W3OAHHbIMW B
cooTBeTcTBMM C nognyHkToM 13.1 nyHkTa 8 MonoxeHusi o ®efnepanbHoi cnyxbe Mo TeXHUYEeCKOMY W 3KCMOPTHOMY
KOHTpOrto, yTBepxaeHHoro Ykasom lNpesmaeHTta Poccuiickon ®epepaumm ot 16 asrycrta 2004 r. N 1085.

B cnydae ucnonb3oBaHMs B aBTOMATU3MPOBAHHLIX CUCTEMAx yNpaBfieHUsl CPeAcTB 3awmTbl MHopmauuw,
cepTndunumnpoBaHHbIX Mo  TpeboBaHnsaM 6e3onacHOCTM  MHAOPMaLMK, YKasaHHble CpeAacTBa  AOIMKHbl - ObITb
cepTndnuMpoBaHbl Ha COOTBETCTBME 0bA3aTenbHbIM TpeboBaHnaM no B6e3onacHOCTU MHAOPMaLUK, YCTaHOBMEHHbIM
HOPMAaTUBHLIMM MPABOBbLIMW akTamu, UNU TpeboBaHUAM, yKazaHHbIM B TEXHUYECKUX YCMOBMAX (3agaHusx no
H6esonacHocTy).

PyHKUMM Ge3onacHOCTU CcpeacTB  3aliMTbl MHOPMauUMM [OSKHbI obecrneyvmBaTb BbIMOSIHEHME HACTOSLLMUX
TpeboBaHuiA.

B aBTOMaTM3MpoOBaHHbIX cCUCTEMax ynpaBneHus 1 W 2  KIAcCoB  3alMLLEHHOCTW  MPUMEHSATCA
cepTndnunpoBaHHbIe CpeAcTBa 3alnThl MHOpMaL MK, nporpaMMHoe obecrnevyeHne KOTOpbIX MPOLUNO MPOBEpKy He
HWXe YeM Mo 4 YPOBHIO KOHTPONSA OTCYTCTBUSA HEAEKTapUPOBaHHbIX BO3MOXHOCTEN.

3akasunkom (onepaTopoM) B 3aBUMCUMOCTM OT MOTeHUMana HapywuTens MOXeT ObiTb MPUHATO pelleHve o
MOBbILLEHWN YPOBHS KOHTPOSIS OTCYTCTBUSI HEAEKTAPUPOBAHHbIX BO3MOXHOCTEN CPEACTB 3awuThl MHGOpMaLnK.

(n. 24 B pega. MNpukaza PCTIK Poccum ot 23.03.2017 N 49)

25. MMpu ncnonb3oBaHMM B aBTOMATU3MPOBAHHbBIX CUCTEMAaX YMPaBIIEHWUS HOBbIX TEXHOMOTMA W  BbISIBIIEHWM
OOMNONHUTENBHBIX Yrpo3 6e3omacHOCTM MHGOPMAaUMK, ANsi KOTOPbIX HE onpedeneHbl Mepbl 3awWmTbl MHOpMaLUW,
OOIMKHbI paspabaTbiBaTbCa KOMMEHCHPYIOLLME MEPbl B COOTBETCTBUM C MYHKTOM 22 HacTosAwmx TpeboBaHui.
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Mpunoxexue N 1

kK TpeboBaHMsiM k obecneveHunto

3almMTbl MHCpOpMaLUM B aBTOMAaTU3UPOBAHHbIX
cMcTeMax ynpasrieHNsi MPOM3BOACTBEHHBIMU
N TEXHONOTMYECKUMM NpoLieccamm

Ha KpUTUYECKM BaXKHbIX 0ObekTax,
NnoTeHuManbHO onacHbIX 0b6bekTax,

a Takke o0bekTax, NpeacTaBMSOLWNX
MOBbILLEHHY ONACHOCTb AMNS XXU3HM

N 300pOBbSA JNIOAEN N NS OKpYXaloLen
npupoaHoKn cpeabl

OMPEAENEHNE 5
KITACCA SAILNLLEHHOCTU ABTOMATN3NPOBAHHOW CUCTEMBbI YTPABJTIEHANA

1. Knacc 3awuieHHoCTM aBToMaTn3MpoOBaHHOM cnucTembl ynpaeneHus (nepebii knacc (K1), stopon knacc (K2),
Tpetun knacc (K3)) onpepensetcs B 3aBMCMMOCTU OT YPOBHSI 3HAYMMOCTM (KpUTUYHOCTM) obpabaTbiBaemon B Hen
uHcpopmauum (¥Y3).

2. YpOBEHb 3HAYMMOCTU (KPUTMYHOCTU) UHpopmaumn (Y3) onpegensieTcs CTeneHbld BO3MOXHOro yuiepba ot
HapyLUEeHWs ee LeNTOCTHOCTY (HENPaBOMEpPHbIE YHUUTOXEHME U MognduumpoBaHme), OOCTYNHOCTM (HENpaBOMEpPHOe
OnoknpoBaHue) wnM  KOHMAEHUMANbHOCTM  (HEMpaBOMEpPHbIE OOCTyM, KOMUpOBaHWe, NpedocTaBlieHe  Wnu
pacnpocTpaHeHne), B pe3ynbTaTe KOTOPOro BO3MOXHO HapyLIEeHWE LITAaTHOMO pexmma  (PYHKLUUOHMPOBAHUS
aBTOMAaTU3MPOBAHHOW CUCTEMbI YMNpaBrEeHUs MMM HEe3aKOHHOe BMeLLaTenbCTBO B Npouecchbl  YHKLWMOHUPOBaHUS
aBTOMAaTU3MPOBAHHOW CUCTEMbI YIPaBMEHUS.

Y3 = [(uenocTHocTb, cTeneHb yuwepba) (QOCTYNHOCTb, CTeneHb yulepba) (koHdUOEHUManbLHOCTb, CTeneHb
ywep6a)],

roe cTeneHb BO3MOXHOIO yulepba onpefenseTcs 3aka3ynkoM Unm onepaTtopoM SKCMEPTHBIM UM UHBIM METOL0M
MU MOXET ObITb:

BbICOKOW, eCnv B pe3yrnbTaTe HapyLleHusi OQHOro U3 CBOWCTB 6e3onacHocTM wHGopMaumm (LenocTHOCTH,
OOCTYMHOCTK,  KOH(UOEHUMANbHOCTU), MOBMEKWEro  HapylleHue  LITaTHOro pexuma PYHKLMOHNPOBaHUS
aBTOMATU3MPOBaAHHOW CUCTEMbI YNPaBMEHUS, BO3MOXHO BO3HUKHOBEHWE Ype3BblYaHOWM cutyauumn denepanbHoro unm
MEXPErmoHanbHOro xapakrepa <*> Unm uHble CyLleCTBEHHbIE HEraTUBHbIE MOCNEACTBUSA B COLMANbHOM, MONMTUYECKOMN,
3KOHOMMUYECKOW, BOEHHOW UMK UHbIX 0ONacTaX AesaTenbHOCTY;

<*> YcTaHaBnvBaeTCcs B COOTBETCTBUM C NocTaHoBneHueM lpaButensctea Poccuiickon ®egepaumm ot 21 mad
2007 r. N 304 "O «knaccucvkaumm 4YpesBblHalHbIX CUTyauui NPUPOLHOTO M TexHoreHHoro xapaktepa" (CoGpaHue
3akoHofartenbcTBa Poccunckon ®egepauun, 2007, N 22, cT. 2640; 2011, N 21, cT1. 2971).

cpedHen, ecnu B pesynbTaTte HapyLleHWss O4HOro U3 CBOWCTB Ge3onacHocTn uHdopMaumm (LenocTHOCTH,
OOCTYMHOCTH,  KOH(UAEHUMAanNbHOCTU), MOBMEKWero HapyleHue  LTaTHOro pexuma PYHKLMOHNPOBAHUSA
aBTOMaTU3NPOBAHHOM CUCTEMbI YNpaBneHnsl, BO3MOXHO BO3HUKHOBEHME Ype3BbIYaiHON CUTYaLIMN PErMOHANbHOIO UK
MEXMYHULMMNANbHOIO Xxapakrepa <*> Unun UHble yMepEeHHbIE HEraTUBHbIE MOCNEACTBUSA B COLMANbHOW, MONMUTUYECKOWN,
3KOHOMMYECKOW, BOEHHOW UIN MHbIX 06NacTsx 4eATenbHOCTY;

<*> YcTaHaBnuBaeTCcsa B COOTBETCTBUM C NocTaHoBneHneM MNpasuTtensctea Poccuiickon ®egepauum ot 21 mas
2007 r. N 304 "O «knaccucmkaumm 4YpesBblHaMHbIX CUTyauUUn NPUPOLHOrO U TEXHOreHHoro xapaktepa" (CobpaHue
3akoHogaTtenbcTBa Poccunckon ®egepaumu, 2007, N 22, c1. 2640; 2011, N 21, cT1. 2971).

HWU3KOW, ecn B peaynbTaTe HapylleHWsi OA4HOro W3 CBOWCTB 6GesonacHOCTVM MHdopmauun (LEenoCTHOCTY,
OOCTYMHOCTW,  KOH(DUAEHUMANbHOCTU), MOBIIEKWEro  HapylleHWe LWTaTHOro  pexuma  (OYHKLMOHUPOBAHUS
aBTOMaTU3MPOBAHHOW CUCTEMbI YMNPaBNEeHNsi, BO3MOXHO BO3HWMKHOBEHWE 4pe3BblYaiHON CUTYyaLuyM MYyHULIMMAnbHOro
(nokanbHOro) <*> xapakTepa WNM BO3MOXHbl WHble He3HauuTernbHble HeraTMBHble NOCNEACTBUS B  COLMArbHOW,
NONUTUYECKOIN, SKOHOMMNYECKOW, BOEHHOW UMK UHbIX 06nacTaAX AeATeNbHOCTH.
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"06 yTBepxaeHnn TpeboBaHuii K 06eCneUYeHNIO 3aLUUTbI
nHdopmauum B...

[JokymeHT npegoctasneH KoHcynbTaHTINOC
[ata coxpaHeHus: 10.10.2024

<*> YcTaHaBnMBaeTCs B COOTBETCTBUM C NOCTaHoBNeHueM lpaButensctBa Poccuiickon ®egepaumm ot 21 mad
2007 r. N 304 "O «knaccucumkauum 4YpesBblHaMHbIX CUTyaUUn NPUPOLHOTNO U TEXHOreHHoro xapaktepa" (CobpaHue
3akoHogaTtenbcTBa Poccunckon ®egepaumu, 2007, N 22, c1. 2640; 2011, N 21, cT. 2971).

B cnyyae, ecnn ans wvHdgopmauuu, obpabatbiBaeMoii B aBTOMaTU3MPOBAHHOW CUCTEME YMpaBrieHusl, He
TpebyeTcs obecneyeHne oAHOrO M3 CBOMCTB 6esonacHoCTU WHGopMaumm (B 4acTHOCTU KOHMUAEHUMANbHOCTM)
YPOBEHb 3HAYMMOCTU (KPUTMYHOCTM) OMpedenaTcs Ans ABYX [ApyrMx CBOWCTB 6e3onacHoCcTM  MHdpopmaumn
(uenoctHocTu, goctynHocTn). B aTom cnyvae:

Y3 = [(uenmocTHocTb, cTeneHb yulepba) (JOCTynHOCTb, cTeneHb Yyuepba) (KoHdMaeHUManbHoCTb, He
npumeHsaeTcs)].

MHdopmaums, obpabaTtbiBaemass B aBTOMaTU3MPOBAHHOW CUCTEME YMpPaBIIEHUS,, UMEET BbICOKAA YPOBEHb
3HauumocTn (KputuyHoctn) (¥3 1), ecnm xoTd Obl 4N OAHOIO U3 CBOWCTB 6e30nacHOCTM MHGOpMauMM (LenoCTHOCTY,
OOCTYMHOCTH, KOH(bMAeHUManbHOCTW) onpefeneHa Bbicokas cTeneHb yulepba. WHdopmauus, obpabaTtbiBaemas B
aBTOMAaTU3MPOBAHHOW CUCTEME YNpaBIieHWsl, UMEET CPEAHNIA YPOBEHb 3HAYUMOCTH (KpUTUYHOCTK) (Y3 2), ecnu xoTs Obl
Anst O4HOro M3 cBowcTB H6e3onacHOCTY MHopMaLun (LenoCTHOCTU, AOCTYMHOCTU, KOH(UAEHUMANbHOCTM) onpeaeneHa
cpegHasa cTeneHb yuwiepba M HET HM OQHOro CBOWCTBA, AN KOTOPOro ofnpefderneHa BbiCOkas cTeneHb yulepba.
NHdopmauus, obpabaTbiBaemas B aBTOMaTM3MPOBAHHON CUCTEME yNpaBrieHUsi, UMEET HU3KUI YPOBEHb 3HAYMMOCTU
(kpuTnyHocTM) (Y3 3), ecnm gna Bcex CBOWCTB 6esonacHocTM uHdopmaumm  (LenoCTHOCTM,  OOCTYMHOCTH,
KOHdMAEeHUMansHOCTH) onpegeneHbl HA3KNE cTeneHu yuepba.

Mpn obpaboTke B aBTOMATM3WPOBAHHOW CUCTEMEe YnpaBrneHuss [AByxX W ©Oonee BUAOB WHMOpPMaLMM
(M3meputenbHas wHdOpMauMs, WHGOPMaUMs O COCTOSIHMM MNpouecca) YpPOBEHb 3HAYMMOCTU  (KPUTUYHOCTHW)
nHcopmaummn (¥Y3) onpegensieTca OTAENbHO ONSA KaXAoro Buaa MHpopmauun. MTOroBbli ypoBEHb 3HAYMMOCTU
(KPUTMYHOCTKN) yCTaHaBNMBAETCA NO HaMBBICLUMM 3HAYEHUSM CTEeneHu BO3MOXHOro yulepba, onpeaeneHHbIM AN
LeNOCTHOCTU, AOCTYMHOCTU, KOH(PMOEHUMANbHOCTN KaXaoro Buga nHdopmaumu.

3. Knacc sawuiieHHOCTM aBTOMaTM3MPOBAHHOW CUCTEMbl YMpaBrneHUs onpeaenseTtcs B COOTBETCTBUM C
Tabnuue:

YpoBeHb 3HaYNMMOCTU (KPUTUYHOCTK) MHGOPMaLIMK Knacc sawmieHHocT aBToMaTu3npoBaHHOM
CUCTEMbI yNpaBneHus
Y31 K1
Y32 K2
Y33 K3
KOHCYH bTaHTInroC www.consultant.ru Crpanuua 17 u3 34
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"O6 yTBepxaeHUn TpeboBaHui K obecrneyeHnto 3aluThbl MHopMaLIMK B... Hata coxparerus: 10.10.2024

MpunoxeHue N 2

kK TpeboBaHMsM k obecneveHunto

3alWKWTbl MHOPMaLMK B aBTOMaTU3MPOBAHHbIX
cucTemMax ynpasrieHVsi MpOU3BOACTBEHHbIMY
N TEXHOMNOIMYECKUMM NpoLieccamm

Ha KPUTMYECKN BaXKHbIX 0ObeEKTax,
NnoTeHuMarnbHO onacHbIX 0bbekTax,

a Takke obbeKTax, NpeacTaBnsoOLWLmMX
MOBBILLEHHYHO OMAaCHOCTb AMNS XU3HK

M 340pOBbSA NoAen U AN oKpyKatoLen
npupoaHoun cpeapl

COCTAB
MEP 3ALLNTBI MHOOPMALIMN N X BA3OBbBIE HABOPbI
A1 COOTBETCTBYHOLWENO KIMACCA 3ALUMULEHHOCTU
ABTOMATU3MPOBAHHOW CUCTEMbI YNPABJTIEHUA

YcnosHoe Mepbl 3aWnThl MHPOPMALMY B aBTOMATU3NPOBAHHbLIX CUCTEMaX YrpaBreHns Knacchl
o0b03HaueHne n 3alMLLEHHOCTU
HOMep Mepbl
3 2 1
1 2 3 4 5

I. MpeHTudmkaums n ayteHTudmkaumsa cyobekToB gocTyna n obbvektos goctyna (MAD)

NAD.0 PaspaboTtka npasun n npouedyp (NONUTUK) MaeHTUUKaLMnM n ayteHtudpmkaumm |+ + +
cybbeKkToB 4ocTyna u 00bLEKTOB JocTyna

NAD .1 MpeHTndumkaums " ayTeHTUdunKauuns nonb3oBaTenen, apnaowmxes | + + +
paboTHMkamu onepartopa

NAD.2 MaeHTndukaumsa n ayteHTudukaumsa ycTpoucTs, B TOM 4UCRe CTauMOHapHbIX, + +
MOOMIbHBIX N MOPTATUBHbIX

NAD.3 YnpaeneHve waeHTudmkatopamm, B TOM 4ucrie CO3[aHue, MpucBoeHue, | + + +
N3MEHEHNe, YHUYTOXEHWE NOEeHTUdPMKaTOPoB

NAD.4 YnpasneHve cpeactBsamm ayTeHTUdUKaUuKM, B TOM Yucne XpaHeHue, Bblgada,| + + +
WHUUManusaums, 6nokupoBaHve cpeacTB ayTeHTMdMKaumm U NpuHATME Mep B
crnyyae yTpaTbl 1 (MnK) KOMNpoOMeTaLuuy cpeacTs ayTeHTudukaumm
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NAD.5

WckntoveHne oTobpaxkeHns Ons nonb3oBaTens AeWCTBUTENbHOrO 3HayveHus
ayTeHTUUKaALMOHHON nHopMaLmm U (Mnn) KonuyecTsa BBOAMMbIX CUMBOSOB
(3awmTa obpaTHOW CBSA3M Npy BBOAE ayTEHTUDMKALMOHHON HopMaLnm)

NAD.6

MpoeHTudukaums wn  ayTeHTUpMKauma nonb3oBaTenien, He  ABMSKOLWMXCS
paboTHMkamu onepartopa (BHELUHWUX Nofnb3oBaTenemn)

NAD.7

MaoeHTudukauma u ayTeHTUdmkauma oObEeKToB  (palrioBOM  CUCTEMBI,
3anyckaeMbiX Y UCMIOSNTHAEMbIX MOAYIeN, 06 HEKTOB CUCTEM yrnpaBneHnss 6asamm
OaHHbIX, 06BbEKTOB, CO3A4aBaeMbIX MPUKIAAHbIM U CleumarnbHbIM NPOrpamMMHbIM
obecneyveHneM, NHbIX 06BEKTOB JOCTyna

[l. YnpaBneHue goctynom cybbekToB goctyna k obbektam goctyna (YI[)

yra.o

PaspaboTtka npasun n npouenyp (MONUTWK) ynpaBreHUss OOCTYNOM CyObLekToB
AocTyna Kk obbektam gocTyna

yrg.1

YnpaeneHve (3aBegeHne, akTuBaumsl, GIIOKMPOBaHNE U YHULMTOXEHNE) YYETHBIMU
3anncamm nonb3oBaTeneil, B TOM YNCMe BHELLHMX Nofb3oBaTenen

yra.2

Peannsauus HeobxoaMMbIX MeTOAOB (OUCKPELMOHHLIN, MaHOaTHbIN, POfieBoOW
W NHOW METOf), TUMOB (4TeHMe, 3annchb, BbINMOSIHEHNE UM UHOW TUM) 1 NMpaBuI
pasrpaHuyeHnst goctyna

yrna.3

YnpaBneHve (3KpaHuWpoBaHWe, UNbTpauMs, MapLipyTu3aumusi, KOHTPOIb
COeaVHEHW, OfHOHanpaBreHHas nepegada U WHble CMNOCoObl yNpaBreHus)
MH(POPMALIMOHHBIMU  MOTOKaMu mMexgy — YyCTpoicTBamu, cerMeHTamm
aBTOMaTU3MPOBaHHOM CUCTEMbl  YMpaBrieHus, a Takke Mexagy
aBTOMAaTU3MPOBaHHBLIMU CUCTEMAMM YNPaBEeHUs

yra.4

PaspeneHue nonHomouni (ponen) nonb3oBaTtenen, aaMWMHUCTPATOPOB U nuL,
obecneunBamWmx  PYHKUMOHMPOBAHME  aBTOMAaTM3UPOBAHHON CUCTEMBI
yrnpaerneHus

yra.5

HasHauyeHne M1nHMManbHO HeobXxoaMMbIX npae " I'IpMBI/I.I'IeFI/IIZ nonb3oBaTenam,
aaMUHUCTpPATOopamM n nmuawm, obecneunBalownm (byHKLl,I/IOHMpOBaHI/Ie
aBT0MaTVI3I/IpOBaHHOl7| CUCTEMBbI yrnpaBlieHnd

yrpa.6

OrpaHuyeHue HeycrellHbIX MOMbITOK BXoA4a B aBTOMAaTU3WPOBaHHYK CUCTEMY
ynpaeneHus (ocTyna K cucteme)

KoHcynbTaHTINOC
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yna.7 MpegynpexgeHne nonb3oBaTens npuM ero BXo4e B aBTOMaTU3MPOBaHHYIO
CUCTEMY YMpaBneHns O TOM, 4YTO B HEW peanu3oBaHbl Mepbl 3aluThbl
MHdopmaumm, M O HeoOXOOMMOCTU COBMNAEHUS MM YCTAHOBIIEHHbIX
onepaTopoM npasun 06paboTku nHdopmMaLmm

yna.8 OnoselleHne Nonb3oBaTens nocne ycnewHoro Bxoga B aBTOMaTU3VMPOBAaHHYIO
CUCTEMY YyNpaBfeHus O ero npeabigylieM Bxode B aBTOMaTU3UPOBaHHYHO
CcUCTEMY ynpaBreHust

yra.o OrpaHuyeHne 4dncna napannenbHbIX CeaHCOB [OCTyna ANs KaXOoW Yy4eTHOM
3anucum nonb3oBaTeNs aBToOMaTU3MPOBaHHON CUCTEMbI YNPaBNeHNs!

yrng.10 BrnokupoBaHue ceaHca goctyna B aBTOMaTU3UPOBAHHYIO CUCTEMY YynpaBreHus
nocrie yCTaHOBIIEHHOTO BpeMeHn 6e3aencTBusi (HeaKTMBHOCTWU) MOSb30BaTENst
WNK Mo ero 3anpocy

yrg.i1 PaspelieHne (3anpeT) OeWCTBUW nonb3oBaTenen, paspelleHHbIX [0
naeHTugmrKaumm n ayteHTudmkaummn

Yno.12 Moppepxka n coxpaHeHune aTtpubytoB 6GesonacHocTn (MeTok 6GesonacHocTw),
CBsi3aHHbIX C MHGOpPMaLMen B nNpoLecce ee xpaHeH s 1 0bpaboTku

yna.13 Peanusauusa 3awuleHHOro yganeHHoro [AocTyna cyObekToB pgoctyna K
ob6bekTam gocTtyna 4vepes3 BHELUHWE WMHE(OPMAaLUMOHHO-TENEKOMMYHUKALMOHHbIE
cetu

yrng.14 PernameHTauusa n KOHTpPoNb MUCMNONb30BaHWSA B aBTOMAaTU3MPOBAHHOW cUCTEME
yrnpaBneHus TexHonormn 6ecnpoBogHoOro goctyna

yna.15 PernameHTauusa n KOHTpPonNb WUCMNONb30BaHWS B aBTOMAaTU3MPOBAHHOW CUCTEME
yrnpaBneHns MOOUITbHbLIX TEXHUYECKMX CPEaCTB

yrna.16 YnpasneHve B3aMMogencTBMemM ¢ aBTOMaTM3NPOBaHHbIMY (MHPOPMAaLIMOHHBIMM)
cMcTeMaMun CTOPOHHUX OpraHu3auni (BHELHUE CUCTEMBI)

yng.a7z ObecneyeHne JOBEPEHHOM 3arpy3kn CPeACTB BbIYUCTTUTENBHOW TEXHUKM

Ill. OrpaHnyenne nporpammHon cpeabl (ONC)
oric.o PaspaboTtka npasvn v npouenyp (MOUTUK) OrpaHUYEHUs NPOrpaMMHON cpefbl
KoHcynbTaHTINOC

Hape)XHas npaBoBas noaaepXKa

www.consultant.ru

Crpanuua 20 u3 34


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas ®CTIK Poccum ot 14.03.2014 N 31

(pen. ot 23.03.2017)

"O6 yTBepxaeHun TpeboBaHuii K 06ecneyeHnio 3amTbl MHhopMauum B...

[okymeHT npepnoctasneH KoncynbTaHTtAOC
[aTta coxpaHenus: 10.10.2024

orcaA Ynpaenenve 3anyckom  (obpalieHusamu)  KOMMNOHEHTOB  MPOrpaMMHOro
obecneyeHnss, B TOM u4ucCre onpedeneHne 3arnyckaeMblX KOMMOHEHTOB,
HacTpolKa napamMeTpoB 3anycka KOMMOHEHTOB, KOHTPOMlb 3a  3aryckoM
KOMMOHEHTOB NporpammMHoro obecneyeHms

ornc.2 YnpaBneHve ycTaHOBKOW  (MHCTannsumMen) KOMMOHEHTOB  MPOrpaMMHOro
obecneyeHnss, B TOM 4uCre onpeaeneHne KOMMOHEHTOB, noanexalinx
yCTaHOBKE, HacTpoWKa NapaMeTpoB YCTAHOBKM KOMMOHEHTOB, KOHTPOSb 3a
YCTaHOBKOW KOMMOHEHTOB NMPOrpaMMHOro obecneveHusi

orc.3 YctaHoBKa  (MHCTannsuMs) TOMbKO  pas3pelleHHOro K UCMOSib30BaHUIo
nporpammHoro obecrneyveHus u (Mnu) ero KOMNOHEHTOB

ornc.4 YnpasneHne BpeMeHHbIMKM barnamuv, B TOM 4uCre 3anpeT, paspelueHue,
nepeHanpasneHve 3annucy, yaaneHme BpeMeHHbIX hannos

IV. 3awmTa MalLmHHbIX HocuTenen nHgpopmaumm (3HN)

3HW.0 PaspaboTtka npasun 1 npouenyp (MONUTKK) 3aLLMTbl MalUMHHbIX HOCUMTENen

3HW.1 Y4yeT MaLLMHHbIX HOCUTENen nHpopmaumm

3HW.2 YnpaBneHue AOCTYNOM K MalUMHHBIM HOCUTENAM MHOpMaLn

3HN.3 KoHTponb nepemelleHns MaluMHHbIX HocuTenem uHdopmaumMm 3a npegensl
KOHTPONMPYEMOWN 30HbI

3HN .4 MckniovyeHne  BO3MOXHOCTM  HECaHKUMOHMPOBAHHOrO  O3HAKOMMEHMs  C
coepXaHveMm nHopMaLmm, XpaHALWENCca Ha MalUMHHbIX HOCUTEensx, U (unu)
NCMNOMb30BaHNA HocUTENen MWHGopMauum B  WHbIX aBTOMaTM3UPOBaHHbIX
cucTemMax ynpasneHus

3HW.5 KoHTponb ucnonb3oBaHus uHTepdencos BBoga (BblBOAa) MHGoOpMauum Ha
MaLLMHHbIE HOCUTENW MHGOPMaLIMK

3HN.6 KoHTponb BBOAA (BbIBOAA) MHGOPMAaLIMM HA MALUMHHBLIE HOCUTENN MHOpMaLMn

3HN.7 KoHTponb nogknioyeHs MallnHHbIX HOCUTENen nHgopmauum

3HN.8 YHuUTOXEHME (CTUpaHMe) MHOopMaumMM Ha MAaWWUHHBIX HOCUTENsIX Mpu  MX
nepegadve mMexagy nonb3oBaTensMy, B CTOPOHHWE OpraHv3auuv Ansi pemMoHTa
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UNn yTURIM3aumm, a Takke KOHTPOMb YHUUTOXEHMUS (CTUpaHus)
V. Peructpaums cobbitnii 6esonacHoctn (PCB)

PCB.O PaspaboTtka npasun v npouenyp (NonuTuk) peructpawmm cobblituin 6e3onacHocTn

PCB.1 OnpegeneHune cobbiTuin 6€30NacHOCTU, NOANEXALUMX PETUCTPALIMKN, U CPOKOB KX
XpaHeHus

PCB.2 OnpegeneHune coctaBa 1 cogep)kaHus nHdopmaumm o cobbiTusax 6esonacHocTy,
noanexalimx permcrpaumm

PCB.3 C6op, 3anmcb 1 xpaHeHne nHpopmaumm 0 cobbiTuaX Ge30MacHOCTU B TeYeHue
YCTaHOBMNEHHOr0 BPEMEHN XpaHeHs

PCBE.4 PearnpoBaHue Ha cbou npu pernctpaumm cobbiTnin 6e3onacHocTy, B TOM 4ucne
annaparHble 1 NporpamMMHble OLWMOKK, cOon B MexaHuamax cbopa MHdopmauun
N OOCTWXKEHWe npedena unu nepenornHeHns obbema (eMKOCTH) namaTu

PCB.5 MOHUTOPUHI  (MPOCMOTP, aHanuM3) pes3ynbTaToB  perucTpauum  cobbiTUn
©e3onacHOCTV 1 pearMpoBaHne Ha HUX

PCB.6 [eHepupoBaHMe BpPEMEHHbIX METOK U (Mnn) CUHXPOHU3AUMS  CUCTEMHOrO
BPEMEHW B aBTOMaTU3UPOBAHHOW CUCTEME YNpaBrneHns

PCB.7 3awmTa nHpopmaumm o cobbiTrsx 6e3onacHOCTH

PCB.8 ObecneyeHne BO3MOXXHOCTM NPOCMOTPA U aHanusa WHdopmauum o OeACTBUSIX
OTAENbHbIX MoNb3oBaTenewn

VI. AHTnBMpycHas 3awmta (AB3)

AB3.0 Pa3paboTtka npaevn u npouenyp (MONNTUK) aHTUBUPYCHOW 3aLLmThl

AB3.1 Peanusauunsa aHTMBMPYCHON 3aLLUThI

AB3.2 O6HoBneHne 6a3bl AaHHbIX NPU3HAKOB BPEOOHOCHbIX KOMMLIOTEPHbLIX Mporpamm
(Bupycos)

VIl. O6HapyxeHue BTopxeHun (COB)
KoHcynbTaHTINOC
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COB.O PaspaboTtka npasun u npouenyp (NONUTUK) 0BHapPyXeHUsS BTOPXEHWUI

COB.1 OOGHapyxeHne BTOPXEHWN

COB.2 O6HoBneHne 6a3bl peLuakroLLmx Npasun

VIIl. KoHTponb (aHanua) sawmieHHocT nHgopmauum (AH3)

AH3.0 PaspaboTtka npasun 1 npouenyp (NONUTUK) KOHTPoONS (aHanu3a) 3awuLLeHHOCTH

AH3.1 BbigBrieHne, aHanu3 yaA3BMMOCTEW U oOnepaTMBHOE YCTpaHeHWe BHOBb
BbISIBITEHHbIX YS3BMMOCTEWN

AH3.2 KoHTponb ycCTaHOBKM OOHOBMEHWIA MNpOrpaMMHOro obecneyeHusi, BKIoyasi
0BHOBIEHNE NporpammMHoro obecneyeHnst CpeacTB 3aWwnTbl MHGPOPMAaLIMK

AH3.3 KoHTponb paboTocnocoBGHOCTM, MNapaMeTpOB HACTPOMKM U MPaBUIIbHOCTU
PYHKUMOHNPOBAHUA nporpamMHOro  obecneyeHnsa UM CpPeacTB  3alUuThbl
WHpopmaLmnm

AH3.4 KoHTponb cocTaBa TEXHUYECKMX CpeacTB, NporpammHoro obecneyeHuss u
CcpeacTB 3aWwmThl UHGOPMaLUK

AH3.5 KoHTponb NpaBuin reHepaumm 1 CMeHbl Naposier nonb3oBaTenen, 3aBedeHnsa u
yOaneHus  yyeTHbIX 3anMcer  nofb3oBaTenen,  peanusauuMum  MpaBun
pasrpaHuMyeHnsa gocTyna, NosIHOMOYMIA NoNb3oBaTenen

IX. O6ecneyenune LenoctHocTn (OLJT)

oun.o PaspaboTtka npaBun v npouenyp (Nonutmk) obecneyvyeHns LenocTHOCTH

ounA KoHTponb LIENOCTHOCTM MPOrpaMMHOro obecrneveHusi, BKMYasi nporpammHoe
obecneyeHne cpeacTB 3almTbl MHpopMaLmn

oun.2 KoHTponb LenocTHocT nHdopmaLmm, cogepxaienca B 6asax gaHHbIX

oun.3 ObecneyeHne BO3MOXHOCTM BOCCTAHOBIIEHMSI MpOrpaMMHoOro obecnedeHus,
BKIHOYas MporpaMMHoe obecneyeHne cpeacTB 3awuTbl MHPOPMaUMK, Mpu
BO3HWKHOBEHWW HELLTaTHbIX CUTyauumn

oun.4 OOHapyxeHne W pearMpoBaHMe Ha MOCTYNIeHWe B aBTOMaTU3MPOBAHHYIO
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CUCTEMY YMpaBfeHUs HesanpallinBaeMblX INEKTPOHHbLIX CcoobLeHnn (nmucem,
OOKYMEHTOB) U MHOW MH(POpMaLnK, HE OTHOCALLUXCA K ee (DYHKLUMOHNPOBAHUIO
(3awuTa ot cnama)

oun.s KoHTponb cogepxaHusa nHgpopmaumm, nepegasaeMor M3 aBTOMaTU3MPOBaHHOM
CUCTEMbI ynpaBneHns (KOHTEWHEpHbIN, OCHOBaHHbLIN Ha CBOMCTBax oObObekTa
AOCTyna, U KOHTEHTHBIN, OCHOBaHHbIA Ha MOWUCKE 3anpelleHHOW K nepegaye
MHdOPMALMM G UCMOMb30BaHWEM CUrHaTyp, Macok W WHbIX MeToAdoB), W
NCKITIoYeHWe HenpaBoOMepPHOW nepeaayy nHdopmMaumm

ouJsl.e OrpaHnyeHve npaB  nonb3oBaTenen no  BBOAy  MHopmauum B
aBTOMaTU3MPOBAaHHYIO CUCTEMY yrnpaBreHus

oun.7 KOHTpONb TOYHOCTW, MOMHOTbI W MNPaBWUILHOCTM AaHHbIX, BBOAUMBbIX B
aBTOMaTU3MPOBaHHYI0 CUCTEMY yrnpaBreHus

ous.s KoHTponb olwmMbo4YHbIX A4EWCTBUIA NMoNnb3oBaTene no BBOAY M (Mnuv) nepepade
nHopMaummn 1 npegynpexaeHne nonb3osartenen 06 owWnBoYHbIX AeNCTBUSAX

X. O6becneyeHue goctynHoctn (OOT)

oarT.o PaspaboTtka npaBvn 1 npouenyp (Monutuk) obecneyveHms 4OCTyNHOCTU

oaT.A Mcnonb3oBaHne 0TKazoyCTONYMBBIX TEXHNYECKUX CPEACTB

oArT.2 PesepBupoBaH/ne TeXHUYeCKMX CpeacTB, MPOrpaMMHoOro obecneyeHns, KaHanos
nepeaayv nHdopmaumm, cpeacts obecneyeHns PyHKLMOHMPOBAHNSA CUCTEMBI

oAaT.3 KoHTponb  6e30Tka3Horo  OyHKUMOHUPOBAHMS TEXHUYECKNX CpeacTs,
obHapyXeHne u nokanu3aumsa oTkasoB (PYHKUMOHMPOBAHUSA, MPUHATME Mep Mo
BOCCTaHOBIEHMWIO OTKa3aBLUWX CPEACTB U NX TECTMPOBaHUe

oaT.4 Mepuognyeckoe pesepBHOE KONMpoOBaHWE WHAOPMaLUM Ha  pesepBHble
MaLLMHHbIE HOCUTENW MHGOPMaLIMK

OAT.5 Ob6ecneyeHne BO3MOXHOCTM BOCCTAHOBMEHUS WHOPMaUMM C  pPe3epBHbIX
MaLlUMHHBIX HOocuTenenm uHdopMauun (pesepBHbIX KOMWWA) B TedeHue
YCTaHOBMNEHHOro BPEMEHHOIoO UHTEepBana

oaT.e Knactepusaumsi aBTOMaTU3MPOBAHHOW CUCTEMbI YMpaBneHus u (unu) ee
CerMeHToB
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oaT.7 KoHTponb  cocTosiHUSA " KayecTBa npegocraBneHns NOCTaBLUMKOM
TEeNeKOMMYHUKALMOHHbIX YCNYT BbIYUCIIUTENBHBIX PECYPCOB (MOLLHOCTEN), B TOM
yucne no nepegave nHPopMaumm

XI. BawwTa cpegpbl BupTyanu3aumm (3CB)

3CB.0 PaspaboTtka npaBun u npouenyp (MONUTKK) 3almTbl cpeabl BUpTyanusauum

3CB.1 MaeHTndurkaumsa n ayteHTndukaumnsa cybbekToB AocTyna n o6bekToB goctyna B
BMPTYyanbHON MHAPacTPyKType, B TOM 4uCre agMWHUCTPATOPOB YnpasreHus
cpencTeaMu BUpTyanu3aumm

3CB.2 YnpaBneHne A0CTynom cybbekToB AOCTyNa K 00beKkTam 4oCcTyna B BUPTyarbHOWM
WH(PaCTPYKTYype, B TOM YMCNE BHYTPU BUPTYaribHbIX MaLLWH

3CB.3 Peructpauusi cobbiTmin 6e3onacHoOCTM B BUPTYanbHOM UHpaCcTpyKType

3CB.4 Ynpaenenve (punbTpauus,  MapwpyTusauus,  KOHTPOMb  COeONHEHUS,
ofHoHanpasneHHas nepegada) noTokamn WHGOPMaUUM Mexay KOMMNOHEeHTamu
BUPTYyanbHON MHAPACTPYKTYpbl, a Takke Mo nepumeTpy BUPTyarbHOM
NMHPACTPYKTYpbI

3CB.5 [loBepeHHasa 3arpyska CepBepoB BupTyanu3auuu, BUPTyarbHON MalUWHbI
(koHTenHepa), cepBepoB yNpaBneHns BupTyanu3aumen

3CB.6 YnpaBneHve nepeMeLleHneM  BUPTyanbHbIX  MawuWH  (KOHTEAHEpPOB) W
obpabaTbiBaeMbIX Ha HUX JAHHbIX

3CB.7 KoHTponb LIenoCTHOCTU BUPTYarnbHOW MHAPACTPYKTYPbI U ee KoHurypauumi

3CB.8 PesepBHOE KOMMpOBaHWE [OaHHbIX, pPe3epBUPOBaHNE TEXHUYECKUX CpPencTs,
nporpamMmmHoro obecnedeHns BUpTyanbHOW MHPPACTPYKTYpbl, a Takke KaHamnos
CBSA3M BHYTPU BUPTyanbHOW MHAPaCTPYKTYpbl

3CB.9 Peanusauna v ynpaBneHwe aHTUBMPYCHOW  3alUMTON B BUPTyarnbHOW
MHPACTPYKType

3CB.10 Pa3bveHne BUpTyanbHON WHEPACTPYKTYPbl HA CErMeHTbl (CEermMeHTUpoBaHWe
BMPTyanbHON WHAPACTPYKTYypbl) Ans 06paboTknm MHOpMaLun OTAENbHbLIM
nonb3oBaTeneM 1 (Mnum) rpynnon nonb3oBaTenen
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XII. 3awmTa TexHudeckmx cpencts (3TC)

3TC.0

Paspa6oTka npaBun v npoueayp (MONUTUK) 3aLUMTbl TEXHUYECKUX CPEACTB

3TC.1

3awuta uHdopmauum, obpabaTbiBaeMoON TEXHUYECKMMU cpeacTBamu, OT ee
YTEYKM N0 TEXHNYECKUM KaHanam

3TC.2

OpraHunsaums KOHTPONMMPYEMON 30Hbl, B Mpedenax KoTOpPOW MOCTOSAHHO
pasmellalTca CTauMoHapHble TexHWYeckne cpepctsa, obpabaTbiBatolme
NHOPMALMIO, UCNIOMNHUTENBbHbIE YCTPONCTBA U CpeacTBa 3awuTbl MHOpMaumu,
a Takke cpencrtea obecneyeHust PyHKLUMOHMPOBAHUSA

3TC.3

KoHTporb 1 ynpaBneHve U3NYeckMM OOCTYNOM K TEXHUYECKMM CpencTBaM,
cpeacTeam 3aWmThI nHdopmaumu, cpeacTeam obecneyeHust
PYHKLUMOHMPOBAHMS, a TaKkKe B MOMELLEHUS U COOPYXEHWUS, B KOTOPbIX OHU
yCTaHOBIEHbI, UCKIHOYatoLLMe HECaHKLNOHUPOBaHHbI (U3NYECKNA 4OCTYN

3TC.4

PaamelleHne ycTponcTs BeiBoga (0TOOpakeHus) MHGopMaumu, MCKIovatollee
€€ HeCaHKLNOHUPOBAaHHLIN NPOCMOTP

3TC.5

3awmra OT BHELWHWX BO3AEWCTBMM (BO3OENCTBUM  OKpyXarwllen cpeabl,
HECTabUNbHOCTN 3MEKTPOCHAOXEHUS, KOHAMLUMOHMPOBAHUS U WHbIX BHELUHUX
rakTopoB)

XIll. 3awmTa aBTOMaTU3MPOBAHHOW CUCTEMBI U ee KoMnoHeHToB (3UC)

31C.0

Paspabotka npaBvun n npoueayp (MONMMTUK) 3aWuTbl aBTOMATU3NPOBAHHOWM
CNCTEMbI N e€e KOMMNOHEHTOB

3NC.1

PaspeneHue dyHKUNIA no yrnpaBneHuto (aaAMUHUCTPUPOBAHUIO)
aBTOMaTU3MPOBaHHOM cuUcTeMon yrpaBneHus, yrpaBreHuio
(aAMUHUCTPUPOBAHUIO)  CUCTEMOM  3alinThbl, QYHKUMA no  obpaboTke
NMHopMaLNN U UHBIX DYHKLUA aBTOMaTU3NPOBaHHOW CUCTEMbI yNpaBneHus

3nC.2

npe,D,OTBpaIJJ,eHI/Ie 3a0EPXKMN N1 npepbiBaHNA BbINOJNTHEHUA NpoLeccoB C
BbICOKMM NMPUOPUTETOM CO CTOPOHbI NpoLeccoB C HU3KMM NPUOPUTETOM

31C.3

ObecneyeHne 3awmnTbl WHGOPMaLMM OT packpbiTMs, MoguduKkaumm u
HaBs3bIBaHUA (BBOAA NOXHOW MHGOpMauuMK) Npyu ee nepenadve (NoaroToBke K
nepegave) no KaHamnam CBs3u, MMEIOLLMM BbIXOA 32 MNpefernibl KOHTPONMpyemMon
30HbI, B TOM 4ucre 6ecnpoBogHbIM KaHanam CBSA3M
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3nc.4

ObecneyeHve [OBepeHHbIX KaHama, mapwpyta Mexay aaMUHUCTPaTopomM,
nonb3oBaTtenemM W CcpeacTBaMu  3alWMTbl  UHGoOpMauum  (PYHKUUSIMU
6e3onacHOCTM CpeacTB 3aLumTbl MHOpMaLUK)

3nC.5

3anpeT  HeCaHKUMOHUPOBAHHOW  yAaneHHOW  akTMBauum  Buaeokamep,
MUKPOPOHOB U WHbIX  NepudepuiiHbIX  YCTPOMCTB,  KOTOpble  MOryT
aKTUBMPOBATLCS yAaneHHo, 1 OMoBeLLeHe Nonb3oBaTenen 06 akTuBaLum Takux
YCTPONCTB

31C.6

lMepemaya w KOHTPONMb LENOCTHOCTM aTpubytoB ©GesonacHocTM (MeETOK
BesonacHoCcTW), CBSA3aHHbLIX C MHopMauuen, npu obmeHe wuHdopmaumen c¢
WHbIMW aBTOMaTU3MPOBaHHbIMU (MHDOPMALIMOHHBIMW) CUCTEMAMM

31C.7

KOHTpONb  CaHKUMOHMPOBAHHOTO W  WCKMOYEHWE  HECaHKUMOHMPOBAHHOIO
NCNONb30BaHUSA TEXHOSMOrMin MOOUNBHOrO Koga, B TOM 4MUCne perucrpauus
COObITUI, CBA3AHHbIX C UCMOMb30BaHUEM TEXHONMOrM MOOWUNbHOrO Kopa, WX
aHanu3 u pearMpoBaHMe Ha HapylleHusi, CBsI3aHHble C WCMOMNb30BaHWEM
TEXHOMOormM MobuneHoro koaa

31C.8

KOHTpOMb  CaHKLMOHMPOBAHHOTO U WCKMIOYEHWE  HEeCaHKLUMOHWPOBAHHOMO
MCMoMb30BaHUS TEXHOMOIMn Mnepedayn pedyn, B TOM YuUCMe perncrpaums
COObITUIA, CBA3AHHbIX C UCMOMNb30BaHNEM TEXHONOTUI Nepeaadn peyn, ux aHanums
W pearMpoBaHWe Ha HapyLlUeHWUsi, CBSI3aHHblE C WCMONb30BaHNEeM TEXHOJIOTUN
nepegayv peum

31C.9

KOHTpOnb CaHKUMOHMPOBAHHOW M UCKIOYEHNE HECAHKLMOHMPOBAHHON nepeaaymn
BugeonHdopmMaumMm, B TOM 4UCRe peructpauust cobbiTUIA, CBSI3aHHbIX C
nepegaven BuMAeOUHOPMALMM, UX aHanNM3 M pearMpoBaHUE Ha HapyLUEHWs,
CBsi3aHHblE C Nepegaven BugeonHdpopmaumm

31nC.10

MoaTBepxaeHWe NPOUCXOXAEHUS WCTOYHUKA WHGOpMauMK, nonyYyaemon B
npouecce onpegeneHns CeTeBbIX aapecoB MO CeTeBbIM  MMEHaM  UIu
onpefeneHns ceTeBbIX MMEH NO ceTeBbiM agpecam

3nC.11

ObecneyeHre NOANMMHHOCTU CeTeBbIX CoeaVHEHUIA (CeaHCcoB B3auMOAENCTBuS),
B TOM 4Kcre Ans 3aluThl OT NOAMEHbI CETEBbIX YCTPOWCTE U CEPBUCOB

31C.12

WckntoyeHne BO3MOXHOCTM OTpULaHMs nonb3oBateneM dakra OTnpaBKu
nHpopMaLmMK ApYromMy Nosib3oBaTernto

3NnC.13

MckntoueHme BO3MOXHOCTM OoTpuUuaHunA nosib3oBaTeENEM d)aKTa nony4yeHua
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nHcopMaLmMmn OT APYyroro nonb3oBaTens

31C.14

Mcnonb3oBaHMe  yCTPOMCTB  TepMMHanbHOrO  doctyna Aans  obpaboTku
MHdopMaLmn

3NnC.15

3awmTta apxmBHbiXx ¢annoB, napaMeTpoB HACTPOWKM CPEeACcTB  3aluThl
MHopMaunn 1 NporpaMMHoOro obecneyeHns N NHbIX OaHHbIX, He noanexalimx
N3MEeHeHNo B npouecce 06paboTkn nHGopmaumm

3NnC.16

BobisiBneHue, aHanm3 n 6rokMpoBaHue CKpbITbIX KaHanoB nepegayun nHgpopmaumm
B 006X04 peanv3oBaHHbIX Mep 3alUMTbl UHOPMaLMM UNN BHYTPU paspeLLeHHbIX
CEeTEeBbIX NMPOTOKOIOB

3nc.7

Pa3bueHne aBTOMaTU3MPOBAHHOW CUCTEMbI YMpPaBfieHUss Ha  CErMeHTI
(cermeHTUpoBaHWe) N 0becrneyYeHne 3amTbl NEPUMETPOB CENMEHTOB

31C.18

ObecneyeHne 3arpy3km  u  UCNOJIHEHUA  NPOrpamMmMmHoOro obecneyeHnss ¢
MaLUMHHBLIX HOCUTENen VIH(*)OpMaLI,VIVI, OOCTYNHbIX TOJIBKO And 4TeHud, U
KOHTPOJ1b LUEeJTIOCTHOCTU AaHHOIo nporpamMmMmHoro obecneyeHns

31C.19

M3onaumsa npoueccos (BbIﬂOJ'IHeHI/Ie FlpOFpaMM) B BblAeNleHHoM obnacTn namsaTu

31C.20

3awmta GecnpoBOAHbLIX COEOUHEHUI, MPUMEHSIEMbIX B aBTOMaTU3MPOBaHHOM
cucTemMe ynpaeneHus

31C.21

WckntoyeHne gocTyna nonb3oBaTens kK MHgopMauum, BO3HMKWEN B pesynbraTe
AeNCTBMIN NpeablayLLero nonb3oBaTens Yepes peecTpbl, OMNepaTUBHYIO NaMsThb,
BHELLUHWe 3anoMuHalolMe YCTPOWCTBaA M WHble oblue Ans nonb3oBaTenei
pecypchl

31C.22

3awuta aBTOMAaTM3MPOBAHHOW CUCTEMbI YMpaBrieHUs OT yrpo3 6e3onacHoCTM
MHOPMaLIMK, HaNpaBIEHHbIX HA 0TKa3 B 0GCINyXMBaHWK

3nC.23

3awnta nepumeTtpa  (puanyecknx M (MAKM)  NOTUYMECKUX  FpaHuL)
aBTOMAaTU3MPOBAHHOW CUCTEMbI YNPABEHUs Npu ee B3aMMOLENCTBUMN C UHBIMU
aBTOMAaTU3MPOBAHHbLIMU (MHbOpPMaLMOHHBIMK) cuctemMamu n
NHOPMALMOHHO-TENEKOMMYHUKALMOHHBIMWN CETAMM

3nC.24

I'Iperau.l,eHl/le CeTeBbIX COEAMHEHUN MO WX 3aBepieHnn unn no ucrtevyeHum
3aaHHOro onepatopomM BpEMEHHOIo wuHTEepBasyia HeakKTUBHOCTU CEeTeBOro
coeagnHeHnA
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3nC.25

Mcnonb3oBaHne B aBTOMAaTU3MPOBAHHOW CUCTEME YNpaBreHuUs PasnuyHbIX
TUNOB OOLLIECUCTEMHOrO, MPUKNAQHOTO W chneumanbHoro  NporpaMMHOro
obecneyeHus (co3gaHne reTeporeHHon cpepbl)

3NC.26

VMcnonb3oBaHne MpuknagHoro (cneumansbHOro) nporpaMmmHoro obecneveHus,
nveriero BO3MOXHOCTb beHKLI,I/IOHVIpOBaHI/IFl B cpepnax pPa3nn4YHbIX
onepaunoHHbIX CUCTEM

31C.27

Cos3paHne (3Mynsaumsi) NOXHBIX KOMMOHEHTOB aBTOMAaTM3MPOBAHHOM CUCTEMBbI
yrnpaBneHus, npegHa3HayYeHHbIX ONS OOHapyXeHud, perncrpauum M aHanusa
OEeVCTBUA HapywuiTenen B npouecce peanu3auun yrpo3 6esonacHocTu
WHpopmaLmm

31C.28

BocnpownsseaeHne noxHbIX U (MK) CKPbITUE UCTUHHBIX OTAENbHbIX TEXHOMOMIA 1
(Mnn)  CTPYKTYPHO-hYHKLMOHAMBHBIX  XapakTepucTUK  aBTOMAaTM3VMPOBaHHOM
CUCTEMbl YNpaBreHUss UM ee CcerMeHToB, obecrneuunBalollee HaBsi3blBaHWE
HapyLwWUTEent0 MOXHOro NpPeAcTaBreHust 06 WCTUHHBLIX TEeXHOMorusix u (unu)
CTPYKTYPHO-PYHKLMOHANbHbIX XapakTepucTukax

3nC.29

[MepeBog aBTOMaTU3MPOBAHHOW CUCTEMbI UMW €e YCTPOWCTB (KOMMOHEHTOB) B
3apaHee  onpefeneHHylw  KoHdwurypauuio, obecneumBarollyto  3aluUTy
nHcopMaLmK, B Crydae BO3HUKHOBEHUN OTKa30B (cboeBs)

31C.30

3awmTa MOOMIMbHBIX TEXHNYECKNX cpencrTs, npuMeHAeMbIX B
aBTOMaTI/I3I/IDOBaHHOVI cucrtemMe ynpasreHusa

XIV. O6ecneyeHne 6e3onacHol paspaboTku nporpammHoro obecnevenusi (OBP)

OBP.0

Paspabotka npaBun wu npouedyp (nonutmk) obecneveHus GesonacHom
pa3paboTku nporpaMmmHoro obecneyeHns

OBP.1

AHanus yasBuMocTel 1 yrpo3 6esonacHocT MHdopMauum B xoae paspaboTku
nporpaMmHoro obecneyeHuns

OBP.2

CraTudeckuii aHanu3 koda nporpaMMHoro obecrniedeHuss B xoge paspaboTku
nporpaMmMHoro obecneyeHus

OBP.3

PyyHon aHanm3 koga nporpaMmHOro obecrneyeHns B xode paspaboTku
nporpaMmHoro obecneyeHuns

OBP.4

TeCTVIpOBaHVIe Ha TpPOHMKHOBEHME B Xo4de pa3pa60TKM nporpaMmmMmHoOro
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obecnevyeHus

OBP.5

IdvnHamnyeckuii aHanua koga nporpamMmmHoro obecneyeHusi B xoae paspaboTku
nporpaMmHoro obecneyeHuns

OBP.6

HokymeHTupoBaHme npouenyp obecneveHnss  6GesonacHon  pa3paboTku
nporpammHoro obecriedyeHnss paspaboTUMKOM W MPEACTaBReHWe UX 3aKasuuky
(onepatopy)

XV. YnpaeneHvne obHoBNeHnaMn nporpammHoro obecnevexms (OrMO)

Ooro.o

PaspaboTka npaBun u npouenyp (NOMMTMK) ynpaBneHuss OBHOBNEHUSIMU
nporpaMmHoro obecneveHusi (BkMoYas MornyvyeHue, MpoBepKy W YCTaHOBKY
oBHOBREHWI)

0oro1

MonyyeHne OGHOBMEHMIA MporpaMMHoOro obecrneyeHus oT paspaboTyvMka Wnu
YMNOSTHOMOYEHHOTO UM fnua

0oro.2

TectupoBaHmMe 0BHOBNEHWUI NPOrpaMMHOro obecneyeHnss 40 ero yCTaHOBKM Ha
MakeTe Unn B TECTOBOW 30HE

0oro.3

LleHTpanusoBaHHas ycTaHOBKa OGHOBIEHMIA MPOrpaMMHOro obecrneyeHmst

XVI. MnaHnpoBaHne MeponpusaTuin No obecneyeHmnto 3awnTebl nHgopmaumm (MITH)

MnH.0

PaspaboTka npaBun v npouenyp (MOMWUTKK) MIaHMPOBAHUA MEPONPUATUIA MO
obecneyeHmnto 3aWwnTbl MHGHOPMaLIMK

MnH.A

OnpeaeneHve nuu, OTBETCTBEHHbIX 3a MilaHUpOBaHWe, peanv3aunio U KOHTPOIb
MeponpusATUiA No obecrneyeHunio 3aWwnTbl MHOPMaUMM B aBTOMaTWM3MPOBaHHOW
cUCTeMe yrpaeieHus

MnH.2

PaspaboTka, yTBepXdeHMe W akTyanusauua nnaHa MeponpusaTuii  no
obecrneyeHnio 3aWnTbl  MHGOPMaUUM B aBTOMAaTM3UPOBaHHbLIX CUCTEMaXx
ynpasneHus

MnH.3

KOHTponb BLIMNONHEHWS MEPOMPUATUI NO obecneYveHnto 3awmTbl Hopmauum B
aBTOMaTU3MPOBAaHHbIX cucTtemax ynpaBreHus, npeayCcMOTPEHHbIX
yTBEPXOEHHbIM NNaHOM

XVII. ObecneveHne oencTBuin B HeTaTHbIX (HenpeasuaeHHbix) cutyaumsix (QHC)
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AOHC.0 PaspaboTtka npasun u npoueayp (nonuTuk) obecrnevyeHns OencTBMA B
HelUTaTHbIX (HenpeaBUAEHHbIX) CUTyauuax

OHC A PaspaboTtka nnaHa pgenctBui Ha CnyyYan BO3HUKHOBEHWS  HELWITATHbIX
(HenpeaBWAEHHbIX) CUTyaLUui

OHC.2 OOyyeHne wun oTpaboTka LEeNCTBMMA MepcoHana B Clydae BO3HWKHOBEHWS
HellTaTHbIX (HENpeaBUAEHHbIX) CUTYyaLmWi

AOHC.3 CosgaHune anbTepHaTUMBHBLIX MECT XpaHeHus n obpaboTkm wuHdopmaumm Ha
Cny4van BO3HUKHOBEHWSI HELUTaTHbIX (HENpeaBUAEHHbIX) cUTyauumn

OHC.4 PesepBupoBaHne nporpammMHOro obecneveHmsi, TEXHUYECKMX CPeacTB, KaHanoB
nepegaynm [[aHHbIX aBTOMATU3MPOBAHHBLIX CUCTEM YMNPaBeHWs Ha chny4van
BO3HWKHOBEHWSI HELLTATHbIX (HENpeaBUAEHHbIX) CUTyaumn

AOHC.5 ObecneyeHne BO3MOXHOCTU BOCCTAHOBMEHMS aBTOMAaTU3UPOBAHHOW CUCTEMbI
ynpaBneHus u (Mnu) ee KOMMOHEHT B Criydyae BO3HMKHOBEHMS HeLITaTHbIX
(HenpeaBWOEHHbIX) CUTyaLui

XVIII. MudopmmpoBaHme n obyveHne nepcoHana (UMO)

nno.o Paspabotka npasun wn npouedyp (Nonutuk) WHGOPMUPOBaHUS U 0ByYeHUs
nepcoHana

nno.1 MHdopmupoBaHue nepcoHana o6 yrposax 6e3onacHocTM wuHdopmaumu, o
npaBunax 3Kchnyatauum CUCTEMbl 3aluUTbl aBTOMATU3MPOBAHHOM CUCTEMBI
yrnpaBneHus 1 oTaenbHbIX CPeACTB 3aLnThl MHGOPMaLMK

nno.2 OOyyeHne nepcoHana npasunam akcnnyatauum CUCTEMBbI 3aWmThl
aBTOMATU3MPOBAHHOW CUCTEMbI YMPaBMEHUA M OTAENbHbIX CPeAcTB 3alluThb
MHdopMaLmn

nno.3 [MpoBeneHue NpakTU4EeCKMUX 3aHATUIN C NepcoHanoM no npaesunamMm aKkcnayartauuu
CUCTEMbI 3alUNTbl aBTOMAaTU3NPOBAHHOW CUCTEMbI YMNpPaBleHUs U OTAENbHbIX
cpeacTB 3aWnTbl MHOopMaLmm
XIX. AHanus yrpo3 6esonacHoCcT MHdOpMaLmMmn 1 puckos oT ux peanusauun (YBN)

YBN.0 PaspaboTka mpaBun 1 npouenyp (nonutuk) aHanm3a yrpo3 6esonacHocTu
MHGOPMaLIMM U PUCKOB OT NX peanu3aumm

KoHcynbTaHTINOC

Hape)XHas npaBoBas noaaepXKa

www.consultant.ru

Crpanvua 31 u3 34


http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

Mpukas ®CTIK Poccum ot 14.03.2014 N 31

(pen. ot 23.03.2017)

"O6 yTBepxaeHun TpeboBaHuii K 06ecneyeHnio 3amTbl MHhopMauum B...

[okymeHT npepnoctasneH KoncynbTaHTtAOC
[aTta coxpaHenus: 10.10.2024

YBW.1 Mepuognyeckun aHanuM3 wu3MeHeHWss yrpo3 6esonacHoCcTM wHGopmauuu, | + +
BO3HMKalOLWMX B XO4e  9KcnnyatauuMm  aBTOMaTU3MPOBAHHOW  CUCTEMbI
yrnpaBneHus

YBW.2 Meproanyeckasa nepeoLeHKka NocneacTeun OT peanusauum yrpo3 6esonacHoctn| + +
nHdopmaumm (aHanus pucka)

XX. BbIsiBNeHVe UHUMAEHTOB 1 pearnpoBaHue Ha Hux (MHLL)

nHL.0 Paspabotka npaBun 1 npouedyp (NOMWUTUK) BbISBNEHWS WHUMOEHTOB U | + +
pearnpoBaHns Ha HUX

MHL,.1 OnpeneneHue nuu, OTBETCTBEHHLIX 3a BbISBIIEHME MHUWAEHTOB U pearMpoBaHue | + +
Ha HUX

MHL.2 OGHapyxeHue, ngeHtudmrkauma n perctpaums MHUMOEHTOB + +

nHU.3 CBoeBpemMeHHOe WHPOPMMPOBAHME MWL, OTBETCTBEHHbIX 3a BbisiBAeHue | + +
WHUWOEHTOB M pearnpoBaHue Ha HUX, O BO3HUKHOBEHUW MHLMAEHTOB

MHL .4 AHanu3 uvHUMOEHTOB, B TOM 4ucne onpegeneHue WUCTOYHUKOB WM NPUYMH |+ +
BO3HWKHOBEHWSI MHLWMAEHTOB, a Takke OLEHKa UxX NocrneacTBum

MHL.5 MpyHATHE Mep NO yCTpaHeHUo NoCcneacTBUMIA MHUUAEHTOB + +

MHLL.6 [MnaHuMpoBaHMe UM nMpuMHATME Mep NO  NpefoTBpaLleHM0  MOBTOPHOro| + +
BO3HMKHOBEHUS NHLMOEHTOB

XXI. ¥YnpaBneHue KoHpurypaumen aBToMmaTnanpoBaHHOM CUCTEMbI YNPaBneHns U ee cuctembl 3almTbl (YK

YK®.0 Paspabotka npaBun u npouedyp (NONWUTUK) ynpaBneHus KoHdurypauven | + +
aBTOMaTU3MPOBAHHOW CUCTEMbI YNPaBMEHMS U €€ CUCTEMbI 3aLLMUThbI

YK®.1 OnpepneneHue nuu, KOTOPbIM pa3peLUeHbl 4ENCTBUS MO BHECEHUIO U3MEHEeHUh B| + +
KOHMrypauuio aBTOMaTM3NpPOBAHHOW CUCTEMbl YNPaBIieHWss U ee CUCTEMbI
3aWwuThl

YK®.2 YnpaBneHve W3MeHeHUsMU KOoHdUrypaumm aBTOMaTU3MPOBAHHOM CUCTEMbI| + +
yrpaBreHns 1 ee CUCTEMbI 3aLUThI

YK®.3 AHanua noTteHuuanbHOro  BO3OEWCTBUSA  MMaHUPYyeMbIX  U3MEeHeHuhn B| + +
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KOHdpMrypauum aBTomMaTM3npoBaHHON CUCTEMbI YNPaBMEeHUst U CUCTEMbI 3aLUUThI
Ha obecneyeHne 3alMTbl WHdOpMaUMM U corfacoBaHWe W3MEHEeHUn B
KOHdUrypaumm aBTOMaTU3MPOBAHHOW CUCTEMbI YMpPaBREHUS C  OOSHKHOCTHLIM
nmuom  (paboTHUKOM), OTBETCTBEHHbBIM 3a obecnedeHne GesonacHOCTU
aBTOMAaTU3MPOBaAHHOW CUCTEMbI YNpaBreHUs

YKo .4 [okymeHTupoBaHMe MHdopMauMn (OaHHbIX) 06 U3MEHEHUsiX B KOHdUrypaumm
aBTOMaTU3NPOBAHHOM CUCTEMBI YNPaBMeHUs U ee CUCTEMbI 3aLLMUThbI
YK®.5 PernameHTauuss w“ KOHTPOINb TEXHUYECKOTrO OOCMyXuBaHWsS, B TOM 4uUCre
OUCTAHUNOHHOIrO  (YAaneHHOro), TEXHWYEeCKMX CpeactB U NPOrpamMmHOro
obecneyeHns aBTOMaTU3NPOBAHHOW CUCTEMbI YNpaBIieHNs
KoHcynbTaHTINOC
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nHdopmauum B...

"+" - Mepa 3aWwuTbl MHGOPMAaUUK BKOYEeHa B 0as30Bbli Habop Mep Ans COOTBETCTBYHOLIErO Kracca
3aLUMLLEHHOCTU aBTOMAaTM3NPOBAHHOW CUCTEMbI YNPaBeHus.

Mepsbl 3aLWnTbl MHPOPMaLMK, He 0B03HaYEeHHbIE 3HAKOM "+", MPUMEHSAIOTCA NPW aganTaumMm U YTOYHEHUU
afanTupoBaHHoro 6aszoBoro Habopa Mep, a Takke npy pa3paboTke KOMMEHCUPYIOLLMX Mep 3aLLuTbl MHGOpMaLMK
B aBTOMaTU3MPOBaHHON CUCTEME yrpaBrieHMs COOTBETCTBYHIOLLErO Knacca 3alueHHOCTH.
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